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Chapter 1
About this manual

1.1 Audience

This reference manual is intended for system software and hardware developers and applications programmers who want to
develop products with this device. It assumes that the reader understands operating systems, microprocessor system design, and
basic principles of software and hardware.

1.2 Organization

This manual begins with a global introduction of the chip, followed by chapters organized into functional groups that detail
particular areas of functionality, such as system control, clocking, and timers. Each functional group can have two main types
of chapters:

» System-level chapters contain information that applies to the components (modules) within the group.
» Module-level chapters contain technical descriptions of individual modules within the group.

Note that application-specific groups (such as timers) may only contain module-level chapters.

1.3 Module descriptions
Each module chapter has two main parts:

 Chip-specific: The first section, Chip-specific [module name] information, includes the number of module instances on the chip
and possible implementation differences between the module instances, such as differences in FIFO depths or the number
of channels supported. It may also include functional connections between the module instances and other modules. Read
this section firstbecause its content is crucial to understanding the information in other sections of the chapter.

» General: The subsequent sections provide general information about the module, including its signals, registers, and
functional description.

NOTE
If there is a conflict between the chip-specific module information (first section) and the general module information
(subsequent sections), the chip-specific information supersedes the general information.
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Chapter 49
Enhanced Serial Communication Interface (eSCI)

49.1 Chip-specific eSCl information

This chip has six instances of the eSCI module. Some feature details vary between the
instances.

The following table summarizes the feature differences. The table does not list feature
details that the instances share.

Table 49-1. eSCl instance feature differences

Instance DMA support
eSCI_A and eSCI_B Yes
eSCI_C, eSCI_D, eSCI_E, and eSCI_F No: descriptions of eSCI DMA functionality do not apply to
these instances /
NOTE

For eSCI_D, the single wire feature does not apply for TX/RX
via PCSA3 because this pad works only as an output.

49.2 Introduction

The eSCI block is an enhanced SCI block with a LIN master interface layer and DMA
support. The LIN master layer complies with the specifications LIN 1.3, LIN 2.0, LIN
2.1, and SAE J2602/1.

49.2.1 Bibliography
« LIN Specification Package Revision 1.3; December 12, 2002

« LIN Specification Package Revision 2.0; September 23, 2003 /

Sample Reference Manual
NXP Semiconductors 2633

Figure 1. Example: chapter chip-specific information and general module information

Chip-specific information
that should be read first

Beginning of general
module information

1.3.1 Example: chip-specific information that supersedes content in the same chapter

The example below shows chip-specific information that supersedes general module information presented later in the chapter.
In this case, the chip-specific register reset values supersede the reset values that appear in the register diagram.
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Chapter 34 Software Watchdog Timer (SWT)
accesses by masters without permission. If the RIA bit in the SWT_CR is set then the
SWT generates a system reset on an invalid access otherwise a bus error is generated. If
either the HLK or SLK bits in the SWT_CR are set, then the SWT_CR, SWT_TO,
SWT_WN, and SWT_SK registers are read-only.

The SWT memory map is shown in the following table.

Chapter 34 SWT memory map . .
Software Watchdog Timer (SWT) ofset o) Peistername (i | Access | Resetvaius | SO/
[ SWT Control Register (SWT_CR) 32 | RW | Seesection |34.4.1/1331
4 SWT Inferrupt Register (SWT_IR) 52 | RW | 0000_0000n |3442/1334
34.1 Chip-specific SWT information 8 [SWT Tire-out Register (SWT_TO) 32 | RW | Seesection [344.3/1334
. [SWT Window Register (SWT_WN) 32 | RW | 0000_0000n |34.4.4/1335
This chip has two instances of the SWT module: SWT_A and SWT_B. 10 SWT Service Register (SWT_SR) 32 W | 0000_0000 | 34.4.5/1335
14 |SWT Counter Oulput Regster (SWT_CO) 32 R | 0000_0000h | 34.4.6/1336
18 |SWT Service Key Register (SWT_SK) 32 | RW | 0000_0000n | 344.7/1336

34.1.1 SWT register reset values

11 1 v i i s chip-si ifi S S 1 .
The g table identifies chip-specific reset values of SWT registers. 34.41 SWT Control Register (SWT_CR)
Table 34-1. Chip-specific SWT register reset values NOTE
Register SWTA swi.s The reset value for the SWT_CR is implementation specific.
R [FFoo_o108n PR See the configuration information.
0 0005_FCDON 0005_FCDON

The SWT_CR contains fields for configuring and controlling the SWT.
This register is read-only if either the SWT_CR[HLK] or SWT_CR[SLK] bits are set.

Address: Oh base + Oh offset = Oh

34.2 Introduction

M o 1 2 s 4 s & 7|8 s w0 1w 1w 1
This section provides an overview, list of features, and modes of operation for the SWT. Al ol e lalols]loleo
F - I O I - -4
|z |z |z |22z
0 I O O~

34.2.1 Overview [Feset 0 o o 0o 0o 0 o

The Software Watchdog Timer (SWT) is a peripheral module that can prevent system

lockup in situations such as software getting trapped in a loop or if a bus transaction fails \ R o

to terminate. When enabled, the SWT requires periodic execution of a watchdog SMD RIAJWND | ITR | HLK | SLK| CSL | STP | FRZ | WEN

servicing operation. The servicing operation resets the timer to a specified time-out
period. If this servicing action does not occur before the timer expires the SWT generates Rest 0° ' 00 0 0 ¢ 0 ofo o o 0 0 0 0 o]
an interrupt or hardware reset. The SWT can be configured to generate a reset or interrupt
on an initial time-out. A reset is always generated on a second consecutive time-out.

tes:
+ The reset value for the SWT_CR is implementation speciic. See the configuration information.

Sample Reference Manual
NXP Semiconductors 1331

Sample Reference Manual
NXP Semiconductors 1329

Figure 2. Example: chip-specific information that supersedes content in the same chapter

1.4 Register descriptions
Module chapters present register information in:
* Memory maps including:
— Addresses
— The name and acronym/abbreviation of each register
— The width of each register (in bits)
— Each register's reset value
— The page number on which each register is described
* Register figures
» Field-description tables
+ Associated text

The register figures show the field structure using the conventions in the following figure.

MCX W71 Reference Manual, Rev. 3, September 2024
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R ) R | Mnemonic R R 0 R 1
Mnemonic - - -
W W | Mnemonic W | Mnemonic W | Mnemonic
Read/write Read-only Write-only Write-only Write-only
reads zero reads one
R = R | Mnemonic R | Mnemonic R | Mnemonic R | Mnemonic
W | Mnemonic W 0 W 1 W = w wlc
Write-only Read-only Read-only Read-only Write one to clear
reads undefined writes zero writes one writes undefined
R R R R| 1 R| O
Reserved
w| 1 w| 0 W W
Reserved, Write-only one Write-only zero Read-only one Read-only zero
unimplemented
Figure 3. Register figure conventions

1.5 Conventions

1.5.1 Numbering systems

The following suffixes identify different numbering systems:

This suffix Identifies a

b Binary number. For example, the binary equivalent of the number 5 is written 101b. In some cases,
binary numbers are shown with the prefix 0b.

d Decimal number. Decimal numbers are followed by this suffix only when the possibility of confusion
exists. In general, decimal numbers are shown without a suffix.

h Hexadecimal number. For example, the hexadecimal equivalent of the number 60 is written 3Ch. In

some cases, hexadecimal numbers are shown with the prefix Ox.

1.5.2 Typographic notation

The following typographic notation is used throughout this document:

Example

Description

placeholder, x

Items in italics are placeholders for information that you provide. Italicized text is also used
for the titles of publications and for emphasis. Plain lowercase letters are also used as
placeholders for single letters and numbers.

code Fixed-width type indicates text that must be typed exactly as shown. It is used for instruction
mnemonics, directives, symbols, subcommands, parameters, and operators. Fixed-width
type is also used for example code. Instruction mnemonics and directives in text and tables
are shown in all caps; for example, BSR.

SR[SCM] A mnemonic in brackets represents a named field in a register. This example refers to the

Scaling Mode (SCM) field in the Status Register (SR).

REVNO[6:4], XAD[7:0]

Numbers in brackets and separated by a colon represent either:

Table continues on the next page...
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Table continued from the previous page...

Example Description

* A subset of a register's named field

For example, REVNOI6:4] refers to bits 6—4 that are part of the COREREYV field that
occupies bits 6-0 of the REVNO register.

+ A continuous range of individual signals of a bus

For example, XAD[7:0] refers to signals 7-0 of the XAD bus.

1.5.3 Special terms

The following terms have special meanings:

Term Meaning

asserted Refers to the state of a signal as follows:
+ An active-high signal is asserted when high (1).

* An active-low signal is asserted when low (0).

deasserted Refers to the state of a signal as follows:
+ An active-high signal is deasserted when low (0).
+ An active-low signal is deasserted when high (1).

In some cases, deasserted signals are described as negated.

reserved Refers to a memory space, register, field, or programming setting. Writes to a reserved location can
result in unpredictable functionality or behavior.

+ Do not modify the default value of a reserved programming setting, such as the reset value of a
reserved register field.

» Consider undefined locations in memory to be reserved.

wic Write 1 to clear: Refers to a register bitfield that must be written as 1 to be "cleared."

MCX W71 Reference Manual, Rev. 3, September 2024
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Chapter 2
Introduction

2.1 Introduction

The MCX W71 microcontroller is a low-power, highly secure, Arm® Cortex-M33-based wireless device targeting

these applications:

¢ Smart Home loT

— Smart Home environmental, occupancy and security sensors

— Home Gateways and Bridges
— Smart Lighting
— Smart Plugs
— Access Control
— HVACs and Thermostats
— Window Shades
* Industrial/loT
— Positioning/Localization
— Building Control and Monitoring
— Process/Factory Automation
— Access Control

The device includes these key features:

Highly secure .

Arm Trustzone-M

Trusted resource domain controller (TRDC) providing access policies for embedded
memory and peripherals

NXP’s EdgeLock® Secure Enclave providing secure key management and storage
plus hardware acceleration of cryptographic algorithms

Internal flash memory with on-the-fly encryption and decryption using a PRINCE
XEX block cipher mode

Factory Root of Trust programming

Secure boot, debug and firmware updates

Power-efficient operating modes .

Less than 35 pA/MHz active current at 96 MHz

Less than 2 pA in Power Down mode with FRO32K active and 32 KB SRAM
retention

Less than 1 pA in Deep Power Down mode with FRO32K active

2.2 Functional overview

The following figure shows a top-level organization of the modules within the device organized by functional category.

MCX W71 Reference Manual, Rev. 3, September 2024
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MCU(CPUO) Domain

SYSTEM | SEC |
| AXBS | Arm Cortex-M33
| VA | 96 MHz EdgelLock
CACHE-CODE Secure Enclave (ELE)
[ wsow | v
[ swovw | —
[ rowx ]
| woog (2 ] MPU NVIC
TR - —
ysTic I
| WUU | |
PRINCE |
| SEMA42 | | —— |
CLOCK TIMER COMMUNICATION MEMORY
| FRO-6M | [ LPTMR32-bit(x2) | | CANandCANFD | | ——— |
as
| FRO-192M | | LPIT4ch32bit || LPUART (x2) |
| SRAM(128KB) |
| MRCC | [ TPM6-ch32-bit(x2) | | LPSPI (x2) | | — |
| SCG | | TSTMR 56-bit | LPI2C (x2) | [ Secure Boo ROM |
| SFA | | 13C |
Dl Lo | FlexIO | Smart Power Switch
| CTI | | 16-bit ADC | | —— |
ower switc
| ™ | | LPCMP (x2) | RTC
| - | | REF | | 0SC-RTC [l | FRO16K |
| DAP | HMI | FRO-32K |l | wakeup Timer |
| DWT | | GPIO (A-D) | | RTC || [ RAM Standby Regulator |
| SWD | PORT (A-D) | | REGFILE-RTC (x2) |
Power Subsystem Radio Subsystem
| CMC | L DO-SYS | | RFMC | | AmCortex-M3 |
| DCDC | | SPC | | RF-24G || AES |
| LDO-CORE | OSC-RF || Memory |
| RF - NBU | | FRO-192M |

Figure 4. Features block diagram
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Table 1. Module functional categories
Module category Description
Core The Arm® Cortex®-M33 is a member of the Cortex® M Series

of processors targeting microcontroller cores focused on cost
sensitive, deterministic, interrupt driven environments. The Cortex®
M33 processor is based on the Arm®v8-M Architecture and ThumbR-2
ISA and is upward compatible with the Cortex® M7, M4, M3, M1 and
MO/MO+.

System + AHB Cross-Bar Switch (AXBS)
» Core Mode Controller (CMC)

* Direct Current / Direct Current Converter - Low Voltage (DCDC-
LV)

» Direct Memory Access (DMA) controller

» External Watchdog Monitor (EWM)

» Low Drop Out Regulator - Core (LDO_CORE)

* Low Drop Out Regulator - System (LDO_SYS)
» Miscellaneous System Control Module (MSCM)
» Secure Miscellaneous System Control Module (SMSCM)
» Semaphore Module (SEMA42)

» System Power Controller (SPC)

» Trigger Multiplexer (TRGMUX)

» Wake-Up Unit (WUU)

* Watchdog (WDOG)

Memory + Flash Management Unit (FMU)

* Read Only Memory - Boot (ROM_BOOT)
» Register File - REGFILE

 Static Random Access Memory (SRAM)

Clock « Crystal Oscillator - Real Time Clock (OSC_RTC)

» Free Running Oscillator - 32 kHz (FRO_32K)

» Free Running Oscillator - 16 kHz (FRO_16K)

» Free Running Oscillator - 6 MHz (FRO_6M)

» Free Running Oscillator - 192 MHz (FRO_192M)

» Radio Free Running Oscillator - 192 MHz (RFRO_192M)
* Module Reset and Clock Control (MRCC)

» System Clock Generator (SCG)

« Signal Frequency Analyzer (SFA)

Security  Edgelock Secure Enclave

Table continues on the next page...
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Table 1. Module functional categories (continued)

Module category Description

» Trusted Resource Domain Controller (TRDC)

» Cyclic Redundancy Check (CRC)

» Non-Volatile Memory PRINCE XEX (NPX) encryption/decryption
» Up to 4 digital tamper pins

Timer + Real Time Clock (RTC)

* Low-Power Timer (LPTMR)

» Low Power Periodic Interrupt Timers (LPIT)
* Time Stamp Timer (TSTMR)

 Timer/PWM Module (TPM)

Communication « Controller Area Network with Flexible Data rate (CAN FD)
* Flexible Input/Output (FlexlO)

» Low Power Inter-Integrated Circuit (LP12C)

* Improved Inter-Integrated Circuit (I3C)

* Low Power Serial Peripheral Interface (LPSPI)

* Low Power Universal Asynchronous Receive/Transmit (LPUART)

HMI » General Purpose Input/Output (GPIO)
 Port Control (PORT)

Analog « Analog-to-Digital Converter - General Purpose (ADC)
* Low Power Comparator (LPCMP)
» Voltage Reference (VREF)

Radio » Radio Frequency - 2.4 GHz (RF-2.4G)

2.2.1 Core

The following core modules are available on this device.

Table 2. Core modules

Module Description

CPUO CPUO is an Arm® Cortex®-M33, a member of the Cortex® M Series
of processors targeting microcontroller cores focused on cost-sensitive,
deterministic, interrupt-driven environments.

Code Cache Memory (CACHE-CODE) The CACHE-CODE is an 8-KB cache for memory attached to the Code
bus.
Digital Signal Processing Extensions (DSP) The Cortex-M33 processor features extended single-cycle Multiply

Accumulate (MAC) instructions, optimized Single Instruction Multiple
Data (SIMD) arithmetic, and saturating arithmetic instructions.

Table continues on the next page...
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Table 2. Core modules (continued)

Introduction

Module

Description

Floating Point Unit (FPU)

The FPU provides single-precision floating point computation compliant
to the IEEE Standard for Floating-Point Arithmetic (IEEE 754).

Memory Protection Unit (MPU)

The MPU provides support for eight unified protection regions,
overlapping protection regions with ascending region priority, and
access permissions. MPU mismatches and permission violations
invoke the HardFault handler. See the Armv8-M Architecture
Reference Manual for more information.

Nested Vectored Interrupt Controller (NVIC)

The Armv8-M exception model and Nested-Vectored Interrupt
Controller (NVIC) implement a relocatable vector table supporting
many external interrupts, a single non-maskable interrupt (NMI), and
priority levels.

System Timer (SysTick)

See the Armv8-M Architecture Reference Manual for more information
about this system timer.

TrustZone - M (TZM)

The TZM is an Arm security feature related to hardware-enforced
access control mechanisms.

2.2.2 Debug

The following Debug (DBG) modules are available on this device:

Table 3. Debug modules

Module

Description

Cross Trigger Interface (CTI)

The CTI enables the device's debug logic to interact with (cross trigger)
each other.

Data Watchpoint and Trace (DWT)

The DWT is a generic name for several modules that allow debug access
of the Cortex-M33. The DWT is composed of the Debug Watchpoint and
Trace (DWT) module and the Flash Patch and Breakpoint (FPB) unit.

Debug Access Port (DAP)

The DAP enables real-time access to the device registers from an
external debugger without halting the processor cores.

Instruction Trace Macrocell (ITM)

The ITM provides a memory-mapped register interface that applications
can use to write logging or event words for profiling software.

Serial Wire Debug (SWD)

The SWDv2 is a serial communication interface used for
debugging devices with multiple cores while only requiring a single
external interface.

Trace Port Interface Unit (TPIU)

The TPIU acts as a bridge between the on-chip trace data from

the modules such as the Embedded Trace Macrocell (ETM) or the
Instrumentation Trace Macrocell (ITM), which have separate system IDs,
to the external world.

2.2.3 System

The following System (SYS) modules are available on this device:
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Table 4. System modules

Introduction

Module

Description

AHB Cross-Bar Switch (AXBS)

The AXBS connects bus masters and bus slaves, allowing all bus
masters to access different bus slaves simultaneously and providing
arbitration among the bus masters when they access the same slave.

Core Mode Controller (CMC)

The CMC provides control and protection on entry and exit to each power
mode, control for the System Power Controller (SPC), and reset entry
and exit for the complete device.

Direct Current / Direct Current Converter - Low
Voltage (DCDC-LV)

An efficient voltage converter for generating the low voltage supply for
internal Low Drop Out (LDO) regulators.

Enhanced Direct Memory Access (eDMA)

The eDMA controller provides programmable channels with transfer
control descriptors for data movement via dual-address transfers for 8-,
16-, 32- and 128-bit data values.

External Watchdog Monitor (EWM)

Similar to the Watchdog timer, the EWM monitors internal and external
system operations and forces a reset in case of failure.

Low Drop Out Regulator - Core (LDO-CORE)

A voltage regulator for generating the core voltage for the device.

Low Drop Out Regulator - System (LDO-SYS)

A voltage regulator for generating the system voltage for the device.

Miscellaneous System Control Module (MSCM)

The MSCM contains CPU configuration registers and on-chip memory
controller registers.

Secure Miscellaneous System Control Module
(SMSCM)

The SMSCM contains configuration registers related to security.

Semaphore Module (SEMA42)

The SEMA42 is a memory-mapped module that provides robust
hardware support needed in multi-core systems for implementing
semaphores and provides a simple mechanism to achieve "lock and
unlock" operations via a single write access. The hardware semaphore
module provides hardware-enforced gates as well as other useful system
functions related to the gating mechanisms.

System Power Controller (SPC)

The SPC provides control over the operation and configuration of the
system power generation modules to optimize power consumption for the
level of functionality needed.

Trigger Multiplexer (TRGMUX)

The TRGMUX allows the trigger output of one peripheral to be connected
to the trigger input of a second peripheral.

Wake-Up Unit (WUU)

The WUU provides a mechanism for external or internal sources to
initiate the exit of certain low-power modes.

Watchdog (WDOG)

The WDOG monitors internal system operation and forces a reset in case
of failure. It can run from multiple clocks with a programmable refresh
window to detect deviations in program flow or system frequency.

2.2.4 Clocks

The following Clock (CLK) modules are available on this device:
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Table 5. Clock sources

Introduction

Module

Description

Crystal Oscillator - Radio Frequency (OSC-RF)

The OSC-RF, in conjunction with an external crystal or resonator,
generates a reference clock for the Radio that can also be used by
the device.

Crystal Oscillator - Real Time Clock (OSC-RTC)

The OSC-RTC oscillator, in conjunction with an external 32 kHz crystal,
generates a 32 kHz reference clock for the RTC that can also be used by
the radio and other modules of the device.

Free Running Oscillator - 32 kHz (FRO-32K)

The FRO-32K is an internal clock source that generates a 32 kHz
reference clock for the RTC that can also be used by the radio and other
modules of the device.

Free Running Oscillator - 16 kHz (FRO-16K)

The FRO-16K is an internal clock source that generates a 16 kHz
reference clock that is used by the Smart Power Switch domain.

Free Running Oscillator - 6 MHz (FRO-6M)

The FRO-6M is an internal clock source that generates a 6 MHz
frequency for use by the radio and other modules of the device.

Free Running Oscillator - 192 MHz (FRO-192M)

The FRO-192M is an internal clock source that generates a 192 MHz
frequency for use by the modules other than the radio of the device.

Radio Free Running Oscillator - 192 MHz
(RFRO-192M)

The RFRO-192M is an internal clock source that generates a 192 MHz
frequency for use by the radio module of the device.

Module Reset and Clock Control (MRCC)

The MRCC provides the user with access to the configuration control
registers for the peripherals of the device.

System Clock Generator (SCG)

The SCG provides the user with access to the configuration control
registers for the system level clock sources.

Signal Frequency Analyzer (SFA)

The SFA provides facilities for measurement of clock period/frequency as
well as time between triggers.

2.2.5 Memory

The following Memory and Memory Interface (MEM) modules are available on this device:

Table 6. Memory modules

Module

Description

Flash Memory

Programmable flash memory — non-volatile flash memory that can store
executable program code or data.

Flash Management Unit (FMU)

The FMU manages the interface between the device and the on-chip
flash memory.

Read Only Memory - Boot (ROM-BOOT)

Provisions the internal flash with an embedded firmware image during
manufacturing or at any time during the life of the device.

Register File - REGFILE

32-byte register file that can be retained in all power modes.

Table continues on the next page...
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Table 6. Memory modules (continued)

Module Description

Static Random Access Memory (SRAM) Internal system SRAM memory. Each individual block of SRAM can be

configured to be retained in low-power modes.

2.2.6 Security
The following Security modules are available on this device:
Table 7. Security modules

Module Description

Edgelock Secure Enclave The EdgeLock Secure Enclave is a security sub system providing

essential cryptographic services to the host system within a single
microcontroller specifically in two areas: secret key storage and
management, plus execution of symmetric and public key cryptographic
services, for example, AES, DES/3DES, SHA-256, RSA and ECC, based
on requests from the host

Cyclic Redundancy Check (CRC) Hardware CRC generator provides error detection for all single, double,
and many multi-bit errors.

Non-Volatile Memory PRINCE XEX (NPX) Provides on-the-fly encryption/decryption of the embedded flash
contents using a PRINCE XEX block cipher.

Trusted Resource Domain Controller (TRDC) Provides programmable access control mechanisms for independent
processing domains. Unique isolation and access mechanisms for
memory and peripheral resources are configured on a domain basis.

2.2.7 Timers

The following Timer (TMR) modules are available on this device:

Table 8. Timer modules

Module Description

Real Time Clock (RTC) 32-bit seconds counter with 32-bit Alarm

Independent power supply

Low-Power Timer (LPTMR) 32-bit time or pulse counter with compare feature

Low Power Periodic Interrupt Timers (LPIT) Four general purpose interrupt timers with 32-bit counter resolution and
DMA support

Time Stamp Timer (TSTMR) Montonic counter used for long term program debug

56-bit counter resolution

Timer/PWM Module (TPM) Six channel timer with DMA support for electric motor and power
management applications.

Clocked by an asynchronous clock that can remain enabled in low
power modes.
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2.2.8 Communications

Introduction

The following Communication (COM) modules are available on this device:

Table 9. Communication modules

Module

Description

Controller Area Network (CAN)

Supports the full implementation of the CAN Specification Version 2.0,
Part B. FD Support.

Flexible Input/Output (FlexIO)

Functions in Sleep/Deep Sleep modes.

DMA support

Low Power Inter-Integrated Circuit (LPI12C)

Allows communication between a number of devices. Also supports the
System Management Bus (SMBus) Specification, version 2.

Improved Inter-Integrated Circuit (I3C)

I13C is an extension of the 12C bus protocol supporting higher speeds.

Low Power Serial Peripheral Interface (LPSPI)

Synchronous serial bus for communication to an external device.

Low Power Universal Asynchronous Receive/
Transmit (LPUART)

Asynchronous serial bus communication interface with programmable 8-
or 9-bit data format.

2.2.9 Radio

The following are Radio Frequency (RF) modules.

Table 10. Radio modules

Module

Description

Radio Frequency - 2.4 GHz (RF-2.4G)

The 2.4 GHz band radio covers 2.36-2.4835 GHz and is built to support
multiple protocols:

* Bluetooth Low Energy V5.3
* Generic 2-level FSK/GFSK/MSK/GMSK
» IEEE 802.15.4-2015

2.2.10 Human Machine Interface

The following Human Machine Interfaces (HMI) modules are available on this device:

Table 11. HMI modules

Module

Description

General Purpose Input/Output (GPIO)

All General Purpose Input / Output (GPIO) pins are capable of interrupt
and DMA request generation.

Port Control

The Port Control (PORT) module provides support for pad
control functions.

2.2.11 Analog

The following Analog (ANA) modules are available on this device:
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Table 12. Analog modules

Introduction

Module

Description

Dual Single End Analog-to-Digital Converter (ADC)

A Dual 16-bit Single End Successive-Approximation Register (SAR)
Analog-to-Digital Converter (ADC)

Low Power Comparator (LPCMP)

Compares two analog input voltages across the full range of the supply
voltage.

Voltage Reference (VREF)

The VREF module supplies an accurate voltage output that can be used
by internal or external peripherals.

2.3 Block diagram

The following figure shows a detailed block diagram of the device.
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Figure 5. Bus architecture block diagram

2.4 Ordering information

The following table summarizes the part numbers of the devices covered by this document.
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Table 13. Ordering information
Part number Flash |SRAM | GPIO | Pin |Package | CAN |802.15.4 | Bluetoot | Qualificat | Tempe | Packagi
(KB) (KB) S Count h5.3 ion rature | ng type
MCXW716CMFTAT | 1024 128 29 48 HVQFN | Yes Yes Yes Industrial | 40 °C | Tray
to 125
°C
MCXW716CMFTAR | 1024 128 29 48 HVQFN | Yes Yes Yes Industrial | -40°C | Tape
to 125 | and Reel
°C
MCXW716AMFTAT | 1024 128 29 48 HVQFN | No Yes Yes Industrial | 40 °C | Tray
to 125
°C
MCXW716AMFTAR | 1024 128 29 48 HVQFN | No Yes Yes Industrial | 40 °C | Tape
to 125 | and Reel
°C
MCXW716CMFPAT | 1024 128 22 40 HVQFN | Yes Yes Yes Industrial | 40°C | Tray
to 125
°C
MCXW716CMFPAR | 1024 128 22 40 HVQFN | Yes Yes Yes Industrial | -40°C | Tape
to 125 | and Reel
°C
MCXW716AMFPAT | 1024 128 22 40 HVQFN | No Yes Yes Industrial | 40 °C | Tray
to 125
°C
MCXW716AMFPAR | 1024 128 22 40 HVQFN | No Yes Yes Industrial | 40 °C | Tape
to 125 | and Reel
°C
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Chapter 3
Core Overview

3.1 Introduction

This section covers the core modules included in this device.

3.2 Cortex-M33 Code and System Buses

The Cortex-M33 processor implements a modified Harvard memory architecture using two 32-bit bus interfaces: the Code
and System buses. The bus interfaces are activated by address range and can include both instruction fetches and operand
data references on a given bus port. (A traditional Harvard architecture strictly separates instruction fetches and operand data
references onto specific bus ports regardless of access address.)

The Code bus is typically used for instruction fetching and data accesses of PC-relative data, while the system bus is typically used
for operand data references to the on- and off-chip memories and peripheral accesses. The bus structure fully supports concurrent
instruction fetch and data accesses, but the Cortex-M33 implementations can generate both types of references on each bus.

NOTE
It is recommended that performance critical code be located such that it fetches from the Code bus interface as
defined by addresses < 0x2000_0000.

3.2.1 Code Bus access

Code Bus accesses are routed to the Code TCM if they are mapped to that space. All other Code Bus accesses are routed to the
Code Cache Controller. This controller then processes the cacheable accesses as needed, while bypassing the non-cacheable
accesses or forwarding the cache write-through and cache miss accesses to the downstream memories through the master port
of this cache controller.

3.2.2 System bus access

System Bus accesses are routed to the System TCM if they are mapped to that space. All other System Bus accesses are routed
to the target address in destination memories through S1 port.

3.2.3 Access control

All core Code and System Bus accesses are checked by the core access control logic, that is, IDAU/SAU and MPU. All
requests that miss or bypass the cache are checked by downstream TRDC logic. The caches include protection control signals
(HPROTTI3:0]) and processing domain bits as part of the tags. If a fetch address hits the cache but the protection control and/or
domain bits are different, the cache controller forces a miss with the allocate location the same as the address hit location in the
cache. This policy allows all the downstream checks to take place, and this new miss is loaded in the cache with the updated
protection control and domain bits overwriting the line with the same address. This keeps the cache coherent while always
checking accesses that need to see the downstream checks.

All requests are checked by normal platform slave bus checks in the corresponding Memory Block Controller (MBC).
3.3 Nested Vectored Interrupt Controller (NVIC)

3.3.1 Interrupt priority levels

This device supports 8 priority levels for interrupts. Therefore, in the NVIC each source in the IPR registers contains 3 bits. For
example, IPRO is shown below:
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3.3.2 Non-Maskable Interrupt (NMI) configuration

The Non-Maskable Interrupt (NMI) request to the NVIC is controlled by the external NMI_b signal. The pin the NMI_b signal is
multiplexed on, must be configured for the Non-Maskable Interrupt function to generate the non-maskable interrupt request.

3.3.3 Interrupt channel assignments

The interrupt source assignments are defined in the following table.

» Vector number — the value stored on the stack when an interrupt is serviced.

* IRQ number — non-core interrupt source count, which is the vector number minus 16.

The IRQ number is used within Arm's NVIC documentation.

Table 15. Interrupt Vector Assignments

Address Vector | IRQ NVIC | NVIC IPR Module Source Description

non-IPR | register

register | number

number
0000_0000 0 - - - Cortex-M33 | Initial Stack Pointer
0000_0004 1 - - - Cortex-M33 | Initial Program Counter
0000_0008 2 - - - Cortex-M33 | Non-Maskable Interrupt (NMI)
0000_000C 3 - - - Cortex-M33 | Hard Fault
0000_0010 4 - - - Cortex-M33 | MemManage Fault
0000_0014 5 - - - Cortex-M33 | Bus Fault/ TRDC
0000_0018 6 - - - Cortex-M33 | Usage Fault
0000_001C 7 - - - Cortex-M33 | Secure Fault
0000_0020 8 - - - Reserved |-
0000_0024 9 - - - Reserved |-
0000_0028 10 - - - Reserved |-
0000_002C 11 - - - Cortex-M33 | Supervisor Call (SVCall)
0000_0030 12 - - - Cortex-M33 | Debug Monitor
0000_0034 13 - - - Reserved |-
0000_0038 14 - - - Cortex-M33 | Pendable request for system service

(Penable SrvReq)

0000_003C 15 - - - Cortex-M33 | System Tick Timer
0000_0040 16 0 0 0 Cortex-M33 | Cross Trigger Interface interrupt

Table continues on the next page...
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Table 15. Interrupt Vector Assignments (continued)

Core Overview

Address Vector IRQ NVIC | NVICIPR Module Source Description

non-IPR | register

register | number

number
0000_0044 17 1 0 0 CMCO Core Mode Controller interrupt
0000_0048 18 2 0 0 eDMA eDMA channel 0 error or transfer complete
0000_004C 19 3 0 0 eDMA eDMA channel 1 error or transfer complete
0000_0050 20 4 0 1 eDMA eDMA channel 2 error or transfer complete
0000_0054 21 5 0 1 eDMA eDMA channel 3 error or transfer complete
0000_0058 22 6 0 1 eDMA eDMA channel 4 error or transfer complete
0000_005C 23 7 0 1 eDMA eDMA channel 5 error or transfer complete
0000_0060 24 8 0 2 eDMA eDMA channel 6 error or transfer complete
0000_0064 25 9 0 2 eDMA eDMA channel 7 error or transfer complete
0000_0068 26 10 0 2 eDMA eDMA channel 8 error or transfer complete
0000_006C 27 11 0 2 eDMA eDMA channel 9 error or transfer complete
0000_0070 28 12 0 3 eDMA eDMA channel 10 error or transfer complete
0000_0074 29 13 0 3 eDMA eDMA channel 11 error or transfer complete
0000_0078 30 14 0 3 eDMA eDMA channel 12 error or transfer complete
0000_007C 31 15 0 3 eDMA eDMA channel 13 error or transfer complete
0000_0080 32 16 0 4 eDMA eDMA channel 14 error or transfer complete
0000_0084 33 17 0 4 eDMA eDMA channel 15 error or transfer complete
0000_0088 34 18 0 4 EWMO External Watchdog Monitor 0 interrupt
0000_008C 35 19 0 4 MCM Miscellaneous Control Module interrupt
0000_0090 36 20 0 5 MSCM Miscellaneous System Control Module interrupt
0000_0094 37 21 0 5 SPCO System Power Controller O interrupt
0000_0098 38 22 0 5 Wuuo Wake-Up Unit 0 interrupt
0000_009C 39 23 0 5 WDOGO | Watchdog Timer 0 interrupt
0000_00A0 40 24 0 6 WDOG1 Watchdog Timer 1 interrupt
0000_00A4 41 25 0 6 SCGO System Clock Generator 0 interrupt
0000_00A8 42 26 0 6 SFAOQ Singal Frequency Analyzer 0 interrupt
0000_00AC 43 27 0 6 FMUO Flash Memory Unit O interrupt
0000_00B0O 44 28 0 7 ELE EdgeLock enclave command interface interrupt
0000_00B4 45 29 0 7 ELE EdgelLock enclave interrupt
0000_00B8 46 30 0 7 ELE Edgelock enclave non-secure interrupt

Table continues on the next page...
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Table 15. Interrupt Vector Assignments (continued)

Core Overview

Address Vector IRQ NVIC | NVICIPR Module Source Description
non-IPR | register
register | number
number
0000_00BC 47 31 0 7 TRDCO Trusted Resource Domain Controller O interrupt
0000_00CO0 48 32 1 8 RTCO Real Time Clock 0 alarm interrupt
0000_00C4 49 33 1 8 RTCO Real Time Clock 0 seconds interrupt
0000_00C8 50 34 1 8 LPTMRO Low-Power TimerQ interrupt
0000_00CC 51 35 1 8 LPTMR1 Low-Power Timer1 interrupt
0000_00D0 52 36 1 9 LPITO Low-Power Periodic Interrupt Timer 0O interrupt
0000_00D4 53 37 1 9 TPMO Timer / PWM Module 0 interrupt
0000_00D8 54 38 1 9 TPMA1 Timer / PWM Module 1 interrupt
0000_00DC 55 39 1 9 LPI2CO Low-Power Inter Integrated Circuit O interrupt
0000_00EO 56 40 1 10 LPI2C1 Low-Power Inter Integrated Circuit 1 interrupt
0000_00E4 57 41 1 10 13CO Improved Inter-Integrated Circuit O interrupt
0000_00E8 58 42 1 10 LPSPIO Low-Power Serial Peripheral Interface 0 interrupt
0000_00EC 59 43 1 10 LPSPI1 Low-Power Serial Peripheral Interface 1 interrupt
0000_00F0 60 44 1 11 LPUARTO | Low-Power Universal Asynchronous Receiver/
Transmitter O interrupt
0000_0OOF4 61 45 1 11 LPUART1 Low-Power Universal Asynchronous Receiver/
Transmitter 1 interrupt
0000_00F8 62 46 1 11 FLEXIOO0 Flexible Input/Output 0 interrupt
0000_OOFC 63 47 1 11 CANO Controller Area Network 0 interrupt
0000_0100 64 48 1 12 RF-2.4G Radio IMU interrupt 0 (msg_rdy_imu)
0000_0104 65 49 1 12 RF-2.4G Radio IMU interrupt 1(msg_space_avail_imu)
0000_0108 66 50 1 12 RF-2.4G Radio NBU timeout interrupt
0000_010C 67 51 1 12 RF-2.4G Radio FMU interrupt
0000_0110 68 52 1 13 RF-2.4G Radio WOR RX FAIL interrupt
0000_0114 69 53 1 13 RF-2.4G Radio Frequency 2.4GHz - 802.15.4 Link
Layer interrupt
0000_0118 70 54 1 13 RF-2.4G Radio Frequency 2.4 GHz - Generic Link
Layer interrupt
0000_011C 71 55 1 13 RF-2.4G Radio Frequency 2.4 GHz - BRIC interrupt
0000_0120 72 56 1 14 RF-2.4G Radio Transceiver - Radio LANT_SW interrupt
0000_0124 73 57 1 14 RF-2.4G RFMC interrupt
0000_0128 74 58 1 14 DSB Data Stream Buffer interrupt

Table continues on the next page...
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Table 15. Interrupt Vector Assignments (continued)

Core Overview

Address Vector IRQ NVIC | NVICIPR Module Source Description

non-IPR | register

register | number

number
0000_012C 75 59 1 14 GPIOA General Purpose Input/Output A interrupt 0
0000_0130 76 60 1 15 GPIOA General Purpose Input/Output A interrupt 1
0000_0134 77 61 1 15 GPIOB General Purpose Input/Output B interrupt 0
0000_0138 78 62 1 15 GPIOB General Purpose Input/Output B interrupt 1
0000_013C 79 63 1 15 GPIOC General Purpose Input/Output C interrupt 0
0000_0140 80 64 2 16 GPIOC General Purpose Input/Output C interrupt 1
0000_0144 81 65 2 16 GPIOD General Purpose Input/Output D interrupt 0
0000_0148 82 66 2 16 GPIOD General Purpose Input/Output D interrupt 1
0000_014C 83 67 2 16 PORTA Port A EFT interrupt
0000_0150 84 68 2 17 PORTB Port B EFT interrupt
0000_0154 85 69 2 17 PORTC Port C EFT interrupt
0000_0158 86 70 2 17 PORTD Port D EFT interrupt
0000_015C 87 71 2 17 ADCO Analog-to-Digital Converter 0 interrupt
0000_0160 88 72 2 18 LPCMPO Low-Power Comparator 0 interrupt
0000_0164 89 73 2 18 LPCMP1 Low-Power Comparator 1 interrupt
0000_0168 90 74 2 18 VBAT Smart Power Switch Domain interrupt
0000_016C 91 75 2 18 Reserved |-

3.4 System memory map

The following table shows the device's high-level memory map. Additionally, the various sections are split into "Secure" and
"Non-Secure" apertures for each IP. Although these apertures address the same IP, access through the "Secure" aperture can
only be performed by code with the appropriate security settings.

Table 16. CPUO memory map

Start Default | Description Alias Size Access Cached
address 1
0000_0000 | Non- |Program Flash FLASH 1024 KB | All Masters Code
Secure except data Cache
stream and
RF
0010_0000 Reserved — — — —
0100_0000 Flash Logical Window FLW 1024 KB | All Masters Code
except data Cache
stream and
RF

Table continues on the next page...
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Table 16. CPUO memory map (continued)

Core Overview

Table continues on the next page...
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Start Default | Description Alias Size Access Cached
address 1
0110_0000 Reserved — — — —
0200_0000 IFRO IFRO 32 KB All Masters No
except data
stream and
RF
0200_8000 Reserved — — — —
0210_0000 IFR1 IFR1 8 KB All Masters No
except data
stream and
RF
0210_2000 Reserved — — — —
0400_0000 Tightly Coupled Memory - Code CTCM 16 KB All Masters No
except data
stream and
RF
0400_4000 Reserved — — — —
0480_0000 Read Only Memory - Boot ROM- 96 KB All Masters No
BOOT except data
stream and
RF
0481_8000 Reserved — — — —
1000_0000 | Secure | Program Flash FLASH 1024 KB | All Masters Code
except data Cache
stream and
RF
1010_0000 Reserved — — — —
1100_0000 Flash Logical Window FLW 1024 KB | All Masters Code
except data Cache
stream and
RF
1110_0000 Reserved — — — —
1200_0000 IFRO IFRO 32 KB All Masters No
except data
stream and
RF
1200_8000 Reserved — — — —
1210_0000 IFR1 IFR1 8 KB All Masters No
except data
stream and
RF
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Table 16. CPUO memory map (continued)

Core Overview

Table continues on the next page...
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Start Default | Description Alias Size Access Cached
address 1
1210_2000 Reserved — — — —
1400_0000 Tightly Coupled Memory - Code CTCM 16 KB All Masters No
except data
stream and
RF
1400_4000 Reserved — — — —
1480_0000 Read Only Memory - Boot ROM- 96 KB All Masters No
BOOT except data
stream and
RF
1481_8000 Reserved — — — —
2000_0000 | Non- | Tightly Coupled Memory - System STCM 112 KB All Masters No
Secure except RF
2001_C000 Reserved — — — —
3000_0000 | Secure | Tightly Coupled Memory - System STCM 112 KB All Masters No
except RF
3001_C000 Reserved — — — —
4000_0000 | Non- | Peripheral Bridge2 PBRIDGE2 512 KB All Masters No
4008_0000 | >°°“"® | Reserved — _ _ _
4800_0000 Fast Peripherals 0 FASTPO 8 MB All Masters No
except RF
4880_0000 Fast Peripherals 1 FASTP1 8 MB All Masters No
except data
stream and
RF
4900_0000 Reserved — — — —
5000_0000 | Secure | Peripheral Bridge2 PBRIDGE2 512 KB All Masters No
5008_0000 Reserved — — — —
5800_0000 Fast Peripherals 0 FASTPO 8 MB All Masters No
except RF
5880_0000 Fast Peripherals 1 FASTP1 8 MB All Masters No
except data
stream and
RF
5900_0000 Reserved — — — —
6000_0000 | Non- |Reserved — — — —
Secure
7000_0000 | Secure | Reserved — — — —
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Table 16. CPUO memory map (continued)

Core Overview

Start Default
address 1

Description

Alias Size

Access

Cached

8000_0000 | Non-
Secure

Reserved

9000_0000 | Secure

Reserved

A000_0000 | Non-
Secure

Reserved

B0O00O_0000 | Secure

Reserved

C000_0000| Non-
Secure

Reserved

D000_0000 | Secure

Reserved

E000_0000 | Mixed

Private Peripheral Bus - Internal PPB 256 KB

Core

No

E004_0000

Private Peripheral Bus - External EPPB 768 KB

Core

No

E010_0000 | Non-
Secure

Reserved

1. This is the default Targetted Security Attribute for the memory region at reset. It is set by the IDAU and the SAU configuration.
The attribute listed is the intended use case for users of TrustZone-M (TZM) security function.

3.5 Peripheral bridge2 (PBRIDGE?2)

The Peripheral Bridge2 (PBRIDGE?2) is the portion of the bus fabric that connects the peripherals to the processor elements. Each
peripheral has a base address where the processor elements can access them. The following sections provide the memory map
of the peripherals connected to the PBRIDGE2.

3.5.1 Peripheral Bridge2 (PBRIDGE2) memory map

Table 17. Peripheral Bridge2

Table continues on the next page...
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Base address | Base address Slot Module
(non-secure) (secure)
System modules
4000_0000 5000_0000 0 AHB Crossbar Switch 0 AXBSO0
4000_1000 5000_1000 1 Core Mode Controller 0 CMCO
4000_2000 5000_2000 2 Enhanced Direct Memory Access - Management Page 0 eDMA-MP
4000_3000 5000_3000 3 Enhanced Direct Memory Access - Channel 0 eDMA-TCD-
CHO
4000_4000 5000_4000 4 Enhanced Direct Memory Access - Channel 1 eDMA-TCD-
CH1
4000_5000 5000_5000 5 Enhanced Direct Memory Access - Channel 2 eDMA-TCD-
CH2
4000_6000 5000_6000 6 Enhanced Direct Memory Access - Channel 3 eDMA-TCD-
CH3
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Table 17. Peripheral Bridge2 (continued)

Core Overview

Base address | Base address Slot Module
(non-secure) (secure)
4000_7000 5000_7000 7 Enhanced Direct Memory Access - Channel 4 eDMA-TCD-
CH4
4000_8000 5000_8000 8 Enhanced Direct Memory Access - Channel 5 eDMA-TCD-
CH5
4000_9000 5000_9000 9 Enhanced Direct Memory Access - Channel 6 eDMA-TCD-
CH®6
4000_A000 5000_A000 10 Enhanced Direct Memory Access - Channel 7 eDMA-TCD-
CH7
4000_B000 5000_B000 11 Enhanced Direct Memory Access - Channel 8 eDMA-TCD-
CH8
4000_C000 5000_C000 12 Enhanced Direct Memory Access - Channel 9 eDMA-TCD-
CH9
4000_D000 5000_D000 13 Enhanced Direct Memory Access - Channel 10 eDMA-TCD-
CH10
4000_E000 5000_EO00 14 Enhanced Direct Memory Access - Channel 11 eDMA-TCD-
CH11
4000_F000 5000_F000 15 Enhanced Direct Memory Access - Channel 12 eDMA-TCD-
CH12
4001_0000 5001_0000 16 Enhanced Direct Memory Access - Channel 13 eDMA-TCD-
CH13
4001_1000 5001_1000 17 Enhanced Direct Memory Access - Channel 14 eDMA-TCD-
CH14
4001_2000 5001_2000 18 Enhanced Direct Memory Access - Channel 15 eDMA-TCD-
CH15
4001_3000 5001_3000 19 External Watchdog Monitor O EWMO
4001_4000 5001_4000 20 Miscellaneous System Control Module MSCM
4001_5000 5001_5000 21 Secure Miscellaneous System Control Module SMSCM
4001_6000 5001_6000 22 System Power Controller 0 SPCO
4001_7000 5001_7000 23 System Performance Monitor SYSPM
4001_8000 5001_8000 24 Trigger Multiplexer O TRGMUXO0
4001_9000 5001_9000 25 Wake-Up Unit 0 wuuo
4001_A000 5001_A000 26 Watchdog 0 WDOGO
4001_B000 5001_B000 27 Watchdog 1 WDOG1
Clock modules
4001_C000 5001_C000 28 Module Reset and Clock Control Module 0 MRCCO
4001_D000 5001_D000 29 Signal Frequency Analyzer 0 SFAOQ
Table continues on the next page...
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Table 17. Peripheral Bridge2 (continued)

Core Overview

Base address | Base address Slot Module
(non-secure) (secure)
4001_E000 5001_EO00 30 System Clock Generator 0 SCGO
4001_F000 5001_FO000 31 32 kHz Clock Control Module CCM32K
Memory modules
4002_0000 5002_0000 32 Flash Memory Unit 0 FMUO
4002_1000 5002_1000 33 Register File 0 REGFILEO
4002_2000 5002_2000 34 Register File 1 REGFILE1
Security modules
4002_3000 5002_3000 35 Cyclic Redundancy Check 0 CRCO
4002_4000 5002_4000 36 Messaging Unit ELEMU
4002_5000 5002_5000 37 FMC with Non-Volatile Memory Prince XOR-Encrypt-XOR NPX
4002_6000 5002_6000 38 Trusted Resource Domain Controller - Manager TRDC-MGR
4002_7000 5002_7000 39 Trusted Resource Domain Controller - MBC 0 TRDC-MBCO
4002_8000 5002_8000 40 Trusted Resource Domain Controller - MBC 1 TRDC-MBC1
4002_9000 5002_9000 41 Trusted Resource Domain Controller - MBC 2 TRDC-MBC2
4002_A000 5002_A000 42 Trusted Resource Domain Controller - Memory Region TRDC-MRCO
Control 0
System modules
4002_B000 5002_B000 43 Smart Power Switch Domain Controller 0 VBATO
Timer modules
4002_C000 5002_C000 44 Real Time Clock RTC
4002_D000 5002_D000 45 Low-Power Timer 0 LPTMRO
4002_E000 5002_EO000 46 Low-Power Timer 1 LPTMR1
4002_F000 5002_F000 47 Low-Power Periodic Interrupt Timer 0 LPITO
4003_0000 5003_0000 48 Time Stamp Timer 0 TSTMRO
4003_1000 5003_1000 49 Timer/PWM Module 0 TPMO
4003_2000 5003_2000 50 Timer/PWM Module 1 TPM1
Communication modules
4003_3000 5003_3000 51 Low-Power Inter-Integrated Circuit 0 LPI2CO
4003_4000 5003_4000 52 Low-Power Inter-Integrated Circuit 1 LPI2C1
4003_5000 5003_5000 53 Improved Inter-Integrated Circuit 13C
4003_6000 5003_6000 54 Low-Power Serial Peripheral Interface 0 LPSPIO
4003_7000 5003_7000 55 Low-Power Serial Peripheral Interface 1 LPSPI1

Table continues on the next page...
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Table 17. Peripheral Bridge2 (continued)

Core Overview

Base address | Base address Slot Module
(non-secure) (secure)
4003_8000 5003_8000 56 Low-Power Universal Asynchronous Receiver/ LPUARTO
Transmitter O
4003_9000 5003_9000 57 Low-Power Universal Asynchronous Receiver/ LPUART1
Transmitter 1
4003_A000 5003_A000 58 Flexible Input/Output 0 FlexlO0
4003_B000 5003_B000 59 -62 Controller Area Network 0 CANO
4003_F000 5003_F000 63 Semaphore2 SEMA42
Radio modules
4004_0000 5004_0000 64 Radio Mode Controller RFMC
4004_1000 5004_1000 65 Data Stream Buffer 0 DSBO
HMI modules
4004_2000 5004_2000 66 Port Control Module A PORTA
4004_3000 5004_3000 67 Port Control Module B PORTB
4004_4000 5004_4000 68 Port Control Module C PORTC
4004_5000 5004_5000 69 Port Control Module D PORTD
4004_6000 5004_6000 70 General Purpose Input/Output D GPIOD
Analog modules
4004_7000 5004_7000 71 Analog-to-Digital Converter 0 ADCO
4004_8000 5004_8000 72 Low-Power Comparator 0 LPCMPO
4004_9000 5004_9000 73 Low-Power Comparator 1 LPCMP1
4004_A000 5004_A000 74 Voltage Reference 0 VREFO0
3.6 Fast peripherals
3.6.1 Fast peripherals 0 memory map
The following table shows the memory map of the fast peripherals in this device.
Table 18. Fast Peripherals 0
Base address | Base address Slot Module
(non-secure) (secure)
DBG Modules
4800_0000 5800_0000 0 ISP-AP Debug Module 0 ISP-APQ
HMI Modules
4801_0000 5801_0000 1 General Purpose Input/Output A GPIOA
Table continues on the next page...
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Table 18. Fast Peripherals 0 (continued)

Core Overview

Base address | Base address Slot Module
(non-secure) (secure)
4802_0000 5802_0000 2 General Purpose Input/Output B GPIOB
4803_0000 5803_0000 3 General Purpose Input/Output C GPIOC
4804_0000 5804_0000 4-127 Reserved —
3.6.2 Fast peripherals 1 memory map
The following table shows the memory map of the fast peripherals in this device.
Table 19. Fast Peripherals 1
Base address Base address | Modules
(non-secure) (secure)
RF Modules
4880_0000 5880_0000 Radio Flash/IFR RF-Flash
4890_0000 5890_0000 Reserved —
4894_8000 5894_8000 Radio NBU CIU2 RF-CIU2
4898_0000 5898_0000 Radio FRO192M RF-FRO192M
4898_1000 5898_1000 Radio Flash Memory Unit RF-FMU
4898_2000 5898_2000 Radio FMC CFG RF-FMCCFG
4898_3000 5898_3000 Radio CMC RF-CMC
4898_4000 5898_4000 Radio Low-Power Timer TPM2
4898_5000 5898_5000 Radio Flash Memory Unit - Test RF-FMU-TST
4898_6000 5898_6000 Reserved —
489C_0000 589C_0000 Radio NBU SMU2 0 RF-NBU-SMU2
48A0_0000 58A0_0000 Reserved —
48A0_1000 58A0_1000 Radio Zigbee Link Layer RF-ZigbeelL
48A0_2000 58A0_2000 Radio Generic LinkLayer RF-GENLL
48A0_3000 58A0_3000 Radio Generic LinkLayer Remapping 0 RF-GENLL-
REMAPO
48A0_4000 58A0_4000 Radio Generic LinkLayer Remapping 1 RF-GENLL-
REMAP1
48A0_5000 58A0_5000 Radio Generic LinkLayer Remapping 2 RF-GENLL-
REMAP2
48A0_6000 58A0_6000 Rdio Control RF-CTRL
48A0_7000 58A0_7000 Radio Transceiver RF-XCVR
48A0_8000 58A0_8000 Radio Packet RAM RF-Packet-RAM

Table continues on the next page...
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Table 19. Fast Peripherals 1 (continued)

Core Overview

Base address Base address | Modules

(non-secure) (secure)
48A0_A000 48A0_A000 Reserved —
48A1_0000 48A1_0000 Reserved —

3.7 PPB memory map

The following table shows the memory map of the Private Peripheral Bus (PPB) in this device.

Table 20. Private Peripheral Bus - Internal

Base Slot Module Alias
DBG Modules

E000_0000 0 Instrumentation Trace Macrocell 0 IT™
E000_1000 1 Data Watchpoint and Trace 0 DWT
E000_2000 2 Breakpoint Unit 0 BPU
E000_3000 3-13 Reserved —
E000_EO00 14 Secure System Control Space 0 Secure SCS
E000_FO000 15-45 Reserved =
E002_EO000 46 Non-secure System Control Space 0 Non-secure SCS
E002_FO000 47-63 Reserved =

Table 21. Private Peripheral Bus - External

Base Slot Module Alias
DBG Modules
E004_0000 0 Trace Port Interface Unit 0 TPIU
E004_1000 1 Reserved =
E004_2000 2 Cross Trigger Interface CTI
E004_3000 3 Reserved =
E004_4000 4 Funnel FUNNEL
E004_5000 5-63 Reserved —
E008_0000 64 Miscellaneous Control Module 0 MCM
E008_1000 65-190 Reserved —
EOOF_F000 191 ROM Table 0 ROM
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Chapter 4
Low Power Cache Controller (LPCAC)

4.1 Chip-specific LPCAC information

Table 22. Reference links to related information

Topic Related module Reference
Full description LPCAC LPCAC
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing
Additional Cache MCM Miscellaneous Control Module (MCM)
Control and Status SMSCM Secure Miscellaneous System Control Module (SMSCM)
MSCM Miscellaneous System Control Module (MSCM)

4.1.1 Module instances

This device has one instance of the LPCAC module.

4.1.2 Additional cache control and status
In this device, the primary controls for the cache from outside the LPCAC include :
» Miscellaneous Control Module (MCM):
— ISCR[CWBEE] - Should always set as 0 to disable the interrupt for cache write buffer error
— ISCR[CWBER] - This field indicates whether the cache write buffer error is received.
— ISCR[CPEE] - This field enables cache parity error reporting.
— ISCR[CPES] - This field indicates whether the cache parity error is detected.

— FATR register - This register indicates the faulting attributes, when a properly-enabled cache write buffer error interrupt
event is detected.

— FADR register - This register captures the faulting address when a properly-enabled cache write buffer error interrupt
event is detected.

— FDR register - This register indicates the captured faulting data, when a properly-enabled cache write buffer error
interrupt event is detected.

— CPCR2 register - This register configures code cache features.
» Secure Miscellaneous System Control Module (SMSCM):

— OCMDRO[OCMCEF2] bitfield has settings related to cache
» Miscellaneous System Control Module (MSCM):

— There are status registers related to cache

4.2 Overview

LPCAC provides low-latency access to instructions or data. This decouples processor performance from system memory
performance, increasing bus availability for other modules and improving system performance.
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Low Power Cache Controller (LPCAC)
LPCAC has a 32-bit datapath AMBA-AHB input bus and a 32-bit datapath AMBA-AHB output bus.

4.2.1 Block diagram

LPCAC
SOC LPCAC
Configuration Control Logic
Data Array
Directory Array
Y

AHB 32-bit Data ( Write AHB 32-bit Data
Input Bus > Data Path € piier ‘)Output Bus

AHB Address > Address Path ) AHB Address

Input Bus Output Bus

Figure 6. Block diagram

4.2.2 Features
LPCAC supports the following features:
» Nonblocking and write-through cache mode
» 8 KB total cache size
» Cache organization as an 8-way, 4-set-associative design based on 256-byte superpages
« Each way or superpage contains up to 16 sequential 16-byte pages
» Cache supports optional odd parity with one bit of odd parity per 4 bytes of cache data.

— Cache can recover and scrub data parity errors by forcing miss on parity error and reloading data

4.3 Functional description
This section provides further information on the LPCAC module operation.
A reset signal clears and enables this module.

LPCAC examines every valid AHB input access. If the access hits the cache memory region and the cache is enabled, the access
goes to the cache portion of the module. If the access is not cacheable, the access is passed directly to the AHB output bus.

The LPCAC cache has a 256-byte line subdivided into 16 16-byte sublines:
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Low Power Cache Controller (LPCAC)

» Cache read accesses that are cache misses perform an aligned 16-byte subline-size burst cache read miss to the module's
AHB output bus. Then the cache loads the needed data in the cache’s data storage. The cache miss uses a 4-beat (32 bits
per beat), wrapped burst bus access to fetch the cache miss data.

« Cache read accesses that are cache hits return the desired read data from the cache.

» Cache write accesses that are cache misses perform the desired write operation only to the module's AHB output bus (for
write-through mode accesses, AHB_LPCAC has a no allocation on write-miss policy).

» Cache write accesses that are cache hits perform the desired write operation to the cache and the module's AHB output bus.
LPCAC has a one entry write buffer. When enabled, cache write accesses with a bufferable attribute use the buffer. When enabled
and available, the buffer allows write from the processor to receive an immediate (zero wait state) bus termination.

4.3.1 Cache functional description

The LPCAC cache is an 8-way, 4-set-associative, 256-byte per line write-through design. It supports a total cache capacity of 8 KB
for a 32-bit wide cache miss datapath.

4.3.1.1 Cache controls

This module has controls to enable, disable, and clear the cache.

The cache control inputs are as follows:

« clr_Ipcac: clear Ipcac

» dis_Ipcac: disable Ipcac

« dis_lpcac_wtbf: disable write buffer

* lim_Ipcac_wtbf: limit write buffer

« frc_no_alloc: force no allocation

* mode_ctl_hprot: ignore LPCAC Memory Regions

 parity_miss_en: enable parity, miss on parity error

* parity_fault_en: enable parity error reporting

See chip-specific section for details on how these signals are connected or controlled on a given device.

4.3.2 Clocks

The core clock domain defines the module's clock domain.

4.3.3 Reset

A reset signal clears and enables this module. See the chip-integration information for the resets that affect LPCAC.

4.3.4 Interrupts

This module has no interrupts.

4.4 Signal descriptions

This module has no external signals.

4.5 Memory regions and input control description

4.5.1 Memory regions

LPCAC decodes cacheable address regions. The cache memory region may be composed of one or more disjointed memory
regions and the total size may be larger than the cache storage.
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Low Power Cache Controller (LPCAC)

Any address not in the cacheable memory regions is in the pass-through memory region. All accesses to the pass-through
memory regions are non-cacheable. For all accesses to the cacheable memory regions, the access is cacheable if the attributes
of the access indicate that it can be cached, else the access is non-cacheable.

The following table defines the memory map.

Table 23. Memory map

Cache memory range Cache memory range Cache total memory address space

0000_0000n-07FF_FFFFh (128 MB) 1000_0000h-1FFF_FFFFh (256 MB) 384 MB

4.5.2 Input controls

The LPCAC does not have a module-resident programming model. An external block supplies the needed LPCAC control inputs.

Table 24. Control inputs for LPCAC

Function Control input Description
clear Ipcac clr_Ipcac One cycle active-high pulse clears the Ipcac.
disable Ipcac dis_lpcac + 0 = Ipcac enabled (reset configuration)

* 1 =Ipcac disabled, all cacheable accesses pass from LPCAC input to
output bus

disable write buffer dis_lpcac_wtbf « 0 = write buffer enabled

» 1 = write buffer disabled

limit write buffer lim_lpcac_wtbf « 0 = If write buffer is enabled, buffer all writes to spaces that are
bufferable

+ 1 = If write buffer is enabled, buffer all writes to spaces that are both
bufferable and cacheable

force no allocation frc_no_alloc/entry When frc_no_alloc is asserted and the cache is enabled, all accesses to
the cache search the cache. If they hit a valid entry that was loaded before
frc_no_alloc was asserted, they operate normally. That is, read hits return
cache data without going through the cache and write hits update cache data
and write through the cache. If they miss, they bypass the cache (that is,
even though a read access is to a cacheable space, it does not allocate on
a cache miss).

This control input is useful for debug. Say there is a software breakpoint,
halting the processor. Then, using the debug port, cacheable memory as
well as other address spaces are accessed. These debug accesses go
through the processor, through the cache, and to the rest of the system.
The idea is during the debug accesses the cache is placed on frc_no_alloc
mode. In this way, debug access through the core and then through the
cache do not disturb the state of the cache. Before restarting the processor,
frc_no_alloc mode is negated. When the processor restarts, the cache state
is the same or at least very similar as the cache state when the breakpoint
was hit.

* 0 = normal allocation on cache miss

* 1 =no allocation on cache miss

Table continues on the next page...
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Table 24. Control inputs for LPCAC (continued)

Low Power Cache Controller (LPCAC)

Function

Control input

Description

ignore CACHE_MAP

mode_ctl_hprot

+ 0 = use LPCAC Memory Regions to determine if an access to a given
address may be cached. Then, if the attributes of the access indicate
it can be cached, the access is cached.

» 1 =Use only the attributes of the access to indicate it can be cached.

parity miss enable

parity_miss_en

Enables miss on parity to scrub parity error and to reload the data line that
had the parity error.

* 0 =do not take a miss on a parity error

+ 1 =force a miss on a parity error

parity enable

parity_fault_en

Enables and disables parity error report.
+ 0 =disable

* 1 =enable
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Chapter 5
Peripheral Bridge2 (PBRIDGE?2)

5.1 Chip-specific PBRIDGE2 information

Table 25. Reference links to related information

Topic Related module Reference
Full description PBRIDGE PBRIDGE
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing

5.1.1 Module instances
This device has one PBRIDGEZ2.

5.2 Overview

Peripheral Bridge2 (PBRIDGE2) Controller converts an AMBA AHB interface to a peripheral interface. The peripheral interface
has peripheral module enables allowing the controller to interface to multiple peripherals.

PBRIDGE2 has a configurable datapath width (32-bit or 64-bit) for the AMBA AHB input bus and 8 Bit, 16 Bit, and 32 Bit datapath
peripheral output buses. Each peripheral bridge occupies a configurable amount of the address space, which is divided into either
128 4 Kbyte slots or 128 64 Kbyte slots. (It is possible that all the peripheral slots are not used. See the memory map chapter for
details on slot assignments.)

5.2.1 Features

The PBRIDGEZ2 key features include:

» Supports peripheral slots with 8-, 16-, and 32-bit datapath width (See Memory Maps for details on slot datapath width
assignments)

* Includes separate clock enable inputs for each of the slots to accommodate slower peripherals.

* Includes separate powered-down inputs for each of the slots to accommodate powering-down individual peripherals.

5.2.2 Number of Peripheral Bridges

This device contains 1 peripheral bridges.

5.3 Functional Description
This section provides further information on the PBRIDGE2 operation.

The peripheral bridge functions as a bus protocol translator between an AMBA AHB bus and the slave peripheral bus. The
peripheral bridge manages all transactions destined for the attached slave devices and generates select signals for modules on
the peripheral bus by decoding accesses within the attached address space.

The PBRIDGEZ2 examines every valid AHB input access. If the access hits a peripheral slot that is configured, not powered-down,
and the access width is less than or equal to the slot data width, the access goes to that slot peripheral bus. If the access completes
error free on the slot peripheral bus, the AHB access completes error free. If the AHB access is to a peripheral slot that is not
configured, is powered-down, or has width greater than the slot data width or the access to the slot completes with an error on the
slot peripheral bus, the AHB access terminates with a bus error.
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Peripheral Bridge2 (PBRIDGE?2)

5.3.1 Access Support

Aligned 32-bit, 16-bit, and byte accesses are supported for 32-bit peripherals, aligned 16-bit and byte accesses are supported for
16-bit peripherals, and byte accesses are supported for 8-bit peripherals. All accesses are performed with a single transfer. All

accesses to the peripheral slots must be sized less than or equal to the designated peripheral slot size. If an access is attempted
that is larger than the targeted port, an AHB bus error response is generated.

5.4 Memory Maps

The peripheral bridges are used to access the registers of most of the peripheral modules on this device. See the memory map
section for the memory slot assignment for each module.
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Chapter 6

Crossbar Switch (AXBS)

6.1 Chip-specific AXBS information

Table 26. Reference links to related information

Topic Related module Reference
Full description AXBS AXBS
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing

6.1.1 Module instances

This device has one instance of the AXBS module, AXBSO.

6.1.2 Crossbar switch assignment

The masters connected to the crossbar switch are assigned as follows:

Table 27. Crossbar master assignment

Master port number

Master module

MO CM33 Code Cache

M1 CM33 Data Cache

M2 eDMA

M3 Edgelock secure enclave
M4 Data steam

M5 NBU

Table 28. Crossbar slave assignment

Slave port number

Slave module

S0 FMC, FMU

S1 CTCM

S2 STCM2, STCM3

S3 STCMO, STCM1, STCM4
S4 STCM5

S5 PBRIDGE2

S6 GPIOA, GPIOB, GPIOC
S7 Radio
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Crossbar Switch (AXBS)

6.2 Overview
This section provides information on the layout, configuration, and programming of the crossbar switch.
The crossbar switch connects bus masters and bus slaves using a crossbar switch structure. This structure allows all bus masters
to access different bus slaves simultaneously, while providing arbitration among the bus masters when they access the same
slave. A variety of bus arbitration methods and attributes may be programmed on a slave-by-slave basis.
6.2.1 Features
» Symmetric crossbar bus switch implementation
— Allows concurrent access from different masters to different slaves
— Slave arbitration attributes configured on a slave-by-slave basis
» Single-clock 32-bit transfer
» Support for burst transfers of 64 bits of data
» Support for low-power park mode

» 32-bit AHB crossbar bus switch compatible with ARM's AMBA Specification v2.0

6.3 Memory map and register definition

Each slave port of the crossbar switch contains configuration registers. Read- and write transfers require two bus clock cycles.
The registers can be read from and written to only in supervisor mode. Additionally, these registers can be read from or written
to only by 32-bit accesses.

A bus error response is returned if an unimplemented location is accessed within the crossbar switch.

The CRSnand PRSnregisters can be programmed as read-only to prevent changes to their configuration. After being read-only
protected, future writes to them terminate with a data storage error.

NOTE
This section shows the registers for all eight master and slave ports. If a master or slave is not used on this particular
chip, then unexpected results occur when writing to its registers. See the chip configuration details for the exact
master and slave assignments for your chip.

All references to the crossbar switch registers are based on the physical port connections.
6.3.1 AXBS register descriptions

6.3.1.1 AXBS memory map
AXBSO0 base address: 4000_0000h

Offset Register Width | Access | Reset value
(In bits)

Oh Priority Slave Registers (PRSO0) 32 RW 0054_3210h
10h Control Register (CRS0) 32 RW 0000_0000h
100h Priority Slave Registers (PRS1) 32 RW 0054_3210h
110h Control Register (CRS1) 32 RW 0000_0000h
200h Priority Slave Registers (PRS2) 32 RW 0054_3210h

Table continues on the next page...
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Table continued from the previous page...

Offset Register Width | Access | Reset value
(In bits)
210h Control Register (CRS2) 32 RW 0000_0000h
300h Priority Slave Registers (PRS3) 32 RW 0054_3210h
310h Control Register (CRS3) 32 RW 0000_0000h
400h Priority Slave Registers (PRS4) 32 RW 0054_3210h
410h Control Register (CRS4) 32 RW 0000_0000h
500h Priority Slave Registers (PRS5) 32 RW 0054_3210h
510h Control Register (CRS5) 32 RwW 0000_0000h
600h Priority Slave Registers (PRS6) 32 RwW 0054_3210h
610h Control Register (CRS6) 32 RwW 0000_0000h
700h Priority Slave Registers (PRS7) 32 RW 0054_3210h
710h Control Register (CRS7) 32 RwW 0000_0000h
800h Master General Purpose Control Register (MGPCRO) 32 RW 0000_0000h
900h Master General Purpose Control Register (MGPCR1) 32 RW 0000_0000h
AOOh Master General Purpose Control Register (MGPCR2) 32 RW 0000_0000h
BOOh Master General Purpose Control Register (MGPCR3) 32 RW 0000_0000h
CO00h Master General Purpose Control Register (MGPCR4) 32 RW 0000_0000h
DO0Oh Master General Purpose Control Register (MGPCRS5) 32 RW 0000_0000h

6.3.1.2 Priority Slave Registers (PRS0 - PRS7)

Offset

Register Offset
PRS0 Oh
PRS1 100h
PRS2 200h
PRS3 300h
PRS4 400h
PRS5 500h
PRS6 600h
PRS7 700h
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Function

The priority slave registers(PRSn) set the priority of each master port on a per slave port basis and reside in each slave port.
The priority register can be accessed only with 32-bit access. After the CRSA[RO] bit is set, the PRSnregister can only be read;
attempts to write to it have no effect on PRSn and result in a bus-error response to the master initiating the write.

Two available masters must not be programmed with the same priority level. Attempts to program two or more masters with the
same priority level result in a bus-error response and the PRSnis not updated.

NOTE
Valid values for the Mn priority fields depend on which masters are available on the chip. This information can be
found in the chip-specific information for the crossbar.

« If the chip contains fewer than three masters, only one bit is valid.
« If the chip contains fewer than five masters, only two bits are valid.

« If five or more masters are present, all three bits of the priority field are used.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 Reserved 0 Reserved 0 0
M5 M4
W - -
Reset 0 0 0 0 0 0 0 0 0 1 0 1 0 1 0 0
Bits 15 14 13 12 " 10 9 8 7 6 5 4 3 2 1 0
R| © 0 0 0
M3 M2 M1 MO
w
Reset 0 0 1 1 0 0 1 0 0 0 0 1 0 0 0 0
Fields
Field Function
31 Reserved
30-28 Reserved
27 Reserved
26-24 Reserved
23 Reserved

Table continues on the next page...
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Table continued from the previous page...

Field Function
22-20 Master 5 Priority
M5 This field sets the arbitration priority for this port on the associated slave port.

000b - This master has level 1 or highest priority when accessing the slave port.
001b - This master has level 2 priority when accessing the slave port.
010b - This master has level 3 priority when accessing the slave port.
011b - This master has level 4 priority when accessing the slave port.
100b - This master has level 5 priority when accessing the slave port.
101b - This master has level 6 priority when accessing the slave port.
110b - This master has level 7 priority when accessing the slave port.

111b - This master has level 8 or lowest priority when accessing the slave port.

19 Reserved
18-16 Master 4 Priority
M4 This field sets the arbitration priority for this port on the associated slave port.

000b - This master has level 1 or highest priority when accessing the slave port.
001b - This master has level 2 priority when accessing the slave port.
010b - This master has level 3 priority when accessing the slave port.
011b - This master has level 4 priority when accessing the slave port.
100b - This master has level 5 priority when accessing the slave port.
101b - This master has level 6 priority when accessing the slave port.
110b - This master has level 7 priority when accessing the slave port.

111b - This master has level 8 or lowest priority when accessing the slave port.

15 Reserved
14-12 Master 3 Priority
M3 This field sets the arbitration priority for this port on the associated slave port.

000b - This master has level 1 or highest priority when accessing the slave port.
001b - This master has level 2 priority when accessing the slave port.
010b - This master has level 3 priority when accessing the slave port.
011b - This master has level 4 priority when accessing the slave port.
100b - This master has level 5 priority when accessing the slave port.

101b - This master has level 6 priority when accessing the slave port.

Table continues on the next page...
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Table continued from the previous page...

Field

Function

110b - This master has level 7 priority when accessing the slave port.

111b - This master has level 8the or lowest priority when accessing the slave port.

11

Reserved

10-8
M2

Master 2 Priority
This field sets the arbitration priority for this port on the associated slave port.
000b - This master has level 1 or highest priority when accessing the slave port.
001b - This master has level 2 priority when accessing the slave port.
010b - This master has level 3 priority when accessing the slave port.
011b - This master has level 4 priority when accessing the slave port.
100b - This master has level 5 priority when accessing the slave port.
101b - This master has level 6 priority when accessing the slave port.
110b - This master has level 7 priority when accessing the slave port.

111b - This master has level 8the or lowest priority when accessing the slave port.

Reserved

Master 1 Priority
This field sets the arbitration priority for this port on the associated slave port.
000b - This master has level 1 or highest priority when accessing the slave port.
001b - This master has level 2 priority when accessing the slave port.
010b - This master has level 3 priority when accessing the slave port.
011b - This master has level 4 priority when accessing the slave port.
100b - This master has level 5 priority when accessing the slave port.
101b - This master has level 6 priority when accessing the slave port.
110b - This master has level 7 priority when accessing the slave port.

111b - This master has level 8 or lowest priority when accessing the slave port.

Reserved

2-0
MO

Master O Priority
This field sets the arbitration priority for this port on the associated slave port.

000b - This master has level 1 or highest priority when accessing the slave port.

Table continues on the next page...
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Table continued from the previous page...

Field Function

001b - This master has level 2 priority when accessing the slave port.
010b - This master has level 3 priority when accessing the slave port.
011b - This master has level 4 priority when accessing the slave port.
100b - This master has level 5 priority when accessing the slave port.
101b - This master has level 6 priority when accessing the slave port.
110b - This master has level 7 priority when accessing the slave port.

111b - This master has level 8 or the lowest priority when accessing the slave port.

6.3.1.3 Control Register (CRSO - CRS7)

Offset
Register Offset
CRSO0 10h
CRS1 110h
CRS2 210h
CRS3 310h
CRS4 410h
CRS5 510h
CRS6 610h
CRS7 710h

Function

These registers control several features of each slave port and must be accessed using 32-bit accesses. After CRSARO] is set,

the PRSn can only be read; attempts to write to it have no effect and resuresultsan error response.

Diagram
Bits 31 30 29 28 | 27 26 17 16
R RO
HLP
W 1
Reset 0 0 0 0 | 0 0 0 0
Bits 15 14 13 12 | 11 10 1 0
R 0
ARB PCTL PARK
w
Reset 0 0 0 0 | 0 0 0 0
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Field

Function

31
RO

Read Only

This field forces the slave port's CSRn and PRSn registers to be read-only. Aftersettingt, only a hardware
reset clears it.

0b - The slave port's registers are writeable.

1b - The slave port's registers are read-only and cannot be written. Attempted writes do not affect
the registers and result in a bus error response.

30
HLP

Halt Low Priority

This field sets the initial arbitration priority for low-power mode requests. Setting this bit will not affect the
request for low-power mode from attaining the highest priority after it has control of the slave ports.

Ob - The low-power mode request has the highest priority for arbitration on this slave port.

1b - The low-power mode request has the lowest initial priority for arbitration on this slave port.

29-10

Reserved

9-8
ARB

Arbitration Mode
This field selects the arbitration policy for the slave port.
00b - Fixed priority
01b - Round-robin(RR) or rotating priority
10b - Reserved
11b - Reserved

7-6

Reserved

5-4
PCTL

Parking Control

This field determines the slave port's parking control. The low-power park feature results in overall power
saving if the slave port is not saturated. However, this forces an extra latency clock when a master tries
to access the slave port when not in use because it is not parked on any master.

00b - When no master makes a request, the arbiter parks the slave port on the master port
defined by the PARK field.

01b - When no master makes a request, the arbiter parks the slave port on the last master to be
in control of the slave port.

10b - When no master makes a request, the slave port is not parked on a master and the arbiter
drives all outputs to a constant safe state.

11b - Reserved

Reserved

Table continues on the next page...
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Table continued from the previous page...

Field Function
2-0 Park
PARK This field determines which master port the current slave port parks on when no masters are actively making

requests and the PCTL bits are cleared.

Select only those master ports that are present on the chip. Otherwise, undefined behavior
may occur.

001b - Park on master port M1.

010b - Park on master port M2.

011b - Park on master port M3.

100b - Park on master port M4.

101b - Park on master port M5.

110b - Park on master port M6.

111b - Park on master port MO.

NOTE

6.3.1.4 Master General Purpose Control Register (MGPCRO - MGPCRb)

Offset
Register Offset
MGPCRO 800h
MGPCRA1 900h
MGPCR2 A0Oh
MGPCR3 BOOh
MGPCR4 C00h
MGPCR5 D0OO0h

Function

The MGPCR controls only whether the master's undefined length burst accesses are allowed to complete uninterrupted or

whether they can be broken by requests from higher priority masters. The MGPCR can be accessed only in supervisor mode with
32-bit accesses.

NOTE

If there are fewer than eight master ports, only the registers associated with those masters are present. Register
addresses associated with master ports that are not present are reserved. See the module's chip-specific
information for which master ports are present on this module.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0
AULB
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-3 Reserved
2-0 Arbitrates On Undefined Length Bursts
AULB This field determines whether, and when, the crossbar switch arbitrates away the slave port the master

owns when the master is performing undefined length burst accesses.
000b - No arbitration is allowed during an undefined length burst.
001b - Arbitration is allowed at any time during an undefined length burst.
010b - Arbitration is allowed after four beats of an undefined length burst.
011b - Arbitration is allowed after eight beats of an undefined length burst.
100b - Arbitration is allowed after 16 beats of an undefined length burst.
101b - Reserved
110b - Reserved
111b - Reserved

6.4 Functional description

Information about general operation and arbitration are provided in this section.

6.4.1 General operation

When a master accesses the crossbar switch, the access is immediately taken. If the targeted slave port of the access is available,
then the access is immediately presented on the slave port. Single-clock or zero-wait-state accesses are possible through the
crossbar. If the targeted slave port of the access is busy or parked on a different master port, the requesting master sees wait
states inserted until the targeted slave port can service the master's request. The latency in servicing the request depends on each
master's priority level and the responding slave's access time.

Because the crossbar switch appears to be just another slave to the master device, the master device does not know whether it
owns the slave port it is targeting. The master waits while it does not have control of the slave port it is targeting.

After the master acquires control of the slave port, it controls the port until it relinquishes the port by running an IDLE cycle or by
targeting a different slave port for its next access.
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The master can also lose control of the slave port if another higher-priority master makes a request to the slave port. However,
if the master is running a fixed- or undefined-length burst transfer, it retains control of the slave port until that transfer completes.
Based on MGPCR[AULB], the master either retains control of the slave port when doing undefined-length, incrementing burst
transfers or loses the bus to a higher-priority master.

The crossbar terminates all master IDLE transfers, as opposed to allowing the termination to come from one of the slave buses.
Additionally, when no master is requesting access to a slave port, the crossbar drives IDLE transfers onto the slave bus, even
though a default master may be granted access to the slave port.

When a slave bus is being idled by the crossbar, it can park the slave port on the master port indicated by CRSA[PARK]. This is
done to save the initial clock of arbitration delay that otherwise would be seen if the same master had to arbitrate to gain control
of the slave port. The slave port can also be put into low-power park mode to save power, by using CRSAPCTL].

6.4.2 Register coherency

The operation of the crossbar is affected as soon as a register is written. The values of the registers do not track with
slave-port-related master accesses, but instead track only with slave accesses.

The MGPCRX[AULB] bits are the exception to this rule. The update of these bits is only recognized when the master on that
master port runs an idle cycle, even though the slave bus cycle to write them will have already terminated successfully. If the
MGPCRXx[AULB] bits are written between two burst accesses, the new AULB encodings do not take effect until an IDLE cycle is
initiated by the master on that master port.

6.4.3 Arbitration

The crossbar switch supports the following arbitration algorithms:
» Fixed priority
* Round-robin

The arbitration scheme is independently programmable for each slave port.

6.4.3.1 Arbitration during undefined length bursts

Arbitration points during an undefined length burst are defined by the current master's MGPCR[AULB] field setting. When a
defined length is imposed on the burst via the AULB bits, the undefined length burst is treated as a single or series of single
back-to-back fixed-length burst accesses.

The following figure illustrates an example:

MGPCRIAULB]
A
' I
— Lost control Lost control
I No arbitration [ Arbitration allowed No arbitration [ No arbitration
Master-to-slave

s e 1 2 X3 X 4 5 6 7 X8 X9 X10 11

l‘ > J l

1beat 1 beat 12 beat burst

Figure 7. Undefined length burst example

In this example, a master runs an undefined length burst and the MGPCR[AULB] bits indicate arbitration occurs after the fourth
beat of the burst. The master runs two sequential beats and then starts what will be a 12-beat undefined length burst access to a
new address within the same slave port region as the previous access. The crossbar does not allow an arbitration point until the
fourth overall access, or the second beat of the second burst. At that point, all remaining accesses are open for arbitration until
the master loses control of the slave port.

Assume the master loses control of the slave port after the fifth beat of the second burst. After the master regains control of the
slave port no arbitration point is available until after the master has run four more beats of its burst. After the fourth beat of the now
continued burst, or the ninth beat of the second burst from the master's perspective, is taken, all beats of the burst are once again
open for arbitration until the master loses control of the slave port.
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Assume the master again loses control of the slave port on the fifth beat of the third now continued burst, or the 10th beat of the
second burst from the master's perspective. After the master regains control of the slave port, it is allowed to complete its final two
beats of its burst without facing arbitration.

NOTE
Fixed-length burst accesses are not affected by the AULB bits. All fixed-length burst accesses lockout arbitration
until the last beat of the fixed-length burst.

6.4.3.2 Fixed-priority operation

When operating in fixed-priority mode, each master is assigned a unique priority level in the priority registers (PRSn). If two
masters request access to the same slave port, the master with the highest priority in the selected priority register gains control
over the slave port.

NOTE
In this arbitration mode, a higher-priority master can monopolize a slave port, preventing access from any
lower-priority master to the port.

When a master makes a request to a slave port, the slave port checks whether the new requesting master's priority level is higher
than that of the master that currently has control over the slave port, unless the slave port is in a parked state. The slave port
performs an arbitration check at every clock edge to ensure that the master, if any, has control of the slave port.

The following table describes possible scenarios based on the requesting master port.

Table 29. Methods of how the crossbar switch grants control of a slave port to a master

When Then the crossbar switch grants control to the requesting
master
Both of the following are true: At the next clock edge

» The current master is not running a transfer.

» The new requesting master's priority level is higher than
that of the current master.

Both of the following are true: At the end of the burst transfer or locked transfer

» The current master is running a fixed-length burst
transfer or a locked transfer.

« The requesting master's priority level is higher than that
of the current master.

Both of the following are true: At the next arbitration point for the undefined length burst
* The current master is running an undefined length burst transfer
transfer. NOTE
« The requesting master's priority level is higher than that Arbitration points for an undefined length
of the current master. burst are defined in the MGPCR for

each master.

The requesting master's priority level is lower than the At the conclusion of one of the following cycles:
current master. . An IDLE cycle

» A non-IDLE cycle to a location other than the current
slave port
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6.4.3.3 Round-robin priority operation

When operating in round-robin mode, each master is assigned a relative priority based on the master port number. This relative
priority is compared to the master port number (ID) of the last master to perform a transfer on the slave bus. The highest priority
requests the master owns the slave bus at the next transfer boundary, accounting for locked and fixed-length burst transfers.
Priority is based on how far ahead the ID of the requesting master is of the ID of the last master.

After a master is granted access to a slave port, a master may perform as many transfers as desired to that port until another
master requests the same slave port. The next master in line is granted access to the slave port at the next transfer boundary, or
possibly on the next clock cycle, if the current master has no pending access request.

As an example of arbitration in round-robin mode, assume that the crossbar is implemented with master ports 0, 1, 4, and 5. If the
last master of the slave port was master 1, and masters 0, 4, and 5 make simultaneous requests, they are serviced in this order:
4.5, and then 0.

Parking may continue to be used in a round-robin mode, but does not affect the round-robin pointer unless the parked master
performs a transfer. Handoff occurs to the next master in line after one cycle of arbitration. If the slave port is put into low-power
park mode, the round-robin pointer is reset to point at master port 0, giving it the highest priority.

6.4.3.4 Clocking

This module has no clocking considerations.

6.4.3.5 Interrupts

This module has no interrupts.

6.4.3.6 Priority assignment

Each master port must be assigned a unique 3-bit priority level. If an attempt is made to program multiple master ports with
the same priority level within the priority registers (PRSn), the crossbar switch responds with a bus error and the registers are
not updated.

6.5 External signals

This module has no external signals.

6.6 Initialization/application information
No initialization is required for the crossbar switch.

Hardware reset ensures that all the register bits used by the crossbar switch are properly initialized to a valid state. However, the
following settings and priorities may be programmed to achieve the maximum system performance:

» During the configuration of the crossbar switch, all other masters must be idle.

» To prevent reconfiguration of the crossbar switch, write 1 to CRSA[RQO].

6.7 Glossary

AMBA  Advanced Microcontroller Bus Architecture

IDLE A type of transfer that a master uses when it does not want to perform a data transfer
ID Master port number
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Chapter 7
Flash Memory Controller (FMC)

7.1 Chip-specific FMC information

Table 30. Reference links to related information

Topic Related module Reference
Full description FMC FMC
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing

See SMSCM_OCMDRO for details on flash speculation and flash cache control.

NOTE
The FMC module includes an optional PRINCE encryption/decryption features that is not described here. For
details on this feature, refer to the Security RM.

7.1.1 Module instances

This device has one instance of the FMC module.

7.2 Overview

The Flash Memory Controller (FMC) is a memory interface and acceleration unit providing:
» An interface between the device and the nonvolatile memory
» Buffers that can accelerate flash memory transfers

The FMC manages the interface between the device and the flash memory. The FMC receives status information describing
the configuration of the memory and uses this information to ensure a proper interface. The next table shows the supported
read/write operations.

Flash memory type Read Write

Program, IFR, IFR1 flash memory 8-bit, 16-bit, and 32-bit reads 16-byte and 128-byte writes

The FMC provides quick access to flash memory using 3 separate acceleration mechanisms:
» A flash-phrase-sized buffer holds the most recently accessed flash phrase
» An optional flash-phrase-sized speculation buffer can prefetch the next flash phrase
» An optional 4-way, set-associative cache can store previously accessed flash phrases

The FMC is controlled by a programmer's model external to the FMC module; see the chip-specific FMC information for
details. The FMC's programming model provides a very configurable, high performance flexible memory controller, which can be
optimized for the runtime characteristics of specific applications.

NOTE
Program the FMC's controls only while the flash controller is idle. Changing the configuration settings while a flash
access is in progress can cause non-deterministic, unpredictable behavior.
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7.2.1 Features
« Interface between the device and the flash memory:
— The FMC's input bus supports 8-bit, 16-bit, and 32-bit read operations to flash memory.
— The FMC's flash memory interface fetches a 128-bit flash phrase.
— For input read requests, the FMC fetches a flash phrase with the desired read data from flash memory.

— The FMC's flash memory interface can write aligned 16-byte flash write phrases or aligned 128-byte flash write pages
to flash memory.

— The FMC has a 16-byte aligned write buffer, used once for aligned 16-byte flash write phrases or used 8 times for aligned
128-byte flash write pages.

— The FMC's input bus supports 32-bit write operations for flash memory writes to fill the FMC's write buffer.
— For input write requests, the FMC must receive the 4-word write of an aligned phrase in order.
» Acceleration of data transfer from flash memory to the device:

— A flash-phrase-sized buffer that holds the current decrypted flash phrase fetched due to a FMC read request.
Subsequent FMC read requests that hit in the current buffer return data with no wait states.

— A flash-phrase-sized prefetch speculation buffer with controls for prefetching on instructions and/or data reads. When
prefetching is enabled, idle FMC-to-flash interface cycles are used to fetch the next sequential flash phrase and hold it
in the prefetch buffer. Subsequent FMC read requests that hit in the speculation bufferreturn data with no wait states.

— Input controls:

> to disable data type speculation

> to disable all speculation

° to invalidate the current and speculation buffers
— The flash cache has input controls:

> to disable instruction caching

> to disable operand caching

> to disable all caching

> to clear the cache

— The size of the flash cache in bytes is calculated as follows:

flash cache size = [number of ways] X [number of sets] X [flash phrase size
(in bytes)]

For example, a flash cache with 4 ways, 1 set, and a 128-bit flash phrase (= 16 bytes) has a total flash cache size =
64 bytes

(4 ways) x (1 set) x (16 bytes per flash phrase) = 64 bytes, the size of the flash cache

NOTE
Clear the speculation buffer and flash cache before accessing recently modified flash addresses. The flash cache
has a specific clear control bit. To clear the speculation buffer, first disable then re-enable the speculation.

7.3 Functional description
The FMC is a flash interface and acceleration unit, with flexible buffers for user configuration.
» The FMC's input bus can operate faster than the flash memory.

» The FMC-to-flash interface has flow control to add wait states as needed (for input bus reads that need flash accesses).
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» The FMC also contains various configurable buffers that hold recent flash accesses. If an input bus read hits a valid buffer,
then that access will complete with no wait states.

7.3.1 Modes of operation
The FMC only operates when a bus master accesses the flash memory.

For any device power mode where the flash memory cannot be accessed, the FMC is disabled.

7.3.2 Default configuration

After system reset, the FMC is configured to provide a significant level of buffering for transfers from the flash memory. For
all banks:

» The current and speculation buffers are cleared by reset.
» Prefetch support for data and instructions is enabled.
* The cache is cleared by reset.

» The cache is configured for data or instruction replacement.

7.3.3 Configuration options

The default configuration provides a high degree of flash acceleration, however, advanced users may want to customize the FMC
buffer configurations, to maximize throughput for their use cases. When reconfiguring the FMC for custom use cases, do not
program the FMC's control registers while the flash memory is being accessed. Instead, change the control registers with a routine
executing from RAM in supervisor mode.

The FMC's cache and buffering controls allow the tuning of resources to suit specific application requirements. The cache
and buffer are each controlled individually. The controls enable buffering and prefetching per access type (instruction fetch or
data reference).

As an application example: if both instruction fetches and data references are accessing flash memory, then control is available
to send instruction fetches, data references, or both to the cache or the single-entry buffer. Likewise, speculation can be enabled
or disabled for either type of access.

For best performance, the FMC cache and speculation buffering should be enabled for instruction and/or data fetching. The
following is recommended for best performance:

« If the speculation buffer is enabled for both instruction and data speculation, also enable the flash cache for both instruction
and data caching.

« If the speculation buffer is enabled for instruction speculation only, also enable the flash cache for at least instruction caching.

7.3.4 Wait states

Because the core, crossbar switch, and bus masters can be clocked at a higher frequency than the flash clock, flash memory
accesses that do not hit in the speculation buffer or cache usually require wait states.

All wait states and synchronization delays are handled automatically by the Flash Memory Controller. No direct user configuration
is required (or even allowed) to set up the flash wait states.

7.3.5 Speculative reads

The FMC has a single buffer that reads ahead to the next phrase in the flash memory if there is an idle cycle. Speculative
prefetching is programmable for instruction and/or data accesses. Because many code accesses are sequential, using the
speculative prefetch buffer improves performance in most cases.

When speculative reads are enabled, the FMC immediately requests the next sequential phrase address after a read completes.
By requesting the next phrase immediately, speculative reads can help to reduce or even eliminate wait states when accessing
sequential code and/or data.
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7.3.6 Interrupts

This module has no interrupts.

7.4 External signals

The FMC has no external signals.

7.5 Initialization and application information
The FMC does not require user initialization. Flash acceleration features are enabled by default.

The FMC has no visibility into flash memory erase and program cycles because the Flash Memory module manages them directly.
As a result, if an application is executing flash memory commands, the FMC's current buffer, speculation buffer, and cache might
need to be disabled and/or flushed to prevent the possibility of returning stale data.
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Chapter 8

System Performance Monitor (SYSPM)

8.1 Chip-specific SYSPM information

Table 31. Reference links to related information

Topic Related module Reference
Full description SYSPM SYSPM
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing

8.1.1 Module instances

This device has one instance of the SYSPM module.

8.2 Overview

System Performance Monitor (SYSPM) is a memory mapped peripheral that enables the user to monitor system and/or CPU
events. The SYSPM consists of sixteen 256 Byte sub-slots (SS). The first subslot is the configuration slot. The registers in the
configuration SSO describe the number of monitors, types of monitors and number of counters per monitor. Subsequent sub-slots
are occupied by an optional Programmable System Activity Monitor (PSAM), and Performance Monitors (PERFMON) registers.

8.2.1 Features

The SYSPM includes the following features:

* Three 40-bit event counters

* Programmable event select

« Countable events that include cache, branch fetches, and stalls

Memory mapped performance monitor that counts instructions, cache, branch, IPS, and TCM stats
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8.2.2 Block diagram

Tto aips

SYSPM

CORTEXS33INTEGRATION

< pc_perfmon_ips_module_en | CM33PC_PERFMON |
pc_perfmon_ips_rdata

config

IPS Interface ps_perfmon_ips_fhodule_en

> |CM33PS_PERFMON |

ps_perfmon_igs_rdaa

EVTWO0-31

flexspi_perfmon_ips Jmodule_en FLEXSPI_PERFMON

>

flexspi_perfmon_jps_rdata

........................ S

: SYSPM_PSAM

events 4-32

ACTR 2-8

EVQUAL 4-32

Figure 8. SYSPM Block Diagram

8.3 Functional description
8.3.1 Operating modes
There are no special operating modes for the SYSPM.

8.3.2 Operations

SYSPM routes transaction to CMX_PERFMON. See the chip-specific SYSPM information for details on the performance
monitors. SYSPM also provides read-only identification registers that describe the types of monitors in each sub-slot.

8.3.3 Clocking

This module has no clocking considerations.
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8.3.4 Interrupts

This module has no interrupts.

8.3.5 External signals

This module has no external signals.

8.3.6 Initialization

Initialization is not required for this module.

8.4 Memory Map and register definition

This section includes the SYSPM module memory map and detailed descriptions of all registers.

8.4.1 SYSPM register descriptions

8.4.1.1 SYSPM memory map
SYSPM base address: 4001_7000h

Offset Register Width | Access | Reset value
(In bits)
Oh Configuration 0 (CFGSSO0) 32 R FFOO_OOFFh
4h Configuration 1 (CFGSS1) 32 R 0000_0000h
8h Configuration 2 (CFGSS2) 32 R 0103_0002h
Ch Configuration 3 (CFGSS3) 32 R 0203_0002h
200h Performance Monitor Control Register (PMCRO) 32 RW 0000_0000h
218h Performance Monitor Event Counter (PMECTR1_HI_0) 8 R 00h
21Ch Performance Monitor Event Counter (PMECTR1_LO_0) 32 R 0000_0000h
220h Performance Monitor Event Counter (PMECTR2_HI_0) 8 R 00h
224h Performance Monitor Event Counter (PMECTR2_LO_0) 32 R 0000_0000h
228h Performance Monitor Event Counter (PMECTR3_HI_0) 8 R 00h
22Ch Performance Monitor Event Counter (PMECTR3_LO_0) 32 R 0000_0000h
300h Performance Monitor Control Register (PMCR1) 32 RW 0000_0000h
318h Performance Monitor Event Counter (PMECTR1_HI_1) 8 R 00h
31Ch Performance Monitor Event Counter (PMECTR1_LO_1) 32 R 0000_0000h
320h Performance Monitor Event Counter (PMECTR2_HI_1) 8 R 00h
324h Performance Monitor Event Counter (PMECTR2_LO_1) 32 R 0000_0000h
328h Performance Monitor Event Counter (PMECTR3_HI_1) 8 R 00h
32Ch Performance Monitor Event Counter (PMECTR3_LO_1) 32 R 0000_0000h
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8.4.1.2 Configuration 0 (CFGSSO0)

Offset
Register Offset
CFGSSO0 Oh
Function

This register describes the type of monitor, its hardware revision level, number of implemented counters in the monitor.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R MSC NCTRS
w
Reset 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R HRL ID
w
Reset 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
Fields
Field Function
31-24 Miscellaneous
MSC « If ID =0000_0001b, MSC = number of events
« If ID = 0000_0010b,
— MSC = location identifier
— MSC = 00b - CMO+
— MSC = 01b - CMx Code
— MSC = 10b - CMx Sys
— MSC = 11b- FlexSPI
* If ID 0000_0011b, MSC = 11b = Configuration slot
« If ID = 0000_0011b, MSC = 11b
* For any other ID value, MSC = 00b
23-16 Number of Counters
NCTRS
15-8 Hardware revision level

Table continues on the next page...
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Table continued from the previous page...

Field Function
HRL
7-0 Identifier
ID 0000_0000b - CFGSS not present

0000_0001b - CFGSS PSAM configuration
0000_0010b - CFGSS PERFMON configuration
0000_0011b - CFGSS Configuration

8.4.1.3 Configuration 1 (CFGSS1)

Offset

Register Offset
CFGSS1 4h
Function

This register describes the type of monitor, its hardware revision level, number of implemented counters in the monitor and the
location of the monitor (if it is a PERFMON).

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R MSC NCTRS
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R HRL ID
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-24 Miscellaneous
MSC e If ID =0000_0001b, MSC = number of events
+ If ID =0000_0010b,

Table continues on the next page...
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Table continued from the previous page...

Field Function

— MSC = location identifier

— MSC = 00b - CM0+

— MSC = 01b - CMx Code

— MSC = 10b - CMx Sys

— MSC = 11b- FlexSPI
+ If ID 0000_0011b, MSC = 11b = Configuration slot
+ If ID = 0000_0011b, MSC = 11b
» For any other ID value, MSC = 00b

23-16 Number of Counters
NCTRS
15-8 Hardware revision level
HRL
7-0 Identifier
ID 0000_0000b - CFGSS not present

0000_0001b - CFGSS PSAM configuration
0000_0010b - CFGSS PERFMON configuration
0000_0011b - CFGSS Configuration

8.4.1.4 Configuration 2 (CFGSS2)

Offset
Register Offset
CFGSS2 8h
Function

This register describes the type of monitor, its hardware revision level, number of implemented counters in the monitor.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R MSC NCTRS
w
Reset 0 0 0 0 0 0 0 1 0 0 0 0 0 0 1 1
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R HRL ID
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
Fields
Field Function
31-24 Miscellaneous
MSC « |f ID =0000_0001b, MSC = number of events
+ If ID = 0000_0010b,
— MSC = location identifier
— MSC = 00b - CMO+
— MSC = 01b - CMx Code
— MSC = 10b - CMx Sys
— MSC = 11b- FlexSPI
+ If ID 0000_0011b, MSC = 11b = Configuration slot
- If ID = 0000_0011b, MSC = 11b
» For any other ID value, MSC = 00b
23-16 Number of Counters
NCTRS
15-8 Hardware revision level
HRL
7-0 Identifier
ID 0000_0000b - CFGSS not present
0000_0001b - CFGSS PSAM configuration
0000_0010b - CFGSS PERFMON configuration
0000_0011b - CFGSS Configuration
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8.4.1.5 Configuration 3 (CFGSS3)

Offset
Register Offset
CFGSS3 Ch
Function

This register describes the type of monitor, its hardware revision level, number of implemented counters in the monitor.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 18 17 16
R MSC NCTRS
w
Reset 0 0 0 0 0 0 1 0 0 0 0 0 0 1 1
Bits 15 14 13 12 11 10 9 8 7 6 5 4 2 1 0
R HRL ID
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
Fields
Field Function
31-24 Miscellaneous
MSC « If ID =0000_0001b, MSC = number of events
« If ID = 0000_0010b,
— MSC = location identifier
— MSC = 00b - CMO+
— MSC = 01b - CMx Code
— MSC = 10b - CMx Sys
— MSC = 11b- FlexSPI
* If ID 0000_0011b, MSC = 11b = Configuration slot
« If ID = 0000_0011b, MSC = 11b
* For any other ID value, MSC = 00b
23-16 Number of Counters
NCTRS
15-8 Hardware revision level

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information

73 /2967



NXP Semiconductors

System Performance Monitor (SYSPM)

Table continued from the previous page...

Field Function
HRL
7-0 Identifier
ID 0000_0000b - CFGSS not present

0000_0001b - CFGSS PSAM configuration

0000_0010b - CFGSS PERFMON configuration

0000_0011b - CFGSS Configuration

8.4.1.6 Performance Monitor Control Register (PMCRO - PMCR1)

Offset
Register Offset
PMCRO 200h
PMCR1 300h
Function

The performance monitor control register is used to select which events will be counted in PMCRn register, the count mode,

start/stop control and the enables for the counters. See the chip-specific SYSPM information for detailed events.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
SELEVT3 SELEVT2 SELEVT1
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 | 1 10 9 8 7 6 5 4 3 2 1 0
R RECT | RECT | RECT DCIFS MENB
SELEVT1 RICTR CMODE SSC
W R3 R2 R1 H
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-25 Select Event 3
SELEVT3 See Operations to select which event to be counted in PMECTR3.
24-18 Select Event 2
Table continues on the next page...
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Table continued from the previous page...

Field Function

SELEVT?2 See Operations to select which event to be counted in PMECTR2.

17-11 Select Event 1
SELEVT1 See Operations to select which event to be counted in PMECTR1.

10 Reset Event Counter 3
RECTR3 Write a one to clear event counter 3. This field must be zero to restart event counter 3.
Ob - Counter runs normally

1b - Counter value resets at the end of the cycle

9 Reset Event Counter 2
RECTR2 Write a one to clear event counter 2. This field must be zero to restart event counter 2.
8 Reset Event Counter 1
RECTR1 Write a one to clear event counter 1. This field must be zero to restart event counter 1.
7 Resets the Instruction Counter
RICTR Write a one to clear the instruction counter. This field must be zero to restart the instruction counter.

0b - do not reset the instruction counter

1b - clear the instruction counter

6 Disable Counters if Stopped or Halted
DCIFSH 0b - Continue counting
1b - Stops counting when the CPU is halted

5-4 Count Mode

CMODE Determines if events are counted for privileged mode, user mode, or both privileged and user. This setting
affects the operation of all three of the event counters.

00b - count in both user and privileged modes
01b - Reserved
10b - count only in user mode

11b - count only in privileged mode

3-1 Start/Stop Control

SSC This 3-bit field provides a three-phase mechanism to start/stop the counters. It includes a prioritized scheme
with local start > local stop > global start > global stop > conditional TSTART > TSTOP. The global and
conditional start/stop affect all configured PM/PSAM module concurrently so counters are "coherent".

000b - Idle
001b - local stop

Table continues on the next page...
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Table continued from the previous page...

Field

Function

010b - local start
011b - local start
100b - Reserved
101b - Reserved
110b - Reserved
111b - Reserved

MENB

Module is Enabled

This bit signals the performance monitor is enabled. Write a non-zero value to the SSC bit field to start
the counter.

0b - Disable the performance monitor.

1b - Enable the performance monitor.

8.4.1.7 Performance Monitor Event Counter (PMECTR1_HI_0)

Offset

Register Offset
PMECTR1_HI_0 218h
Function

{PMECTR1_HI, PMECTR1_LO} is the 40-bit counter that counts the event selected by the PMCRO[SELEVT 1] configuration.

Diagram
Bits 7 6 5 4 | 3 2 1 0
R ECTR
w
Reset 0 0 0 0 | 0 0 0 0
Fields
Field Function
7-0 Event Counter
ECTR This is the upper 8-bits of event1 counter. The value in this register increments each time the event

selected in PMCRO[SELEVT1] occurs.
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8.4.1.8 Performance Monitor Event Counter (PMECTR1_LO_0)

Offset

Register Offset
PMECTR1_LO_0 21Ch
Function

{PMECTR1_HI, PMECTR1_LO} is the 40-bit counter that counts the event selected by the PMCRO[SELEVT1] configuration.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Event Counter
ECTR This is the lower 32-bits of event1 counter. The 40-bit value increments each time the event selected in
PMCRO[SELEVT1] occurs.

8.4.1.9 Performance Monitor Event Counter (PMECTR2_HI_0)

Offset
Register Offset
PMECTR2_HI_0 220h
Function

{PMECTR2_HI, PMECTR2_LO} is the 40-bit counter that counts the event selected by the PMCRO[SELEVT2] configuration.
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Diagram
Bits 7 6 5 4 3 2 1 0
R ECTR
w
Reset 0 0 0 0 0 0 0 0
Fields
Field Function
7-0 Event Counter
ECTR This is the upper 8-bits of event1 counter. The value in this register increments each time the event
selected in PMCRO[SELEVT2] occurs.

8.4.1.10 Performance Monitor Event Counter (PMECTR2_LO_0)

Offset
Register Offset
PMECTR2_LO_O 224h
Function

{PMECTR2_HI, PMECTR2_LO} is the 40-bit counter that counts the event selected by the PMCRO[SELEVT2] configuration.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Event Counter
ECTR This is the lower 32-bits of event1 counter. The 40-bit value increments each time the event selected in
PMCRO[SELEVT2] occurs.
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8.4.1.11 Performance Monitor Event Counter (PMECTR3_HI_0)

Offset
Register Offset
PMECTR3_HI_0 228h
Function

{PMECTR3_HI, PMECTR3_LO} is the 40-bit counter that counts the event selected by the PMCRO[SELEVT3] configuration.

Diagram
Bits 7 6 5 4 | 3 2 1 0
R ECTR
w
Reset 0 0 0 0 | 0 0 0 0
Fields
Field Function
7-0 Event Counter
ECTR This is the upper 8-bits of event1 counter. The value in this register increments each time the event
selected in PMCRO[SELEVT3] occurs.

8.4.1.12 Performance Monitor Event Counter (PMECTR3_LO_0)

Offset
Register Offset
PMECTR3_LO_0 22Ch
Function

{PMECTR3_HI, PMECTR3_LO} is the 40-bit counter that counts the event selected by the PMCRO[SELEVT3] configuration.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

R ECTR

w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

R ECTR

w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields

Field Function
31-0 Event Counter
ECTR This is the lower 32-bits of event1 counter. The 40-bit value increments each time the event selected in
PMCRO[SELEVT3] occurs.

8.4.1.13 Performance Monitor Event Counter (PMECTR1_HI_1)

Offset
Register Offset
PMECTR1_HI_1 318h
Function

{PMECTR1_HI, PMECTR1_LO} is the 40-bit counter that counts the event selected by the PMCR1[SELEVT1] configuration.

Diagram
Bits 7 6 5 4 | 3 2 1 0

R ECTR

w
Reset 0 0 0 0 | 0 0 0 0
Fields

Field Function
7-0 Event Counter
ECTR

This is the upper 8-bits of event1 counter. The value in this register increments each time the event
selected in PMCR1[SELEVT1] occurs.
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8.4.1.14 Performance Monitor Event Counter (PMECTR1_LO_1)

Offset
Register Offset
PMECTR1_LO_1 31Ch

Function

{PMECTR1_HI, PMECTR1_LO} is the 40-bit counter that counts the event selected by the PMCR1[SELEVT1] configuration.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Event Counter
ECTR This is the lower 32-bits of event1 counter. The 40-bit value increments each time the event selected in
PMCR1[SELEVT1] occurs.

8.4.1.15 Performance Monitor Event Counter (PMECTR2_HI_1)

Offset
Register Offset
PMECTR2_HI_1 320h
Function

{PMECTR2_HI, PMECTR2_LO} is the 40-bit counter that counts the event selected by the PMCR1[SELEVT2] configuration.
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Diagram
Bits 7 4 3 2 0
R ECTR
w
Reset 0 0 0 0 0
Fields
Field Function
7-0 Event Counter
ECTR This is the upper 8-bits of event1 counter. The value in this register increments each time the event
selected in PMCR1[SELEVT2] occurs.

8.4.1.16 Performance Monitor Event Counter (PMECTR2_LO_1)

Offset
Register Offset
PMECTR2_LO_1 324h

Function

{PMECTR2_HI, PMECTR2_LO} is the 40-bit counter that counts the event selected by the PMCR1[SELEVTZ2] configuration.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Event Counter
ECTR This is the lower 32-bits of event1 counter. The 40-bit value increments each time the event selected in
PMCR1[SELEVT2] occurs.
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8.4.1.17 Performance Monitor Event Counter (PMECTR3_HI_1)

Offset
Register Offset
PMECTR3_HI_1 328h
Function

{PMECTR3_HI, PMECTR3_LO} is the 40-bit counter that counts the event selected by the PMCR1[SELEVT3] configuration.

Diagram
Bits 7 6 5 4 | 3 2 1 0
R ECTR
w
Reset 0 0 0 0 | 0 0 0 0
Fields
Field Function
7-0 Event Counter
ECTR This is the upper 8-bits of event1 counter. The value in this register increments each time the event
selected in PMCR1[SELEVT3] occurs.

8.4.1.18 Performance Monitor Event Counter (PMECTR3_LO_1)

Offset
Register Offset
PMECTR3_LO_1 32Ch
Function

{PMECTR3_HI, PMECTR3_LO} is the 40-bit counter that counts the event selected by the PMCR1[SELEVT3] configuration.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R ECTR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Event Counter
ECTR This is the lower 32-bits of event1 counter. The 40-bit value increments each time the event selected in
PMCR1[SELEVT3] occurs.
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Chapter 9

Trusted Resource Domain Controller (TRDC)

9.1 Chip-specific TRDC information

Table 32. Reference links to related information

Topic Related module Reference
Full description TRDC TRDC
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing

9.1.1 Module instances

This device has one instance of the TRDC module.

9.1.2 TRDC configuration

NOTE

Not all the registers and fields in this chapter are available for this device, see the following table for the available

MBC, domain, slave port, and blocks.

Table 33. TRDC slave port configuration

No. Domain! | Slave Slave memory Number of block x Non-secure address
port No. block size / Regions
MBCO Domain0 | SLVO Flash-1 MB 32 x32 KB 0000_0000 — 000F_FFFF
Domain1 | SLV1 Flash IFRO - 32 KB 4 x8KB 0200_0000 — 0200_7FFF
Domain2 | SLV2 Flash IFR1 - 8 KB 1x8KB 0210_0000 — 0210_1FFF
SLV3 ROM - 96 KB 12 x 8 KB 0480_0000 — 0481_7FFF
MBC1 Domain0 | SLVO CTCMO - 16 KB (with ECC) 2x 8 KB 0400_0000 — 0400_3FFF
Domain1 CTCM1 - 16 KB (with ECC)
Domain2 | g v/ STCMO - 16 KB (with ECC) 8 x 8 KB 2000_0000 - 2000_FFFF
STCM1 - 16 KB (with ECC)
STCM2 - 32 KB (with ECC)
SLV2 STCM3 - 32 KB 5x 8 KB 2001_0000 — 2001_9FFF
STCM4 - 8 KB
SLV3 STCM5 - 8 KB (with ECC) 2 x4 KB 2001_A000 - 2001_BFFF
MBC2 Domain0 | SLVO PBRIDGE2 752 x 4 KB 4000_0000 - 4007_FFFF
Domain1

Table continues on the next page...
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Table 33. TRDC slave port configuration (continued)

No. Domain! |Slave Slave memory Number of block x Non-secure address
port No. block size / Regions
Domain2 | SLV1 Radio Pbridge in Fast 4 x 64 KB 4800_0000 - 487F_FFFF
Peripheral 1
SLV2 NBU part in Fast Peripheral 1 16 x 4 KB 48A0_0000 — 48A0_FFFF
MRC Domain0 NBU part 8 regions 4880_0000 — 489F_FFFF
Domain1
Domain2

1. The address ranges for each domain are identical. The different domains provide a mechanism for different masters to have
different access permissions when accessing a given memory space. The MDA_Wr_m[DID] configures the domain ID for a
given master and this is used to select which set of domain access registers to use.

2. See Peripheral Bridge2 (PBRIDGE2) memory map for details.

Table 34. TRDC master port configuration

MDACH# Master

MDACO CM33

MDAC1 eDMA

MDAC2 Data stream buffer
MDAC3 Radio NBU

9.2 Overview

The Trusted Resource Domain Controller (TRDC) provides an integrated, scalable architectural framework for access control,
system memory protection and peripheral isolation. It allows software to assign chip resources including processor cores,
non-core bus masters, memory regions and slave peripherals to processing domainsto support enforcement of robust operational
environments. First, each bus mastering resource is assigned to a domain identifier (domainID, DID). Typically, each processor is
assigned to a unique domainID and all remaining non-processor bus masters assigned to a different domainID. Next, the access
control policies for the individual domains are programmed into any number of registers implemented in the slave memory block
and region checkers. Finally, all accesses throughout the device are monitored concurrently to determine the validity of each and
every access. If a reference from a given domain has sufficient access rights, it is allowed to continue, else the access is aborted
and error information captured.

The access control scheme defined by the TRDC supports a 4-level model, combining the traditional privileged (also known as
supervisor) and user modes with an additional signal defining the secure, nonsecure attributes of each memory reference. The
result is a 4-level hierarchical access control mechanism, where:

SecurePriv > SecureUser > NonsecurePriv > NonsecureUser

with different access control policies based on read, write and execute references. Combined with the secure/nonsecure
and privileged/user attributes, a domainID is associated with every system bus transaction and forms the hardware basis for
implementation of the TRDC's access control mechanisms.

9.2.1 Block diagram

As previously noted, the TRDC implementation is distributed across multiple submodules instantiated throughout the device. The
TRDC submodules include:

+ TRDC_MGR
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— The Manager (MGR) submodule coordinates all programming model reads and writes
+ TRDC_DAC

— The Domain Assignment Controller (DAC) handles resource assignments and generation of the domain identifiers.
+ TRDC_MBC

— The Memory Block Checker (MBC) implements access controls for on-chip internal memories and slave peripherals
based on a fixed-sized block format

+ TRDC_MRC
— The Memory Region Checker (MRC) implements the access controls for external off-chip memories and peripherals
based on the pre-programmed region descriptor registers.

NOTE
TRDC typically consists of various submodules like DAC, MGR, MBC and MRC. However, all the submodules as
shown in block digram below may not be present for this configuration. For chip-specific implementation details of
this module's instances, see the chip specific information.

See Figure 9 for a simplified TRDC block diagram focusing on topology and connections.

Bus Masters

DACn
X XBAR
- bl MRCO | MBC2
MBCH MBCO
slave slave slave slave slave Boot FlexBus PBRIDGE
memory memory memory | memory| memory | ROM
] ]
slave slave
V peripheral| |peripheral
MGR

Figure 9. Simplified TRDC Block Diagram
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9.2.2 Features
The key features of the TRDC include:
» Assignment of chip resources to processing "domains"
— Processor cores, non-core bus masters, slave memories and slave peripherals
> Processors typically assigned to unique domainiDs
> Non-processor bus masters assigned to a shared domainIlD
> Number of supported DIDs is typically (number of CPUs + 1)
— Each processing domain is assigned a unique domain identifier (domainID, DID)
— DomainlID is an attribute associated with every system bus transaction
— Used in conjunction with secure/nonsecure, privileged/user attributes

» Access rights to slave targets defined in memory block checkers for on-chip memories and peripherals and memory region
checkers for external memories and peripherals

» Built upon a 4-level hierarchical access control model

— SecurePriv > SecureUser > NonsecurePriv > NonsecureUser

— Defined by multiple sets of user-programmable R/W/X (Read, Write, eXecute) flags per access state
* Programming model and hardware implementation is distributed across multiple submodules

— Supports a broad, highly-configurable architecture definition

— Supports efficient mechanisms for memory space context switch state changes using NSE (Nonsecure Enables) for
memory blocks and regions

9.3 Functional description

This section provides more details on the operation and implementation of the TRDC submodules.

9.3.1 Modes of operation

The TRDC module does not support any special modes of operation. As a memory-mapped device located in the core platform's
clock domain, it responds based strictly on the memory addresses of the connected system buses. Domain assignment and
access control functions are evaluated on a reference-by-reference basis using the addresses and attributes connected to the
system bus port(s).

9.3.2 Flash Logical Window

The FLW = Flash Logical Window logic provides a logical window (remapping) between a fixed physical address window and a
programmable flash array window. Note that the whole flash image is also available at the normal flash array addresses.

The fixed physical address base and maximum window size is determined per project. The fixed physical address base is available
in the read-only FLW Physical Base register. The functional size of the window is configured by programming the window size
in the number of 32KByte blocks in the FLW Logical Block Count register. The flash array address base is set in the FLW Array
Base register.

When the FLW is disabled, the physical address window is not mapped to any memory storage and all accesses to the window will
fault. When the FLW is enabled, the physical address window, up to the size configured by the Logical Block Count, is mapped to
the flash array window. When the FLW is enabled, access to the window beyond the size configured by the Logical Block Count
will fault.
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9.3.3 Manager (TRDC_MGR)
The MGR submodule is responsible for coordinating TRDC's programming model reads and writes.

The complete programming model is large. Additionally, the programming model is distributed across the various submodule
instances (DAC, MBC, MRC). The MGR submodule provides the required hardware management for all programming model
accesses, generating and distributing the appropriate address decodes and write data to the DAC, MBC and MRC submodule
instances, collecting and combining all the register read data buses and responses.

MGR implements the Control Register, all the read-only hardware configuration registers (HWCFG[0-1], DACFGn, MBCFG,
MRCFG) and the program-visible versions of the domain error capture registers. To support the domain error reporting
functionality, the MGR submodule collects the individual captured error indicator output signals from all the submodule instances
and remaps them so they are organized into an instance bitmap by domain as specified by the DERRLOCNH register array.

9.3.4 Domain Assignment Controller (TRDC_DAC)

The DAC submodule is responsible for the generation of the domainID on every memory transaction for every bus master in the
device. The resulting domainlID and {nonsecure, privileged} signals are generated and then treated as address attributes and
associated with each transaction as it moves through the system.

As a simple example, assume a system with two domainiIDs.
» domainlD 0 is for critical tasks.
» domainlD 1 is for non-critical tasks.
» Two domainlDs require two MDA_Wm_n registers, MDA_WO0 and MDA_W1.
During startup, software initializes the MDA_WI[0-1] registers.
1. MDA_WO0 = 0x8000_0F81
* VLD =1
« PE=2
+ DIDS=0
« DID=1
2. MDA_W1 = 0x8000_0FC2
* VLD =1
« PE=3
+ DIDS=0
- DID=2

A special mode is provided for driving the DID of non-processor masters. This is enabled with the DID bypass (DIDB) bit. The
DAC has a DID input that can be driven by a master and used directly as the DID output. This allows variability in the DID as
dictated by the master and is intended to be used by DMA masters that masquerade as, (that is, drive the DID of) the master that
programmed it.

9.3.5 Access evaluation

Fundamental to the TRDC's operation is the actual access violation check performed by the memory block checker (MBC) and
memory region (MRC).

Previous descriptions have detailed the domain assignment mechanisms and the tracking of the domain identifier as an address
attribute through the system bus switching fabric(s). As transactions reach the slave memory and peripheral controllers, the
address is used to select the appropriate memory region descriptor or block configuration register. Once the appropriate register
has been selected, the next function is the actual access evaluation.
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For this step, the 3-bit M{B,R}ACSEL field of the selected RGD or BLK_CFG register selects the appropriate GLBAC (global
access control policy). The GLBAC register defines the access rights for the domain based on the 4-level model combined with the
transaction's access attributes (read = O/write = 1, secure = 0/nonsecure = 1, execute =1/non-execute=0, user = 0/privileged = 1).

The 4-level model is defined by the concatenation of two address attributes: secure/nonsecure and user/privileged attributes.
These two attribute signals (nonsecure, privileged) and the resulting access levels are defined as:

if {nonsecure, privileged} == 0b00, then level = SecureUser

if {nonsecure, privileged} == 0b0l, then level = SecurePriv(ileged)
if {nonsecure, privileged} == 0b10, then level = NonsecureUser

if {nonsecure, privileged} == 0bll, then level = NonsecurePriv(ileged)

The resulting hierarchical access control model specifies:
SecurePriv , SecureUser , NonsecurePriv , NonsecureUser

After the access evaluation is complete and the access error signal generated, the transaction is allowed to continue if it
has sufficient access rights, else the access is aborted with the address and attribute information captured in the appropriate
error registers.

9.3.6 Memory Block Checker (TRDC_MBC)

The TRDC's Memory Block Checker provides domain-based access control for all system bus references targeted to on-chip
internal memories and slave peripherals. Using programmed block configuration registers which define the access rights per
domain and block, the MBC concurrently monitors system bus transactions and evaluates the appropriateness of each transfer.
Memory references that have sufficient access rights are allowed to complete, while references that have insufficient rights are
terminated with an access error response.

The TRDC architectural framework supports up to 8 MBC instances where each MBC can support up to 4 sub-regions (MEM[s]).
Note monitoring of an AXI memory counts as 2 sub-regions since there are independent read and write channels per AXI memory.
Conversely, an AHB connection counts as a single subregion.

Each sub-memory is divided up in equal sized blocks. Sub-memory 0 (MEMO) can support up to 512 blocks while sub-
memory 1-3 (MEM1-MEM3) can each support up to 64 blocks. The number of blocks and size of the block is defined

in MBCm_MEMs_GLBCFGI[NBLKS,SIZE_LOG2] register fields, where m is the MBC instance number, and s is the sub-
memory number.

Each MBCm_DOMd_BLK_CFG_W contains eight access control structures. Each structure is comprised of a 1-bit NSE
(NonSecure Enable) plus a 3-bit MBACSEL (Memory Block Access Control Select). The NSE controls secure/nonsecure
access to the corresponding block, while the MBACSEL field selects a MBCm_MEMN_GLBACT register which controls the
read/write/execute access to the corresponding block. There are 8 programmable MBCm_MEMn_GLBACT registers per block
checker, each containing contain read-write-execute control flags for each of the four operating modes:

SPR, SPW, SPX - Secure Privileged {Read, Write, Execute}
SUR, SUW, SUX - Secure User {Read, Write, Execute}
NPR, NPW, NPX - Nonsecure Privileged {Read, Write, Execute}
NUR, NUW, NUX - Nonsecure User {Read, Write, Execute}

GLBAC1-7 also have a lock bit MBCm_MEMn_GLBACr[LK]. When LK=1, the GLBACT register is read-only until the next reset.
Furthermore, if MBCm_DOMd_BLK_CFG_W[MBACSEL] selects a GLBAC that s locked, the 3-bit MBCACSEL field is also locked
until the next reset. GLBACO cannot be locked.

The MBC also has MBCm_DOMd_MEMs_BLK_NSE_W registers. These registers are a bit map of the block NSE bits. Each word
supports up to 32 blocks

MBCm_DOMd_MEMO_BLK NSE_W[0-15] has a maximum of 16 words to support 512 blocks
MBCm_DOMd_MEM[1-3]_ BLK NSE_W[0-1] has a maximum of 2 words to support 64 blocks.

The block NSE bits can be programmed by writing these registers or by writing the MBCm_MEMN_BLK_{INDEX, SET, CLR,
CLR_ALL} registers.
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The MBCm_MEMn_NSE_BLK_{INDEX, SET, CLR, CLR_ALL} registers provide a mechanism to efficiently and quickly
manipulate the NSE bitmap with bitmasks to set or clear individual blocks within the bitmap and a single operation to perform a
clear all across multiple DIDs. The BLK_INDEX register provides the control definition for the BLK_SET and BLK_CLR operations.

9.3.6.1 Memory block hit determination
MBCm_MEMs_GLBCFG[NBLK, SIZE_LOG2] is used to determine which bits of the address correspond to block number.

block n hit = (addr [MSB:LSB] == n)
where LSB=SIZE LOG2
MSB=f {NBLKS, LSB}

Note that the block hit determination is based only on the address comparison of the first byte being accessed; that is, the MBC
does not check the size of the access to make sure it entirely fits within the region.

9.3.6.2 Memory block access evaluation

For a block n hit, the MBC logic evaluates the access rights defined by the MBCm_DOMd_BLK_CFG_Ww registers. The domainID
attribute and block number hit selects the appropriate MBCm_DOMd_BLK_CFG_Ww register to use in the access evaluation.
The {R,W,X}, nonsecure and privilege attributes of the access are compared with the MBC global access control policy defined
in MBCm_DOMd_BLK_CFG_W[MBACSEL, NSE] fields.

While TRDC_CR[GVLDB] = 1, and for each sub-memory being monitored, the MBC performs a reduction-AND of all the individual
error terms from each access evaluation.

Unlike the MRC access evaluation and termination, the MBC access evaluation terminates the access with a bus error and reports
an access error for only one condition - when the access doesn't have sufficient access rights. By nature, the block checker can
only hitin ONE block. And by implementation, there are no "miss" accesses. Accesses outside of the range covered by the MBC
are not sent to the MBC. There also aren't any individual block valid bits. When TRDC_CR[GVLDB] = 1, checking on all blocks is
always enabled.

9.3.7 Memory Region Checker (TRDC_MRC)

The TRDC's Memory Region Controller provides domain-based, hardware access control for all system bus references targeted
at non-peripheral memory spaces. Using pre-programmed region descripfors which define memory spaces and their associated
access rights per domain identifier, the MRC concurrently monitors system bus transactions and evaluates the appropriateness
of each transfer. Memory references that have sufficient access control rights are allowed to complete, while references that are
not mapped to any region descriptor or have insufficient rights are terminated with an access error response.

The TRDC architectural framework supports up to 16 MRC instances, where each MRC instance can support [1-16] region
descriptors, concurrently monitoring up to 8 slave memory ports. Note, monitoring an AXI protocol port counts as two ports since
there are independent read address and write address channels. Conversely, an AHB connection counts as a single port.

A partial, simplified one-dimensional block diagram of an instance of the MRC module is shown in Figure 10. In this figure, a single
slave bus port is shown. When the remaining slave ports are considered, the MRC hardware's two-dimensional connection matrix,
broadcasting each system bus slave port access across the implemented memory region descriptors, is the resulting structure
with the basic access evaluation macro shown as the replicated submodule block. In Figure 10, the system bus fabric slave port
is shown on the left, the memory region descriptor registers are in the middle, and the peripheral bus interface on the right side.
The evaluation macro contains two magnitude comparators connected to the start and end address registers from each region
descriptor as well as the combinational logic blocks to determine the region hit and, based on the domainID associated with the
reference, access violations.
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Figure 10. MRC access evaluation macro hardware structure

For each access, the MRC hardware performs a two-step evaluation process. First, the access is compared to all memory region
descriptors to determine hit/miss status, and then, using the domainID associated with the reference plus the address attributes
{write, nonsecure, privileged}, the access rights are examined using the method detailed in Access evaluation.

9.3.7.1 Memory region descriptor hit determination

To determine if the current reference hits in a given region, two magnitude comparators are used in conjunction with the region's
start and end addresses. The boolean equation for this portion of the hit determination is defined as:

region hit n =
((addr >= start_addr) & (addr <= end addr)) & valid

where addr is the current system reference address, start_addr and end_addr are the start and end addresses, and valid is
the valid bit, all from memory region descriptor n.

Note there are no hardware checks to verify that end_addr = start_addr, and it is software's responsibility to properly load
appropriate values into these fields of the region descriptor.

Also, the region hit determination is based only on an address comparison of the first byte being accessed; that is, the MRC does
not check the size of the access to make sure it entirely fits within the region.

9.3.7.2 Memory region access evaluation

For each region descriptor hit, the MRC logic evaluates the access rights defined by the MRCm_DOMd_RGDr_Ww registers.
Specifically, the domainID attribute selects the appropriate MRCm_DOMd_RGDr_Ww register to use in the access evaluation.
The {R,W,X}, nonsecure and privilege attributes of the access are compared with the MRC global access control policy defined
in MRCm_DOMd_RGDr_WO[MRACSEL] and MRCm_DOMd_RGDr_W1[NSE] fields. See Access evaluation for additional details
on this function.

While CR[GVLDR] = 1, and for each bus slave port being monitored, the MRC performs a reduction-AND of all the individual
(no_hit| error) terms from each access evaluation macro. Recall as specified in Memory region descriptor hit determination, an
invalid MRC_DOMd_RGDr_Ww (MRCm_DOMd_RGDr_W1[VLD] = 0) forces the region_hit_n evaluation to be negated.

This expression then terminates the bus cycle with an error and reports an access error for three conditions:
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1. If the access does not hit in any region descriptor, an access error is reported.

2. If the access hits in a single region descriptor and that region signals a domain violation, then an access error is reported.

3. If the access hits in multiple (overlapping) regions and one region signals a violation, then an access error is reported.
The third condition reflects that priority is given to access denying over access allowing for overlapping regions.

Unimplemented domain IDs (DIDs) do not have any associated region descriptors and therefore have no access rights.

9.3.8 Interrupts

This module outputs an interrupt signal which can be connected to the system's interrupt controller. Please check chip specific
interrupt assignment for details. Interrupt is asserted on detection of access violation by any checker, and it remains asserted until
DERRLOCN registers are cleared

9.4 External signals
The TRDC module does not directly support any external interfaces.

The internalinterfaces include a standard 32-bit slave bus for all programming model accesses, connections to the address
phase signals associated with AHB and/or AXI system buses and connections to the slave peripheral buses as shown in TRDC
block diagram.

9.5 Initialization

Out of reset, CR[GVLDR, GVLDB, GVLDM] bits are cleared, TRDC is disabled and in deny by default mode allowing secure
privileged startup code to configure the entire programming model. In deny by default mode, only the DIDs that aren't denied by
default are allowed to access memory and peripherals. The allowed DIDs are implementation defined. The initialization process
typically is performed in 3 steps:

1. Read the various hardware configuration registers (HWCFG{0,1}, DACFGn, MBCm_MEMs_GLBCFG, MRC_GLBCFG) to
obtain the implemented hardware capabilities for the device.

2. Using the information retrieved in Step 1 coupled with the desired domain architecture, program all the register data
structures for domain assignment (MDA_Wm_n), memory block configuration (MBCm_DOMd_MEMs_BLK_CFG_Ww) and
memory region descriptors (MRCm_DOMd_RGDr_Ww). There are individual valid bits included in these registers which
typically would be asserted. Additionally, there are also lock mechanisms available if register settings need to be configured
and marked as read-only.

3. Once the TRDC programming model is loaded, the CR is written with GVLD {R, B, M} asserted. Upon the assertion of the
3 GVLD bits, deny by default mode is exited and at that point, the TRDC is fully operational. The TRDC remains enabled
until the next reset.

9.6 Application information

As described in Overview, the TRDC architecture is intended to provide a broad, highly-capable framework for access control,
system memory protection and peripheral isolation. The resulting microarchitecture implementation is distributed throughout the
core platform, highly configurable via hardware design parameters and software programmability.

9.6.1 Master domain assignments

The typical use case related to master domain assignments is to include one (or more) processor core(s) in a single domain,
possibly coupled with other bus master devices like DMA, etc. The definition of a domain may be static, based simply on

the combination of a processor and other optional bus masters. Alternatively, the processor's operation may be configured to
dynamically select between a very small number of domains.

For example, "critical" tasks, whether safety-critical, performance-critical, etc. can be grouped together in one domain and all other
tasks into a second domain. Non-processor bus masters typically have a single MDA_Wm_n configuration register associated
with them. The domainID and {nonsecure, privileged} attributes are usually statically assigned, unless the module can "inherit"
attributes from a processor programming it (certain modules like DMAS).
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The MDA_Wm_n registers, along with the memory region descriptors and the peripheral domain access control registers all have
lock features that allow the register resources to be converted into read-only resources to protect the written configuration.

9.6.2 Memory region descriptor management
There are important concepts to consider in managing the memory region descriptors.

Recall that the association between each MRCn instance and the slave memory regions it monitors is SoC-dependent. The
device-specific configuration specifies the number of implemented memory region descriptors in a given instance and the specific
port numbers associated with the slave memories being monitored.

9.6.3 Domain error capture management

Recall when a domain access violation is detected by either a memory region checker or a memory block checker, address
and attribute information of the offending access is captured. The DERRLOCH read-only registers provide additional information
signaling the instance number of the submodule where the access violation(s) occurred. Since the resulting exception handler
needs the submodule instance to retrieve the captured address and attribute information from DERR_WO0_n and DERR_W1_n,
the DERRLOCN registers provide the instance number details.

These registers are organized as a word array, /ndexed by the faulting domain number, with the contents of each register providing
a bitmap signaling the instance number(s) associated with all submodules containing captured error information for that domain.

Itis recommended that the exception handler begin by reading the HWCFG1 register to determine its domainID. Next, it uses the
just-retrieved domainID to index into the DERRLOCNH array. The resulting DERRLOCN value is then examined to determine the
instance number of the reporting MBC and/or MRC submodule.

There may be multiple access violations, across multiple instances, pending for a given domain. It is suggested that exception
handler use a "find first one" instruction (alternatively known as "count leading zeroes") to quickly and efficiently find the
instance number containing access violation details. Once the instance number has been determined, the captured error
address (DERR_WO0_n) and attribute information (DERR_W1_n) can easily be retrieved from the domain error registers. The
2-bit DERR_W1_n[EST] field provides information signaling whether one or more errors have been detected by the submodule
instance. A special write to DERR_W3_n is required to reset (and rearm) the EST error capture state machine.

This process is repeated until all errors associated with a given domainlD have been processed.

A graphical representation of this 2-step retrieval of the domain error address and attributes is shown in Figure 11.
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Faulting DID =2 DERRLOCh
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PR > 2 [0x000] 0x00010 |- - + DERR Wm n OFFSET
3 10x000] INSTn { | =03 EADDR MBCO_DERR_WO ___ 400h
| EATTR, EDID | MBCO_DERR_W1
6 [0x000] INSTn 0x000...0 MBCO_DERR_W2
7 [0x000] INSTn | | 0x000...0 MBCO_DERR_W3
| =47 EADDR MBCI_DERR_WO __ 410h
e EATTR, EDID | MBCI_DERR_WI
0x000...0 MBCI_DERR_W2
0x000...0 MBCI_DERR_W3
=811 EADDR MBC2_DERR_WO ___ 420h
EATTR, EDID | MBC2_DERR_W1
0x000...0 MBC2_DERR_W2
0x000...0 MBC2_DERR_W3
n=12-15 EADDR MBC3_DERR_WO ___ 430h
EATTR, EDID | MBC3_DERR_W1
0x000...0 MBC3_DERR_W2
0x000...0 MBC3_DERR_W3
=16 EADDR MRCO_DERR_WO ___ 480h
EATTR, EDID | MRCO_DERR_W1
0x000...0 MRCO_DERR_W2
0x000...0 MRCO_DERR_W3
=22 EADDR MBC6_DERR_WO ___ 4eOh
EATTR, EDID | MBC6_DERR_W1
0x000...0 MBC6_DERR_W2
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=23 EADDR MBC7_DERR_WO ___ 4f0h
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Figure 11. Two-step retrieval of domain error address and attributes

9.7 Register descriptions

If TZ-M is enabled, the TRDC programming model can only be accessed in SecurePrivileged mode. If TZ-M is disabled, it can
only be accessed in Privileged mode regardless of Secure or NonSecure;q that is it can't be accessed in User mode. Unless noted
otherwise, the programming model registers can be accessed via 8-, 16- or 32-bit reads and 32-bit write references. Attempted
accesses in a different operating mode, using unsupported write data sizes, writes to read-only resources, or access to reserved
spaces are terminated with an error unless noted otherwise. The TRDC programming model is partitioned into these groups

of registers:

» Basic hardware control and configuration
* Domain errors: location and details

* Master domain assignments

» Memory block and region checkers

It should be noted that many of the programming model registers in TRDC are organized as 2-, 3- or 4- dimensional data
structures. For the 2-dimensional structures, the generic arrays contain "m" words representing the "columns" and "n" instances
of the structure representing the "rows". These may be described as structure [n] [m]. They appear in the address space of
the programming model memory map in the standard C language row-major layout, that is, the "m" words representing the
"column" appear sequentially with the entire row replicated "n" times. The TRDC register structure uses the naming convention
of TRDC_<regname>_Wm_n, where the column number "m" appears as a numeric suffix on the W (32-bit word) identifier, and
the row identifier "n" appears as the final numerical suffix.

For the 4-dimensional structures, the generic arrays contain "m", "d", "s" or "r", and "w" indices corresponding to MBC/MRC
instance, domain index, sub-memory or region index and word index. The naming convention for the MBC block configuration and
MRC region descriptor word registers are: MBCm_DOMd MEMs BLK CFG_Wwand MRCm_DOMd RGDr Ww

"N

For the reset values in this section, a "*" indicates an initial value determined by the hardware configuration.
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9.7.1 TRDC register descriptions

9.7.1.1 TRDC memory map
TRDC base address: 4002_6000h

Offset Register Width | Access | Reset value
(In bits)

Oh TRDC Register (TRDC_CR) 32 RW See section

FOh Hardware Configuration Register 0 (TRDC_HWCFGO) 32 R 2103_0403h
F4h TRDC Hardware Configuration Register 1 (TRDC_HWCFG1) 32 R See section
100h - 103h | Domain Assignment Configuration Register (DACFGO - DACFG3) 8 R See section
140h Memory Block Configuration Register (MBCO_CFGO0) 32 R 3004_3020h
144h Memory Block Configuration Register (MBCO_CFG1) 32 R 300C_3001h
148h Memory Block Configuration Register (MBC1_CFGO0) 32 R 3008_3002h
14Ch Memory Block Configuration Register (MBC1_CFG1) 32 R 3002_3005h
150h Memory Block Configuration Register (MBC2_CFGO0) 32 R 3004_304Fh
154h Memory Block Configuration Register (MBC2_CFG1) 32 R 3000_3010h
158h Memory Block Configuration Register (MBC3_CFGO0) 32 R 0000_0000h
15Ch Memory Block Configuration Register (MBC3_CFG1) 32 R 0000_0000h
160h - 167h | Memory Region Configuration Register (MRCFGO - MRCFG7) 8 R See section
1COh TRDC IDAU Control Register (TRDC_IDAU_CR) 32 RwW 0000_0008h
1EQh TRDC FLW Control (TRDC_FLW_CTL) 32 RwW 0000_0000h
1E4h TRDC FLW Physical Base (TRDC_FLW_PBASE) 32 R 0100_0000h
1E8h TRDC FLW Array Base (TRDC_FLW_ABASE) 32 RW 0000_0000h
1ECh TRDC FLW Block Count (TRDC_FLW_BCNT) 32 RW 0000_0000h
1FCh TRDC Fault Domain ID (TRDC_FDID) 32 RW 0000_0000h
200h - 208h | TRDC Domain Error Location Register (TRDC_DERRLOCO - 32 R 0000_0000h

TRDC_DERRLOC?2)

400h MBC Domain Error WordO Register (MBCO_DERR_W0) 32 R 0000_0000h
404h MBC Domain Error Word1 Register (MBCO_DERR_W1) 32 R 0000_0000h
40Ch MBC Domain Error Word3 Register (MBCO_DERR_W3) 32 RW 0000_0000h
410h MBC Domain Error WordO Register (MBC1_DERR_WO0) 32 R 0000_0000h
414h MBC Domain Error Word1 Register (MBC1_DERR_W1) 32 R 0000_0000h
41Ch MBC Domain Error Word3 Register (MBC1_DERR_W3) 32 RW 0000_0000h
420h MBC Domain Error WordO Register (MBC2_DERR_WO0) 32 R 0000_0000h
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Offset Register Width | Access | Reset value
(In bits)
424h MBC Domain Error Word1 Register (MBC2_DERR_W1) 32 R 0000_0000h
42Ch MBC Domain Error Word3 Register (MBC2_DERR_W3) 32 RW 0000_0000h
480h MRC Domain Error Word0 Register (MRCO_DERR_WO0) 32 R 0000_0000h
484h MRC Domain Error Word1 Register (MRCO_DERR_W1) 32 R 0000_0000h
48Ch MRC Domain Error Word3 Register (MRCO_DERR_W3) 32 RW 0000_0000h
800h DAC Master Domain Assignment Register (MDA_WO0_0_DFMTO) 32 RW 0000_0000h
820h DAC Master Domain Assignment Register (MDA_WO0_1_DFMT1) 32 RW 2000_0000h
840h DAC Master Domain Assignment Register (MDA_WO0_2_DFMT1) 32 RW 2000_0000h
860h DAC Master Domain Assignment Register (MDA_WO0_3_DFMT1) 32 RW 2000_0000h
1000h MBC Global Configuration Register (MBCO_MEMO_GLBCFG) 32 R 000C_0020h
1004h MBC Global Configuration Register (MBCO_MEM1_GLBCFG) 32 R 000C_0004h
1008h MBC Global Configuration Register (MBCO_MEM2_GLBCFG) 32 R 000C_0001h
100Ch MBC Global Configuration Register (MBCO_MEM3_GLBCFG) 32 R 000C_000Ch
1010h MBC NonSecure Enable Block Index (MBCO_NSE_BLK_INDEX) 32 RW 0000_0000h
1014h MBC NonSecure Enable Block Set (MBCO_NSE_BLK_SET) 32 w 0000_0000h
1018h MBC NonSecure Enable Block Clear (MBCO_NSE_BLK_CLR) 32 w 0000_0000h
101Ch MBC NonSecure Enable Block Clear All 32 RW 0000_0000h
(MBCO_NSE_BLK_CLR_ALL)
1020h MBC Global Access Control (MBCO_MEMN_GLBACO) 32 RwW 0000_0000h
1024h MBC Global Access Control (MBCO_MEMN_GLBAC1) 32 RW 0000_0000h
1028h MBC Global Access Control (MBCO_MEMN_GLBAC2) 32 RwW 0000_0000h
102Ch MBC Global Access Control (MBCO_MEMN_GLBACS3) 32 RwW 0000_0000h
1030h MBC Global Access Control (MBCO_MEMN_GLBAC4) 32 RwW 0000_0000h
1034h MBC Global Access Control (MBCO_MEMN_GLBACS5) 32 RwW 0000_0000h
1038h MBC Global Access Control (MBCO_MEMN_GLBACS) 32 RwW 0000_0000h
103Ch MBC Global Access Control (MBCO_MEMN_GLBAC?7) 32 RW 0000_0000h
1040h MBC Memory Block Configuration Word 32 RW 0000_0000h

(MBC0O_DOMO_MEMO_BLK_CFG_WO0)

1044h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC0O_DOMO_MEMO_BLK_CFG_W1)

1048h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOMO_MEMO_BLK_CFG_W2)
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104Ch MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOMO_MEMO_BLK_CFG_W3)

1140h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOMO_MEMO_BLK_NSE_WO0)

1180h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOMO_MEM1_BLK_CFG_WO0)

11A0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOMO_MEM1_BLK_NSE_WO0)

11A8h MBC Memory Block Configuration Word 32 RwW 0000_0000h
(MBCO_DOMO_MEM2_BLK_CFG_WO0)

11C8h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOMO_MEM2_BLK_NSE_WO0)

11DO0h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOMO_MEM3_BLK_CFG_WO0)

11D4h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOMO_MEM3_BLK_CFG_W1)

11FOh MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOMO_MEM3_BLK_NSE_WO0)

1240h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM1_MEMO_BLK_CFG_WO0)

1244h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM1_MEMO_BLK_CFG_W1)

1248h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM1_MEMO_BLK_CFG_W2)

124Ch MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM1_MEMO_BLK_CFG_W3)

1340h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOM1_MEMO_BLK_NSE_WO0)

1380h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM1_MEM1_BLK_CFG_WO0)

13A0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOM1_MEM1_BLK_NSE_WO0)

13A8h MBC Memory Block Configuration Word 32 RwW 0000_0000h
(MBCO_DOM1_MEM2_BLK_CFG_WO0)

13C8h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOM1_MEM2_BLK_NSE_WO0)
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13D0h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM1_MEM3_BLK_CFG_WO0)

13D4h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM1_MEM3_BLK_CFG_W1)

13F0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOM1_MEM3_BLK_NSE_WO0)

1440h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM2_MEMO_BLK_CFG_WO0)

1444h MBC Memory Block Configuration Word 32 RwW 0000_0000h
(MBCO_DOM2_MEMO_BLK_CFG_W1)

1448h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM2_MEMO_BLK_CFG_W2)

144Ch MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM2_MEMO_BLK_CFG_W3)

1540h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOM2_MEMO_BLK_NSE_WO0)

1580h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM2_MEM1_BLK_CFG_WO0)

15A0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOM2_MEM1_BLK_NSE_WO0)

15A8h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM2_MEM2_BLK_CFG_WO0)

15C8h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOM2_MEM2_BLK_NSE_WO0)

15D0h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM2_MEM3_BLK_CFG_WO0)

15D4h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBCO_DOM2_MEM3_BLK_CFG_W1)

15F0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBCO_DOM2_MEM3_BLK_NSE_WO0)

2000h MBC Global Configuration Register (MBC1_MEMO_GLBCFG) 32 R 000C_0002h

2004h MBC Global Configuration Register (MBC1_MEM1_GLBCFG) 32 R 000C_0008h

2008h MBC Global Configuration Register (MBC1_MEM2_GLBCFG) 32 R 000C_0005h

200Ch MBC Global Configuration Register (MBC1_MEM3_GLBCFG) 32 R 000C_0002h

2010h MBC NonSecure Enable Block Index (MBC1_NSE_BLK_INDEX) 32 RW 0000_0000h

2014h MBC NonSecure Enable Block Set (MBC1_NSE_BLK_SET) 32 w 0000_0000h
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2018h MBC NonSecure Enable Block Clear (MBC1_NSE_BLK_CLR) 32 w 0000_0000h

201Ch MBC NonSecure Enable Block Clear All 32 RW 0000_0000h
(MBC1_NSE_BLK_CLR_ALL)

2020h MBC Global Access Control (MBC1_MEMN_GLBACO0) 32 RW 0000_0000h

2024h MBC Global Access Control (MBC1_MEMN_GLBAC1) 32 RW 0000_0000h

2028h MBC Global Access Control (MBC1_MEMN_GLBAC?2) 32 RW 0000_0000h

202Ch MBC Global Access Control (MBC1_MEMN_GLBAC3) 32 RwW 0000_0000h

2030h MBC Global Access Control (MBC1_MEMN_GLBAC4) 32 RwW 0000_0000h

2034h MBC Global Access Control (MBC1_MEMN_GLBACS) 32 RW 0000_0000h

2038h MBC Global Access Control (MBC1_MEMN_GLBACS) 32 RwW 0000_0000h

203Ch MBC Global Access Control (MBC1_MEMN_GLBACT7) 32 RwW 0000_0000h

2040h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC1_DOMO_MEMO_BLK_CFG_WO0)

2140h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOMO_MEMO_BLK_NSE_WO0)

2180h MBC Memory Block Configuration Word 32 RW 0000_0000h

(MBC1_DOMO_MEM1_BLK_CFG_WO0)

21A0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOMO_MEM1_BLK_NSE_WO0)

21A8h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC1_DOMO_MEM2_BLK_CFG_WO0)

21C8h MBC Memory Block NonSecure Enable Word 32 RwW 0000_0000h
(MBC1_DOMO_MEM2_BLK_NSE_WO0)

21D0h MBC Memory Block Configuration Word 32 RwW 0000_0000h
(MBC1_DOMO_MEM3_BLK_CFG_WO0)

21F0Oh MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOMO_MEM3_BLK_NSE_WO0)

2240h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC1_DOM1_MEMO_BLK_CFG_WO0)

2340h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOM1_MEMO_BLK_NSE_WO0)

2380h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC1_DOM1_MEM1_BLK_CFG_WO0)

23A0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOM1_MEM1_BLK_NSE_WO0)
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23A8h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC1_DOM1_MEM2_BLK_CFG_WO0)

23C8h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOM1_MEM2_BLK_NSE_WO0)

23D0h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC1_DOM1_MEM3_BLK_CFG_WO0)

23F0Oh MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOM1_MEM3_BLK_NSE_WO0)

2440h MBC Memory Block Configuration Word 32 RwW 0000_0000h
(MBC1_DOM2_MEMO_BLK_CFG_WO0)

2540h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOM2_MEMO_BLK_NSE_WO0)

2580h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC1_DOM2_MEM1_BLK_CFG_WO0)

25A0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOM2_MEM1_BLK_NSE_WO0)

25A8h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC1_DOM2_MEM2_BLK_CFG_WO0)

25C8h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOM2_MEM2_BLK_NSE_WO0)

25D0h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC1_DOM2_MEM3_BLK_CFG_WO0)

25F0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC1_DOM2_MEM3_BLK_NSE_WO0)

3000h MBC Global Configuration Register (MBC2_MEMO0_GLBCFG) 32 R 000C_004Fh

3004h MBC Global Configuration Register (MBC2_MEM1_GLBCFG) 32 R 000C_0004h

3008h MBC Global Configuration Register (MBC2_MEM2_GLBCFG) 32 R 000C_0010h

300Ch MBC Global Configuration Register (MBC2_MEM3_GLBCFG) 32 R 000C_0000h

3010h MBC NonSecure Enable Block Index (MBC2_NSE_BLK_INDEX) 32 RW 0000_0000h

3014h MBC NonSecure Enable Block Set (MBC2_NSE_BLK_SET) 32 w 0000_0000h

3018h MBC NonSecure Enable Block Clear (MBC2_NSE_BLK_CLR) 32 w 0000_0000h

301Ch MBC NonSecure Enable Block Clear All 32 RW 0000_0000h
(MBC2_NSE_BLK_CLR_ALL)

3020h MBC Global Access Control (MBC2_MEMN_GLBACO) 32 RW 0000_0000h

3024h MBC Global Access Control (MBC2_MEMN_GLBAC1) 32 RW 0000_0000h
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3028h MBC Global Access Control (MBC2_MEMN_GLBAC?2) 32 RW 0000_0000h

302Ch MBC Global Access Control (MBC2_MEMN_GLBAC3) 32 RW 0000_0000h

3030h MBC Global Access Control (MBC2_MEMN_GLBAC4) 32 RW 0000_0000h

3034h MBC Global Access Control (MBC2_MEMN_GLBACS5) 32 RW 0000_0000h

3038h MBC Global Access Control (MBC2_MEMN_GLBACG6) 32 RW 0000_0000h

303Ch MBC Global Access Control (MBC2_MEMN_GLBAC7) 32 RW 0000_0000h

3040h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_WO0)

3044h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_W1)

3048h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_W2)

304Ch MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_W3)

3050h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_W4)

3054h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_WS5)

3058h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_W®6)

305Ch MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_W?7)

3060h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_WS8)

3064h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_CFG_W9)

3140h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_NSE_WO0)

3144h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_NSE_W1)

3148h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOMO_MEMO_BLK_NSE_W?2)

3180h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEM1_BLK_CFG_WO0)

31A0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOMO_MEM1_BLK_NSE_WO0)
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31A8h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEM2_BLK_CFG_WO0)

31ACh MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOMO_MEM2_BLK_CFG_W1)

31C8h MBC Memory Block NonSecure Enable Word 32 RwW 0000_0000h
(MBC2_DOMO_MEM2_BLK_NSE_WO0)

3240h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_WO0)

3244h MBC Memory Block Configuration Word 32 RwW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_W1)

3248h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_W2)

324Ch MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_W3)

3250h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_W4)

3254h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_WS5)

3258h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_W6)

325Ch MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_W?7)

3260h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_W8)

3264h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_CFG_W?9)

3340h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_NSE_WO0)

3344h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_NSE_W1)

3348h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOM1_MEMO_BLK_NSE_W2)

3380h MBC Memory Block Configuration Word 32 RwW 0000_0000h
(MBC2_DOM1_MEM1_BLK_CFG_WO0)

33A0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOM1_MEM1_BLK_NSE_WO0)
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33A8h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEM2_BLK_CFG_WO0)

33ACh MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM1_MEM2_BLK_CFG_W1)

33C8h MBC Memory Block NonSecure Enable Word 32 RwW 0000_0000h
(MBC2_DOM1_MEM2_BLK_NSE_WO0)

3440h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_WO0)

3444h MBC Memory Block Configuration Word 32 RwW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_W1)

3448h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_W2)

344Ch MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_W3)

3450h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_W4)

3454h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_WS5)

3458h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_W6)

345Ch MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_W?7)

3460h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_WS8)

3464h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_CFG_W9)

3540h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_NSE_WO0)

3544h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_NSE_W1)

3548h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOM2_MEMO_BLK_NSE_W?2)

3580h MBC Memory Block Configuration Word 32 RwW 0000_0000h
(MBC2_DOM2_MEM1_BLK_CFG_WO0)

35A0h MBC Memory Block NonSecure Enable Word 32 RW 0000_0000h
(MBC2_DOM2_MEM1_BLK_NSE_WO0)
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35A8h MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEM2_BLK_CFG_WO0)
35ACh MBC Memory Block Configuration Word 32 RW 0000_0000h
(MBC2_DOM2_MEM2_BLK_CFG_W1)
35C8h MBC Memory Block NonSecure Enable Word 32 RwW 0000_0000h
(MBC2_DOM2_MEM2_BLK_NSE_WO0)
4000h MRC Global Configuration Register (MRCO_GLBCFG) 32 R 0000_0008h
4010h MRC NonSecure Enable Region Indirect 32 RW 0000_0000h
(MRCO_NSE_RGN_INDIRECT)
4014h MRC NonSecure Enable Region Set (MRCO_NSE_RGN_SET) 32 RW 0000_0000h
4018h MRC NonSecure Enable Region Clear (MRCO_NSE_RGN_CLR) 32 RwW 0000_0000h
401Ch MRC NonSecure Enable Region Clear All 32 RW 0000_0000h
(MRCO_NSE_RGN_CLR_ALL)
4020h MRC Global Access Control (MRCO_GLBACO0) 32 RwW 0000_0000h
4024h MRC Global Access Control (MRCO_GLBAC1) 32 RwW 0000_0000h
4028h MRC Global Access Control (MRCO_GLBAC?2) 32 RwW 0000_0000h
402Ch MRC Global Access Control (MRCO_GLBAC3) 32 RwW 0000_0000h
4030h MRC Global Access Control (MRCO_GLBAC4) 32 RW 0000_0000h
4034h MRC Global Access Control (MRCO_GLBACS5) 32 RW 0000_0000h
4038h MRC Global Access Control (MRCO_GLBACG) 32 RW 0000_0000h
403Ch MRC Global Access Control (MRCO_GLBAC7) 32 RwW 0000_0000h
4040h MRC Region Descriptor Word 0 (MRCO_DOMO_RGDO0_W0) 32 RW 0000_0000h
4044h MRC Region Descriptor Word 1 (MRCO_DOMO_RGDO0_W1) 32 RW 0000_0000h
4048h MRC Region Descriptor Word 0 (MRCO_DOMO0_RGD1_WO0) 32 RW 0000_0000h
404Ch MRC Region Descriptor Word 1 (MRCO_DOMO0_RGD1_W1) 32 RW 0000_0000h
4050h MRC Region Descriptor Word 0 (MRCO_DOMO_RGD2_W0) 32 RwW 0000_0000h
4054h MRC Region Descriptor Word 1 (MRCO_DOMO0_RGD2_W1) 32 RW 0000_0000h
4058h MRC Region Descriptor Word 0 (MRCO_DOMO_RGD3_W0) 32 RwW 0000_0000h
405Ch MRC Region Descriptor Word 1 (MRCO_DOMO_RGD3_W1) 32 RW 0000_0000h
4060h MRC Region Descriptor Word 0 (MRCO_DOMO_RGD4_WO0) 32 RW 0000_0000h
4064h MRC Region Descriptor Word 1 (MRCO_DOMO0_RGD4_W1) 32 RW 0000_0000h
4068h MRC Region Descriptor Word 0 (MRCO_DOMO_RGD5_W0) 32 RW 0000_0000h
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Offset Register Width | Access | Reset value
(In bits)
406Ch MRC Region Descriptor Word 1 (MRC0O_DOMO_RGD5_W1) 32 RW 0000_0000h
4070h MRC Region Descriptor Word 0 (MRCO_DOMO0_RGD6_WO0) 32 RW 0000_0000h
4074h MRC Region Descriptor Word 1 (MRCO_DOMO_RGD6_W1) 32 RW 0000_0000h
4078h MRC Region Descriptor Word 0 (MRCO_DOMO_RGD7_W0) 32 RW 0000_0000h
407Ch MRC Region Descriptor Word 1 (MRCO_DOMO_RGD7_W1) 32 RW 0000_0000h
40CO0h MRC Region Descriptor NonSecure Enable 32 RW 0000_0000h
(MRCO_DOMO_RGD_NSE)
4140h MRC Region Descriptor Word 0 (MRCO_DOM1_RGDO0_WO0) 32 RW 0000_0000h
4144h MRC Region Descriptor Word 1 (MRCO_DOM1_RGDO0_W1) 32 RW 0000_0000h
4148h MRC Region Descriptor Word 0 (MRCO_DOM1_RGD1_WO0) 32 RW 0000_0000h
414Ch MRC Region Descriptor Word 1 (MRCO_DOM1_RGD1_W1) 32 RW 0000_0000h
4150h MRC Region Descriptor Word 0 (MRCO_DOM1_RGD2_WO0) 32 RwW 0000_0000h
4154h MRC Region Descriptor Word 1 (MRCO_DOM1_RGD2_W1) 32 RW 0000_0000h
4158h MRC Region Descriptor Word 0 (MRCO_DOM1_RGD3_WO0) 32 RW 0000_0000h
415Ch MRC Region Descriptor Word 1 (MRCO_DOM1_RGD3_W1) 32 RW 0000_0000h
4160h MRC Region Descriptor Word 0 (MRCO_DOM1_RGD4_W0) 32 RW 0000_0000h
4164h MRC Region Descriptor Word 1 (MRCO_DOM1_RGD4_W1) 32 RwW 0000_0000h
4168h MRC Region Descriptor Word 0 (MRCO_DOM1_RGD5_W0) 32 RW 0000_0000h
416Ch MRC Region Descriptor Word 1 (MRCO_DOM1_RGD5_W1) 32 RW 0000_0000h
4170h MRC Region Descriptor Word 0 (MRCO_DOM1_RGD6_WO0) 32 RW 0000_0000h
4174h MRC Region Descriptor Word 1 (MRCO_DOM1_RGD6_W1) 32 RW 0000_0000h
4178h MRC Region Descriptor Word 0 (MRCO_DOM1_RGD7_WO0) 32 RW 0000_0000h
417Ch MRC Region Descriptor Word 1 (MRCO_DOM1_RGD7_W1) 32 RW 0000_0000h
41C0h MRC Region Descriptor NonSecure Enable 32 RW 0000_0000h
(MRC0_DOM1_RGD_NSE)
4240h MRC Region Descriptor Word 0 (MRC0O_DOM2_RGDO0_WO0) 32 RW 0000_0000h
4244h MRC Region Descriptor Word 1 (MRC0O_DOM2_RGDO0_W1) 32 RW 0000_0000h
4248h MRC Region Descriptor Word 0 (MRCO_DOM2_RGD1_WO0) 32 RW 0000_0000h
424Ch MRC Region Descriptor Word 1 (MRC0O_DOM2_RGD1_W1) 32 RW 0000_0000h
4250h MRC Region Descriptor Word 0 (MRC0O_DOM2_RGD2_WO0) 32 RwW 0000_0000h
4254h MRC Region Descriptor Word 1 (MRCO_DOM2_RGD2_W1) 32 RW 0000_0000h
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Offset Register Width | Access | Reset value
(In bits)
4258h MRC Region Descriptor Word 0 (MRC0_DOM2_RGD3_WO0) 32 RW 0000_0000h
425Ch MRC Region Descriptor Word 1 (MRCO_DOM2_RGD3_W1) 32 RW 0000_0000h
4260h MRC Region Descriptor Word 0 (MRCO_DOM2_RGD4_W0) 32 RW 0000_0000h
4264h MRC Region Descriptor Word 1 (MRCO_DOM2_RGD4_W1) 32 RW 0000_0000h
4268h MRC Region Descriptor Word 0 (MRCO_DOM2_RGD5_WO0) 32 RW 0000_0000h
426Ch MRC Region Descriptor Word 1 (MRCO_DOM2_RGD5_W1) 32 RwW 0000_0000h
4270h MRC Region Descriptor Word 0 (MRCO_DOM2_RGD6_WO0) 32 RW 0000_0000h
4274h MRC Region Descriptor Word 1 (MRCO_DOM2_RGD6_W1) 32 RW 0000_0000h
4278h MRC Region Descriptor Word 0 (MRCO_DOM2_RGD7_WO0) 32 RW 0000_0000h
427Ch MRC Region Descriptor Word 1 (MRCO_DOM2_RGD7_W1) 32 RW 0000_0000h
42C0h MRC Region Descriptor NonSecure Enable 32 RW 0000_0000h
(MRC0_DOM2_RGD_NSE)

9.7.1.2 TRDC Register (TRDC_CR)

Offset
Register Offset
TRDC_CR Oh
Function

This register provides status about the TRDC and global enable bits for the entire module's operation. A fully operational TRDC
requires all global bits GVLD {R,B,M} to be asserted. Undefined behavior results if they are not all asserted. If there are no region
checkers (MRCs) present in the configuration, GVLDR need not be asserted for a fully operational TRDC.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read/Write

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 17 16
R 0 0
LK1 Reserved
W
Reset 0 0 0 0 0 0 0 0 0 0 0 0 u u u
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 1 0
R{ewp |evD 0 HRL GVLD
w R B M
Reset 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0
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Fields
Field Function
31 Reserved
30 Lock Status
LK1 This read-only field is the lock status of the TRDC_CR. This field is set when all GVLD bits are set;
GVLDR=GVLDB=GVLDM=1b1. Once set, this bit remains asserted until the next reset.
Ob - The CR can be written by any secure privileged write.
1b - The CR is locked (read-only) until the next reset.
29-20 Reserved
19-16 Reserved
15 Global Valid for Memory Region Checkers
GVLDR TRDC global MRC enable/disable. Once set, this bit remains set until the next reset.
0b - TRDC MRCs are disabled.
1b - TRDC MRCs are enabled.
14 Global Valid for Memory Block Checkers
GVLDB TRDC global MBC enable/disable. Once set, this bit remains set until the next reset.
Ob - TRDC MBCs are disabled.
1b - TRDC MBCs are enabled.
13-9 Reserved
8-5 Reserved
4-1 Hardware Revision Level
HRL This read-only field specifies the TRDC’s hardware and definition revision level. It can be read by software
to determine the functional definition of the module.
0 Global Valid for Domain Assignment Controllers
GVLDM TRDC global DAC enable/disable. Once set, this bit remains set until the next reset.

0b - TRDC DACs are disabled.
1b - TRDC DACs are enabled.
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9.7.1.3 Hardware Configuration Register 0 (TRDC_HWCFGO0)

Offset
Register Offset
TRDC_HWCFGO0 FOh
Function

This read-only register contains information on the TRDC’s hardware configuration. Specifically, it defines the number of
implemented domains and bus masters along with the number of instances of memory block checkers (MBCs) and memory region

checkers (MRCs). The register value at reset is device-specific. Attempted writes are error terminated.

Access: f TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R MID NMRC 0 NMBC
w
Reset 0 0 1 0 0 0 0 1 0 0 0 0 0 0 1 1
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R NMSTR 0 NDID
w
Reset 0 0 0 0 0 1 0 0 0 0 0 0 0 0 1 1
Fields
Field Function
31-28 Module ID
MID This field defines major version ID of this module.
27-24 Number of MRCs
NMRC This field defines the number of Memory Region Checkeres on the device [1-8].
23-19 Reserved
18-16 Number of MBCs
NMBC This field defines the number of Memory Block Checkers on the device [1-4].
15-8 Number of bus masters
NMSTR This read-only field defines the number of bus masters.

Table continues on the next page...
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Field Function
7-4 Reserved
3-0 Number of domains
NDID This read-only field defines the number of domains on the device [1-8].

9.7.1.4 TRDC Hardware Configuration Register 1 (TRDC_HWCFG1)

Offset
Register Offset
TRDC_HWCFG1 F4h
Function

This register contains information on the TRDC'’s hardware configuration. It provides a mechanism for software to determine

its domain number by simply reading the register. See Domain error capture management for more details on typical usage.
Attempted writes are error terminated.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0 DID
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 u u u
Fields
Field Function
31-3 Reserved
2-0 Domain identifier number
DID This field provides the domain number [0-7] of the requesting bus master.
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9.7.1.5 Domain Assignment Configuration Register (DACFGO - DACFG3)

Offset
Register Offset
DACFGO 100h
DACFG1 101h
DACFG2 102h
DACFG3 103h
Function

This register defines the number of implemented domain assignment registers for bus master m, where m+1 can specify from 1
to 64 bus masters. These registers are organized as a byte-sized data array and can be read using 8-, 16- or 32-bit accesses. An
all-zero value (NCM = 0, NMDAR = 0) indicates a non-existent bus master. Attempted writes are error terminated.

Register read will not return transfer error when DACFG for a master doesn't exist but it is in the same 32-bit group as DACFG
for an existing master. For example, when there are only 2 DACFGO-1 registers for 2 master, and masters for DACFG2-3 don't
exist, then access to DACFG2-3 won't return transfer error.

Typically, processor bus masters have one or more domain assignment registers, while non-processor masters have a single
domain assignment register.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read

Diagram

Bits 7 6 5 4 3 2 1 0
R NCM 0 NMDAR
w

Reset See Register reset values.

Register reset values

Register Reset value
DACFGO 01h
DACFG1-DACFG3 81h
Fields
Field Function
7 Non-CPU Master
NCM This read-only field signals that bus master m is a non-CPU master. It specifies that the format of the
associated MDA_Wr_m register defines a non-processor domain assignment. This field is zero for a
non-existent bus master.

Table continues on the next page...
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Field Function

0b - Bus master is a processor.

1b - Bus master is a non-processor.

6-4 Reserved
3-0 Number of master domain assignment registers for bus master m
NMDAR This read-only field specifies the number of registers associated with the master domain assignment

register for a given bus master. The value is limited to the range [0-8], where zero indicates a non-existent
bus master and non-zero values indicate the number of implemented registers associated with this MDAm.

9.7.1.6 Memory Block Configuration Register (MBCO_CFGO0)

Offset
Register Offset
MBCO_CFGO 140h
Function

This register defines the hardware configuration of two of the sub-blocks within a memory block checker.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv read-only

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| © SLV1_BLKSZL2 SLV1_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R| o0 SLVO_BLKSZL2 SLVO_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 1 0 0 0 0 0
Fields
Field Function
31 Reserved

Table continues on the next page...
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Field Function

30-26 Block size log2 in slave 1.
SLV1_BLKSZL2

25-16 Number of blocks in slave 1.
SLV1_NMBLK
15 Reserved
14-10 Block size log2 in slave 0.

SLVO_BLKSZL2

9-0 Number of blocks in slave 0.

SLVO_NMBLK

9.7.1.7 Memory Block Configuration Register (MBCO_CFG1)

Offset
Register Offset
MBCO_CFG1 144h
Function

This register defines the hardware configuration of two of the sub-blocks within a memory block checker.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv read-only

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| © SLV3_BLKSZL2 SLV3_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 0 0 1 1 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R o SLV2_BLKSZL2 SLV2_NMBLK
W
Reset 0 0 1 1 0 0 0 0 0 0 0 0 0 0 0 1
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Fields
Field Function
31 Reserved
30-26 Block size log2 in slave 3.

SLV3_BLKSZL2

25-16 Number of blocks in slave 3.
SLV3_NMBLK
15 Reserved
14-10 Block size log2 in slave 2.

SLV2_BLKSZL2

9-0 Number of blocks in slave 2.

SLV2_NMBLK

9.7.1.8 Memory Block Configuration Register (MBC1_CFGO0)

Offset
Register Offset
MBC1_CFGO 148h
Function

This register defines the hardware configuration of two of the sub-blocks within a memory block checker.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv read-only

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| o0 SLV1_BLKSZL2 SLV1_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 0 0 1 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R o SLVO_BLKSZL2 SLVO_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 0 0 0 0 1 0
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Fields
Field Function
31 Reserved
30-26 Block size log2 in slave 1.

SLV1_BLKSZL2

25-16 Number of blocks in slave 1.
SLV1_NMBLK
15 Reserved
14-10 Block size log2 in slave 0.

SLVO_BLKSZL2

9-0 Number of blocks in slave 0.

SLVO_NMBLK

9.7.1.9 Memory Block Configuration Register (MBC1_CFG1)

Offset
Register Offset
MBC1_CFG1 14Ch
Function

This register defines the hardware configuration of two of the sub-blocks within a memory block checker.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv read-only

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| o0 SLV3_BLKSZL2 SLV3_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 0 0 0 0 1 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R o SLV2_BLKSZL2 SLV2_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 1
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Fields
Field Function
31 Reserved
30-26 Block size log2 in slave 3.

SLV3_BLKSZL2

25-16 Number of blocks in slave 3.
SLV3_NMBLK
15 Reserved
14-10 Block size log2 in slave 2.

SLV2_BLKSZL2

9-0 Number of blocks in slave 2.

SLV2_NMBLK

9.7.1.10 Memory Block Configuration Register (MBC2_CFGO0)

Offset
Register Offset
MBC2_CFGO0 150h
Function

This register defines the hardware configuration of two of the sub-blocks within a memory block checker.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv read-only

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| o0 SLV1_BLKSZL2 SLV1_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R o SLVO_BLKSZL2 SLVO_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 1 0 0 1 1 1 1
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Fields
Field Function
31 Reserved
30-26 Block size log2 in slave 1.

SLV1_BLKSZL2

25-16 Number of blocks in slave 1.
SLV1_NMBLK
15 Reserved
14-10 Block size log2 in slave 0.
SLVO0_BLKSZL2
9-0 Number of blocks in slave 0.
SLVO_NMBLK

9.7.1.11 Memory Block Configuration Register (MBC2_CFG1)

Offset
Register Offset
MBC2_CFG1 154h
Function

This register defines the hardware configuration of two of the sub-blocks within a memory block checker.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv read-only

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| o0 SLV3_BLKSZL2 SLV3_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R o SLV2_BLKSZL2 SLV2_NMBLK
w
Reset 0 0 1 1 0 0 0 0 0 0 0 1 0 0 0 0
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Fields
Field Function
31 Reserved
30-26 Block size log2 in slave 3.
SLV3_BLKSZL2
25-16 Number of blocks in slave 3.
SLV3_NMBLK
15 Reserved
14-10 Block size log2 in slave 2.
SLV2_BLKSZL2
9-0 Number of blocks in slave 2.
SLV2_NMBLK

9.7.1.12 Memory Block Configuration Register (MBC3_CFGO0)

Offset
Register Offset
MBC3_CFGO0 158h
Function

This register defines the hardware configuration of two of the sub-blocks within a memory block checker.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv read-only

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| o0 SLV1_BLKSZL2 SLV1_NMBLK
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R o SLVO_BLKSZL2 SLVO_NMBLK
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields
Field Function
31 Reserved
30-26 Block size log2 in slave 1.

SLV1_BLKSZL2

25-16 Number of blocks in slave 1.
SLV1_NMBLK
15 Reserved
14-10 Block size log2 in slave 0.
SLVO0_BLKSZL2
9-0 Number of blocks in slave 0.
SLVO_NMBLK

9.7.1.13 Memory Block Configuration Register (MBC3_CFG1)

Offset
Register Offset
MBC3_CFG1 15Ch
Function

This register defines the hardware configuration of two of the sub-blocks within a memory block checker.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv read-only

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R| o0 SLV3_BLKSZL2 SLV3_NMBLK
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R o SLV2_BLKSZL2 SLV2_NMBLK
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields
Field Function
31 Reserved
30-26 Block size log2 in slave 3.

SLV3_BLKSZL2

25-16 Number of blocks in slave 3.
SLV3_NMBLK
15 Reserved
14-10 Block size log2 in slave 2.

SLV2_BLKSZL2

9-0 Number of blocks in slave 2.

SLV2_NMBLK

9.7.1.14 Memory Region Configuration Register (MRCFGO - MRCFG7)

Offset
Forr=0to 7:
Register Offset
MRCFGr 160h + (r x 1h)
Function

This read-only register defines the number of implemented memory region descriptors for each MRCr, where r+1 can specify up
to 16 instances. These registers are organized as a byte-sized data array and can be read using 8-, 16- or 32-bit accesses. A zero
value indicates a non-existent memory region checker instance. Attempted writes are error terminated.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 120 / 2967




NXP Semiconductors

Trusted Resource Domain Controller (TRDC)

Diagram

Bits 7 6 5 4 3 2 1 0
R 0 NMRGD
w

Reset See Register reset values.

Register reset values

Register Reset value

MRCFGO 08h

MRCFG1-MRCFG7 00h

Fields
Field Function
7-5 Reserved
4-0 Number of memory region descriptors for memory region checker n
NMRGD Number of memory region descriptors for MRCr. This field specifies the number of memory region

descriptors associated with a given memory region checker instance. The value is limited to the range
[0-16], where zero indicates a non-existent MRC instance and non-zero values indicate the number of
implemented memory region descriptors [0-16] associated with the TRDC_MRCm submodule.

9.7.1.15 TRDC IDAU Control Register (TRDC_IDAU_CR)

Offset

Register Offset
TRDC_IDAU_CR 1COh
Function

This register defines the configuration for the Implementation-Defined Attribution Unit which is tightly-coupled to the TZ-M
extensions in the processor core. Many of the fields in this register explicitly control processor TZ-M functions.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read/Write
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Diagram
Bits 31 30 29 28 | 27 26 25 24 23 22 21 20 19 18 17 16
PCUR
R 0 0
RNS
w
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SAUDI | MPUN | MPUS | CFGS
R 0 LKSA | LkNS |LksM | LKNS [LksvT [ © s |sois | ois |ece. 0 Wb
u MPU PU |[VTOR | Al.
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0
Fields
Field Function
31 Processor current security
PCURRNS Current security state of the processor.
0b - Processor is in Secure state
1b - Processor is in Nonsecure state
30-19 Reserved
18-16 Reserved
15-13 Reserved
12 Lock SAU
LKSAU Asserting this bit prevents changes to the processor's Secure SAU memory regions already
programmed. All processor writes to the registers are ignored. This bit is sticky, once set, it can only
be cleared with a reset.
0b - Unlock these registers
1b - Disable writes to the SAU_CTRL, SAU_RNR, SAU_RBAR and SAU_RLAR registers from
software or from a debug agent connected to the processor
11 Lock Nonsecure MPU
LKNSMPU Asserting this bit prevents changes to the processor's Nonsecure MPU memory regions already
programmed. All processor writes to the registers are ignored. This bit is sticky, once set, it can only
be cleared with a reset.
0b - Unlock these registers
Table continues on the next page...
MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 122 /2967




NXP Semiconductors

Trusted Resource Domain Controller (TRDC)

Table continued from the previous page...

Field Function
1b - Disable writes to the MPU_CTRL_NS, MPU_RNR_NS, MPU_RBAR_NS, MPU_RLAR_NS,
MPU_RBAR_A_NSn and MPU_RLAR_A_NSn from software or from a debug agent connected to
the processor
10 Lock Secure MPU
LKSMPU Asserting this signal prevents changes to the processor's programmed Secure MPU memory regions and
all processor writes to the registers are ignored. This bit is sticky, once set, it can only be cleared with a reset.
0b - Unlock these registers
1b - Disable writes to the MPU_CTRL, MPU_RNR, MPU_RBAR, MPU_RLAR, MPU_RBAR_An
and MPU_RLAR_An from software or from a debug agent connected to the processor in Secure
state
9 Lock Nonsecure Vector Table Offset Register
LKNSVTOR | Asserting this signal prevents changes to the processor's Nonsecure vector table base address.This bit is
sticky, once set, it can only be cleared with a reset.
0b - Unlock this register
1b - Disable writes to the VTOR_NS register
8 Lock Secure VTOR, Application interrupt and Reset Control Registers
LKSVTAIRCR | This bit is sticky, once set, it can only be cleared with a reset. Asserting this signal prevents processor
changes to:
» The Secure vector table base address.
» Handling of Secure interrupt priority.
» BusFault, HardFault, and NMI security target settings in the processor.
0b - Unlock these registers
1b - Disable writes to the VTOR_S, AIRCR[PRIS], and AIRCR[BFHFNMINS] registers
7 Reserved
6 Security Attribution Unit Disable
SAUDIS Ob - SAU is enabled
1b - SAU is disabled
5 NonSecure Memory Protection Unit Disabled
MPUNSDIS 0b - Nonsecure MPU is enabled
1b - Nonsecure MPU is disabled
4 Secure Memory Protection Unit Disabled
MPUSDIS Ob - Secure MPU is enabled

1b - Secure MPU is disabled

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information

123 /2967



NXP Semiconductors

Trusted Resource Domain Controller (TRDC)

Table continued from the previous page...

Field Function
3 Configure Security Extension
CFGSECEXT 0b - ARMv8M Security Extension is disabled

1b - ARMv8-M Security Extension is enabled

2-1 Reserved
0 Valid
VLD When VLD =0, all address attribute from IDAU is nonSecure. When VLD=1, values in other fields of this

register are valid.

9.7.1.16 TRDC FLW Control (TRDC_FLW_CTL)

Offset
Register Offset
TRDC_FLW_CTL 1EOh
Function

This register provides control of the FLW = Flash Logical Window operation.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read/Write

Diagram
Bits 31 30 29 28 | 27 26 25 24 23 22 21 20 19 18 17 16
R 0
\Y LK
w
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 | 1 10 9 8 7 6 5 4 3 2 1 0
R 0
w
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 Valid bit

Table continues on the next page...
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Field Function

\% Ob - FLW function is disabled.
1b - FLW function is enabled.

30 Lock bit
LK Ob - FLW registers may be modified.

1b - FLW registers are locked until the next reset.

29-0 Reserved

9.7.1.17 TRDC FLW Physical Base (TRDC_FLW_PBASE)

Offset
Register Offset
TRDC_FLW_PBASE 1E4h
Function

This read-only register gives the physical base address of the Flash Logical Window.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R PBASE
w
Reset 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R PBASE
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Physical base address

PBASE Physical address of the base of the FLW (mod 32KBytes).
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9.7.1.18 TRDC FLW Array Base (TRDC_FLW_ABASE)

Offset

Register Offset
TRDC_FLW_ABASE 1E8h

Function
This register gives the flash array base address of the Flash Logical Window.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read/Write. This register is not writable
if TRDC_FLW_CTL[LK]=1.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R ABASE_H
ABASE_L
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R | aBas 0
w| EL
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-22 Array base address high

ABASE_H Flash array address upper bits of the base of the FLW (mod 32KBytes).

21-15 Array base address low

ABASE_L Flash array address lower bits of the base of the FLW (mod 32KBytes).

14-0 Reserved

9.7.1.19 TRDC FLW Block Count (TRDC_FLW_BCNT)

Offset
Register Offset
TRDC_FLW_BCNT 1ECh
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Function
This register gives the size of the Flash Logic Window in 32KByte blocks.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read/Write. This register is not writable
if TRDC_FLW_CTL[LK]=1.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R o
BCNT
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-15 Reserved
14-0 Block Count
BCNT Size of FLW in number of 32KByte blocks.

9.7.1.20 TRDC Fault Domain ID (TRDC_FDID)

Offset
Register Offset
TRDC_FDID 1FCh
Function

In the event of an access error, this register is used to specify the domainID of the faulting reference before indexing into the
Domain Error registers.

If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read/Write
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0
FDID
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-4 Reserved
3-0 Domain ID of Faulted Access
FDID This field indicates the domainID of the fault used to index the array of domain error information. The user
queries the DERRLOCXx registers to find the DomainlID of the faulting access and must write this register with
the domain ID before reading the Domain Error registers.

9.7.1.21 TRDC Domain Error Location Register (TRDC_DERRLOCO - TRDC_DERRLOC?2)

Offset
Register Offset
TRDC_DERRLOCO 200h
TRDC_DERRLOC1 204h
TRDC_DERRLOC2 208h
Function

This array of read-only registers provide the instance number of the submodule where (an) access violation(s) occurred. These
registers are organized as a word array, indexed by the faulting domain number, d. The two fields of this register provide a bitmap
of instances associated with all submodules containing captured error information for that domain. These instance numbers are

then used as indices into the DERR_WO0_/, DERR_W1_j and DERR_W3_/register arrays. See Domain error capture management
for more details.

When an access violation is detected by either a Memory Region Checker (MRC) or a Memory Block Checker (MBC), address
and attribute information of the offending access is captured. Using the faulting domainID number as the index, d, this array of
read-only registers provide additional information signaling the instance number of the submodule where the access violation(s)
occurred. Since the resulting exception handler needs the submodule instance to retrieve the captured address and attribute
information from DERR_WO0_/and DERR_W1_j, these registers provide the instance number details.

Attempted writes are error terminated.
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Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 MRCINST
W
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R mbc3_err_slv mbc2_err_slv mbc1_err_slv mbcO_err_slv
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-24 Reserved
23-16 MRC instance

MRCINST This field is a bitmap indicating the presence of a detected access violation for domain d in the implemented
instances of the MRC. The least-significant bit of this field (bit 16) corresponds to MRC instance 0. The
most-significant bit of this field (bit 23) corresponds to MRC instance 7 (MRC instance = i-16 where i is
the register bit number), and so on. Multiple bits can be set at any time indicating access violations for this
domain have been detected across multiple instances of the MRCs.

For each bit in this field:
+ 0 - The memory region checker has not detected an access violation or is not physically present.

* 1 - The memory region checker has detected one or more access violations for this domain.

15-12 MBC3 ERROR SLAVE
mbc3_err_slv » 0001b - Error in Slave memory 0
+ 0010b - Error in Slave memory 1
* 0100b - Error in Slave memory 2
* 1000b - Error in Slave memory 3

11-8 MBC2 ERROR SLAVE
mbc2_err_slv * 0001b - Error in Slave memory 0
» 0010b - Error in Slave memory 1
+ 0100b - Error in Slave memory 2
* 1000b - Error in Slave memory 3

7-4 MBC1 ERROR SLAVE

Table continues on the next page...
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Field Function

mbc1_err_slv

* 0001b - Error in Slave memory 0
* 0010b - Error in Slave memory 1
» 0100b - Error in Slave memory 2

* 1000b - Error in Slave memory 3

mbc0_err_slv

3-0 MBCO ERROR SLAVE

* 0001b - Error in Slave memory 0
» 0010b - Error in Slave memory 1
» 0100b - Error in Slave memory 2
» 1000b - Error in Slave memory 3

9.7.1.22 MBC Domain Error Word0 Register (MBCO_DERR_WO0 - MBC2_DERR_WO0)

Offset
Register Offset
MBCO_DERR_WO0 400h
MBC1_DERR_WO0 410h
MBC2_DERR_WO0 420h

Function

This read-only register array provides the address of an access violation detected by memory block checker (MBC). These
registers are organized as a word array, which is indexed by the MBC instance number. That is, the index, i, of this array is the
instance number of MBC with the access violation. The submodule instance numbers are provided by the DERRLOC registers.
The memory mapped error capture detail registers are organized as 24 sequential 16 byte entries.

When an access violation is detected and the offending information captured, subsequent updates to this register are disabled
until the required data pattern is written to the DERR_W3_i register. At that time, this register is cleared and re-enabled to capture
the next access violation.

Attempted writes are error terminated as are attempted reads of an MBC instance that is not physically present.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R EADDR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R EADDR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Error address
EADDR This is the unaliased virtual address of the access that generated the access violation.

9.7.1.23 MBC Domain Error Word1 Register (MBCO_DERR_W1 - MBC2_DERR_W1)

Offset
Register Offset
MBCO_DERR_W1 404h
MBC1_DERR_W1 414h
MBC2_DERR_W1 424h
Function

This read-only register array provides the attributes of an access violation detected by Memory Block Checker (MBC). These
registers are organized as a word array, which is indexed by the violating submodule instance number. Refer to register

Domain Error Location(DERRLOCd), Domain Error Word0 Register(DERR_WO_i), and Domain error capture management for
more information.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R EST 0 EPORT 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 ERW EATR 0 EDID
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-30 Error state
EST This field signals the state of access violations for this domain in this instance of the block checker or region
checker. Once an access violation has been detected and the faulting address and attribute information
stored, subsequent errors are simply recorded as an overrun condition without any data captured.
After retrieving the faulting address and attributes, the error capture mechanism must be rearmed by
performing a write to DERR_W3_i.
00b - No access violation has been detected.
01b - No access violation has been detected.
10b - A single access violation has been detected.
11b - Multiple access violations for this domain have been detected by this submodule instance.
Only the address and attribute information for the first error have been captured in DERR_WO_i
and DERR_W1_i.
29-27 Reserved
26-24 Error port
EPORT This field identifies the encoded port number of the MBC that detected the access violation. The MBC port
number connection is device-specific. See the chip configuration details for more information.
This is the the MBC slave that has the violation.
000b - mbcexsivO
001b - mbexslv1
010b - mbexslv2
011b - mbcexslv3
23-12 Reserved

Table continues on the next page...
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Field Function
11 Error read/write
ERW This field signals whether the captured access violation occurred on a read or write reference.

0Ob - Read access

1b - Write access

10-8 Error attributes

EATR This field captures attributes of the access violation.

000b - Secure user mode, instruction fetch access.

001b - Secure user mode, data access.

010b - Secure privileged mode, instruction fetch access.
011b - Secure privileged mode, data access.

100b - Nonsecure user mode, instruction fetch access.
101b - Nonsecure user mode, data access.

110b - Nonsecure privileged mode, instruction fetch access.

111b - Nonsecure privileged mode, data access.

7-4 Reserved
3-0 Error domain identifier
EDID This field captures the domain identifier of the access violation.

9.7.1.24 MBC Domain Error Word3 Register (MBCO_DERR_W3 - MBC2_DERR_W3)

Offset
Register Offset
MBCO_DERR_W3 40Ch
MBC1_DERR_W3 41Ch
MBC2_DERR_W3 42Ch
Function

This register is used to rearm the error capture logic and clear the DERR_WO_i and DERR_W1_i registers. After the domain
access violation error details have been read, typically in an exception service routine, a 32-bit word write to this register is required
to rearm the error capture logic.

A read of this location returns zeroes. Attempted reads of a Memory Region Checker (MRC) or Memory Block Checker (MBC)
instance that is not physically present are error terminated.

See Domain error capture management for more details.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 0
w RECR
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-30 Rearm Error Capture Registers
RECR This 2-bit, write-only field controls the rearming of the domain error capture registers. Once an access
violation has been detected with the faulting address and attribute information stored, subsequent errors are
simply recorded as an overrun condition without any data captured.
Writing 01b to this field rearms the error capture mechanism and clears the DERR_WO0_i and DERR_W1_i
registers. A write of any value other than 01b has no effect.
29-0 Reserved

9.7.1.25 MRC Domain Error Word0 Register (MRCO_DERR_WO0)

Offset
Register Offset
MRCO_DERR_WO0 480h
Function

This read-only register array provides the address of an access violation detected by memory region checker (MRC). These
registers are organized as a word array, which is indexed by the MRC instance number. That is, the index, i, of this array is the
instance number of MRC with the access violation. The submodule instance numbers are provided by the DERRLOC registers.
The memory mapped error capture detail registers are organized as 24 sequential 16 byte entries.

When an access violation is detected and the offending information captured, subsequent updates to this register are disabled
until the required data pattern is written to the DERR_W3_i register. At that time, this register is cleared and re-enabled to capture
the next access violation.

Attempted writes are error terminated as are attempted reads of an MRC instance that is not physically present.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 134 /2967




NXP Semiconductors

Trusted Resource Domain Controller (TRDC)

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R EADDR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R EADDR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Error address
EADDR This is the unaliased virtual address of the access that generated the access violation.

9.7.1.26 MRC Domain Error Word1 Register (MRCO_DERR_W1)

Offset
Register Offset
MRCO_DERR_W1 484h
Function

This read-only register array provides the attributes of an access violation detected by memory region checker (MRC). These
registers are organized as a word array, which is indexed by the violating submodule instance number. Refer to register

Domain Error Location(DERRLOCd), Domain Error Word0O Register(DERR_WO_i), and Domain error capture management for
more information.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R EST 0 EPORT 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 ERW EATR 0 EDID
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields

Field Function

31-30 Error state

EST This field signals the state of access violations for this domain in this instance of the block checker or region
checker. Once an access violation has been detected and the faulting address and attribute information
stored, subsequent errors are simply recorded as an overrun condition without any data captured.

After retrieving the faulting address and attributes, the error capture mechanism must be rearmed by
performing a write to DERR_W3_i.

00b - No access violation has been detected.
01b - No access violation has been detected.
10b - A single access violation has been detected.

11b - Multiple access violations for this domain have been detected by this submodule instance.
Only the address and attribute information for the first error have been captured in DERR_WO_i
and DERR_W1_i.

29-27 Reserved

26-24 Error port

EPORT This field identifies the encoded port number of the MRC that detected the access violation. The MRC port
number connection is device-specific. See the chip configuration details for more information.

23-12 Reserved
11 Error read/write
ERW This field signals whether the captured access violation occurred on a read or write reference.

Ob - Read access

1b - Write access

10-8 Error attributes

EATR This field captures certain attributes of the access violation.

000b - Secure user mode, instruction fetch access.

001b - Secure user mode, data access.

010b - Secure privileged mode, instruction fetch access.
011b - Secure privileged mode, data access.

100b - Nonsecure user mode, instruction fetch access.
101b - Nonsecure user mode, data access.

110b - Nonsecure privileged mode, instruction fetch access.

111b - Nonsecure privileged mode, data access.

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 136 / 2967




NXP Semiconductors

Trusted Resource Domain Controller (TRDC)

Table continued from the previous page...

Field Function
7-4 Reserved
3-0 Error domain identifier
EDID This field captures the domain identifier of the access violation.

9.7.1.27 MRC Domain Error Word3 Register (MRCO_DERR_W3)

Offset
Register Offset
MRCO_DERR_W3 48Ch

Function

This register is used to rearm the error capture logic and clear the DERR_WO_i and DERR_W1_i registers. After the domain
access violation error details have been read, typically in an exception service routine, a 32-bit word write to this register is required
to rearm the error capture logic.

A read of this location returns zeroes. Attempted reads of a memory region checker (MRC) or Memory Block Checker (MBC)
instance that is not physically present are error terminated.

See Domain error capture management for more details.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read/Write

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 0
w RECR
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-30 Rearm Error Capture Registers

Table continues on the next page...
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Field Function

RECR This 2-bit, write-only field controls the rearming of the domain error capture registers. Once an access
violation has been detected with the faulting address and attribute information stored, subsequent errors are
simply recorded as an overrun condition without any data captured.

Writing 01b to this field rearms the error capture mechanism and clears the DERR_WO0_i and DERR_W1_i
registers. A write of any value other than 01b has no effect.

29-0 Reserved

9.7.1.28 DAC Master Domain Assignment Register (MDA_WO0_0_DFMTO)

Offset
Register Offset
MDA_WO0_0_DFMTO 800h
Function

The MDA_Wr_m registers provide a 2-dimensional data structure for assigning bus masters to domains. The number of
implemented registers is defined by DACFGm[NMDAR]. This per-master domain assignment is then repeated for each bus
master (MDAm). Thus, m specifies the master number and r refers to the specific MDA register for a given bus master.

Each Wr within the MDAm structure is a word-sized definition; there are two formats supported, one for processor cores and
another for non-processors. Processor masters typically support one or more Wr domain definitions, while non-processor masters
support a single Wr.

The DAC submodule is responsible for the generation of domain identifiers for every transaction from every bus master. If there
is a single Wr for a given master, then the specified domain identifier is used directly. If there are multiple Wr values for a given
master, then the DAC evaluates the conditional terms to determine a “hit”. For all Wr hits, their corresponding domain identifiers
are simply logically summed together (boolean OR). Use cases are typically expected to hit in a single Wrfor a processor master.
Special care is needed if none of the conditional terms hit in any Wr evaluation; for this case, the generated DID = 0 and software
needs to be aware of any potential access rights granted for this DID.

Each MDA_Wr_m register has one of two programming models depending on the state of the domain format field, DFMT. The
model described in this section is for DFMT = 0. This definition allows three different specifications of the DID for processors. The
DFMT = 1 model is described in Master Domain Assignment (MDA_Wr_m_DFMT1) register.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read/write
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R DFMT 0 0
VLD LK1
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 | 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0 0
DIDS DID
w
Reset 0 0 0 0 | 0 0 0 0 | 0 0 0 0 0 0 0 0
Fields
Field Function
31 Valid
VLD This field indicates the domain assignment is valid. It is further qualified by CR[GVLDM] = 1. If CR[GVLDM]
is cleared, the DID output is defined by the SoC-specific default DIDvalue. See the TRDC chip configuration
section for more details. If both MDA_Wr_m[VLD] and CR[GVLDM] are asserted, the DID output is defined
by the remaining contents of this register.
Ob - The Wr domain assignment is invalid.
1b - The Wr domain assignment is valid.
30 1-bit Lock
LK1 This field provides a locking mechanism that can be used to limit the ability to write the register. Once set,
this bit remains asserted until the next reset.
0b - Register can be written by any secure privileged write.
1b - Register is locked (read-only) until the next reset.
29 Domain format
DFMT Identifies this register's domain assignment format.
NOTE
This bitfield access is ROZ
0b - Processor-core domain assignment
1b - Non-processor domain assignment
28 Reserved
27-22 Reserved
21-16 Reserved

Table continues on the next page...
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Field Function
15-14 Reserved
13-9 Reserved
8-6 Reserved
5-4 DID Select
DIDS This field selects the source of the domain identifier.
00b - Use MDAmM[3:0] as the domain identifier.
01b - Use the input DID as the domain identifier.
10b - Use MDAmM[3:2] concatenated with the low-order 2 bits of the input DID (DID_in[1:0]) as the
domain identifier.
11b - Reserved for future use.
3-0 Domain identifier
DID This 4-bit field is the domain ID attribute that is sent on the accesses from the bus master connected to
the DAC when DIDS=00b. DID[3:2] is used when DIDS=10b

9.7.1.29 DAC Master Domain Assignment Register (MDA_WO0_1_DFMT1 - MDA_WO0_3_DFMT1)

Offset
Register Offset
MDA_WO_1_DFMT1 820h
MDA_WO0_2_DFMT1 840h
MDA_WO0_3_DFMT1 860h
Function

This register is identical to Master Domain Assignment (MDA_Wr_m_DFMTO) register except that the domain format field, DFMT,
is 1 and the PID field is not used. This format supports two different specifications of the DID for non-core bus masters.

Access: If TZ-M is enabled, then SecurePrivileged, else NonsecurePriv Read/write
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R DFMT 0 0
VLD LK1
w
Reset 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 | 11 10 9 8 7 6 5 4 3 2 1 0
R 0 0
DIDB SA PA DID
w
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 Valid
VLD This field indicates the domain assignment is valid. It is further qualified by CR[GVLDM] = 1. If CR[GVLDM]
is cleared, the DID output is defined by the SoC-specific default DIDvalue. See the TRDC chip configuration
section for more details. If both MDA_Wr_m[VLD] and CR[GVLDM] are asserted, the DID output is defined
by the remaining contents of this register.
Ob - The Wr domain assignment is invalid.
1b - The Wr domain assignment is valid.
30 1-bit Lock
LK1 This field provides a locking mechanism that can be used to limit the ability to write the register. Once set,
this bit remains asserted until the next reset.
0b - Register can be written by any secure privileged write.
1b - Register is locked (read-only) until the next reset.
29 Domain format
DFMT Identifies this register's domain assignment format.
NOTE
This bitfield access is ROO
0b - Processor-core domain assignment
1b - Non-processor domain assignment
28 Reserved
27-22 Reserved
21-16 Reserved

Table continues on the next page...
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Table continued from the previous page...

Field Function
15:4 Reserved
13-9 Reserved
8 DID Bypass
DIDB If asserted, this bit enables the bypassing of an input DID value as the domain identifier for this

non-processor bus master. This capability allows non-processor bus masters, for example, a DMA to
masquerade as a processor.

Once set, this field is “sticky” and remains set until the next reset.

DAC DID Input

0 0

1 DMA Domain ID
2 USB Domain ID

0b - Use MDAN[3:0] as the domain identifier.
1b - Use the DID input as the domain identifier.

7-6 Secure attribute

SA This field defines the secure/nonsecure attribute for non-processor cores.

NOTE
The bus master’s input secure/nonsecure attribute is used if SA = 1X, or this VLD = 0.
If TZZM_ENB = 0, the master attribute is forced to nonsecure. A nonsecure write cannot
program this field to 2'b00, which is a security level higher than the mode of the process that
is writing it.
Reset value of SA:

» if TZM_ENB=0, SA reset value = 2'b01
» if TZM_ENB=1, SA reset value = 2'b00

00b - Force the bus attribute for this master to secure.
01b - Force the bus attribute for this master to nonsecure.
10b - Use the bus master’s secure/nonsecure attribute directly.

11b - Use the bus master’s secure/nonsecure attribute directly.

5-4 Privileged attribute

PA This field defines the privileged/user attribute for non-processor cores.

Table continues on the next page...
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Field Function

NOTE
The bus master’s input privileged/user attribute is used if PA = 1X, or this VLD = 0.

00b - Force the bus attribute for this master to user.
01b - Force the bus attribute for this master to privileged.
10b - Use the bus master’s privileged/user attribute directly.

11b - Use the bus master’s privileged/user attribute directly.

3-0 Domain identifier

DID This 4-bit field is the domain ID attribute that is sent on the accesses from the bus master connected to
the DAC when DIDB=0.

9.7.1.30 MBC Global Configuration Register (MBCO_MEMO_GLBCFG - MBC2_MEM3_GLBCFG)

Offset
Form=0to2;r=0to 3:

Register Offset

MBCm_MEMr_GLBCFG | 1000h + (m x 1000h) + (r x 4h)

Function

These MBC global configuration read-only registers contain information on the MBC's hardware configuration. Specifically, it
defines the number of memory blocks and the size of each block in each MBC mem (r).

Diagram

Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 0 SIZE_LOG2
w

Reset See Register reset values.

Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 NBLKS
w

Reset See Register reset values.
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Register reset values

Trusted Resource Domain Controller (TRDC)

Register Reset value
MBCO0_MEMO_GLBCFG 000C_0020h
MBCO_MEM1_GLBCFG 000C_0004h
MBCO_MEM2_GLBCFG 000C_0001h
MBCO0_MEM3_GLBCFG 000C_000Ch
MBC1_MEMO_GLBCFG 000C_0002h
MBC1_MEM1_GLBCFG 000C_0008h
MBC1_MEM2_GLBCFG 000C_0005h
MBC1_MEM3_GLBCFG 000C_0002h
MBC2_MEMO_GLBCFG 000C_004Fh
MBC2_MEM1_GLBCFG 000C_0004h
MBC2_MEM2_GLBCFG 000C_0010h
MBC2_MEM3_GLBCFG 000C_0000h
Fields

Field Function

31-30 Reserved

29-21 Reserved

20-16 Log2 size per block

SIZE_LOG2 | For example SIZE_LOG2=0x0C is 2"12=4 KB blocks.

15-10 Reserved
9-0 Number of blocks in this memory
NBLKS
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9.7.1.31 MBC NonSecure Enable Block Index (MBCO_NSE_BLK_INDEX - MBC2_NSE_BLK_INDEX)

Offset
Register Offset
MBCO_NSE_BLK_INDE |1010h
X
MBC1_NSE_BLK_INDE |2010h
X
MBC2_NSE_BLK_INDE |3010h
X
Function
This R/W register defines the selected memories that are affected by the writes to the NSE_BLK_SET and NSE_BLK_CLR
registers.
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R Al 0 DID_ | DID_ | DID_
W SEL2 | SEL1 | SELO
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 0 0
MEM_SEL WNDX
W
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 Auto Increment
Al Ob - No effect.
1b - Add 1 to the WNDX field after the register write.
30-19 Reserved
18-16 DID Select
DID_SELn Destination domain bitmap select.

0b - No effect.
1b - Selects NSE bits for this domain.

Table continues on the next page...
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Table continued from the previous page...

Field Function
15-12 Reserved
11-8 Memory Select

MEM_SEL Destination memory bitmap select.
- Bit[11] - MBC MEM 3

« Bit[10] - MBC MEM 2

« Bit [9] - MBC MEM 1

- Bit [8] - MBC MEM 0

7-6 Reserved
5-2 Word index into the block NSE bitmap. It selects the BLK_NSE_Wn register, where WNDX determines
the value of n.
WNDX
1 Reserved
0 Reserved

9.7.1.32 MBC NonSecure Enable Block Set (MBCO_NSE_BLK_SET - MBC2_NSE_BLK_SET)

Offset

Register Offset

MBCO_NSE_BLK_SET | 1014h

MBC1_NSE_BLK_SET |2014h

MBC2_NSE_BLK_SET |3014h

Function

A write to this register sets the appropriate NSE Bits for the selected domains and memories defined at the word

location NSE_BLK_INDEX[WDNX]. If NSE_BLK_INDEXJAI] = 1, then the NSE_BLK_INDEX[WDNX] field is incremented by
1 (modulo-16) after the write is completed. This register reads as zero.

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 146 / 2967




NXP Semiconductors

Trusted Resource Domain Controller (TRDC)

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w WA1SET
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0
w W1SET
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Write-1 Set
W1SET If set to 1, sets appropriate NSE bit for the selected domains and memories defined at the word location
NSE_BLK_INDEX[WDNX]. Write with value 0 has no effect.

9.7.1.33 MBC NonSecure Enable Block Clear (MBCO_NSE_BLK_CLR - MBC2_NSE_BLK_CLR)

Offset

Register Offset
MBCO_NSE_BLK_CLR |1018h
MBC1_NSE_BLK_CLR |2018h
MBC2_NSE_BLK_CLR |3018h

Function

A write to this location clears the appropriate NSE bits as defined by the W1CLR[n]=1 for the selected domains and memories
Defined at the word location NSE_BLK_INDEX[WDNX]. If NSE_BLK_INDEX[AI] = 1, then the NSC_BLK_INDEX[WDNX] field
is incremented by 1 (modulo-16) after the write is completed. This register reads as zero.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w W1CLR
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0
w W1CLR
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Write-1 Clear
W1CLR If set to 1, Clear the appropriate NSE bit for the selected domains and memories defined at the word
location NSE_BLK_INDEX[WDNX]. Write with value 0 has no effect.

9.7.1.34 MBC NonSecure Enable Block Clear All (MBCO_NSE_BLK_CLR_ALL - MBC2_NSE_BLK_CLR_ALL)

Offset

Register Offset
MBCO_NSE_BLK_CLR_ | 101Ch
ALL

MBC1_NSE_BLK_CLR_ |201Ch
ALL

MBC2_NSE_BLK_CLR_ |301Ch

ALL

Function

A write to this location clears all the block NSE bits for the selected domains and memories defined in the write data. This

register reads as zero.
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Diagram
Bits 31 30 29 28 27 26 25 24 | 23 22 21 20 | 19 18 17 16
R 0 0 0 0
DID_ | DID_ | DID_
w
SEL2 | SEL1 | SELO
Reset 0 0 0 0 0 0 0 0 | 0 0 0 0 | 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 | 3 2 1 0
R 0 0 0
w MEMSEL
Reset 0 0 0 0 0 0 0 0 0 0 0 0 | 0 0 0 0
Fields
Field Function
31-19 Reserved
18-16 DID Select
DID_SELn Destination domain bitmap select.
0b - No effect.
1b - Clear all NSE bits for this domain.
15-12 Reserved
11-8 Memory Select
MEMSEL Destination memory bitmap select.
 Bit[11] - clear all MEM 3 NSE bits
 Bit[10] - clear all MEM 2 NSE bits
* Bit[9] - clear all MEM 1 NSE bits
+ Bit [8] - clear all MEM 0 NSE bits
7-0 Reserved

9.7.1.35 MBC Global Access Control (MBCO_MEMN_GLBACO)

Offset
Register Offset
MBCO_MEMN_GLBACO | 1020h

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information

149 / 2967



NXP Semiconductors

Function
These fully programmable R/W fields define the R/W/X (read/write/execute) access control flags with each of the 4 supported
operating modes: SecurePriv, SecureUser, NonsecurePriv, Nonsecure User. The lock bit provides the ability to lock these
contol access flags and to lock the MBC_BLK_CFG[MBACSEL] field when a locked MBC_MEMN_GLBAC register is selected.

Trusted Resource Domain Controller (TRDC)

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R| 0 0 0 0
SPR | SPW | SPX SUR | SUW | SUX NPR | NPW | NPX NUR | NUW | NUX
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-15 Reserved
14 SecurePriv Read
SPR SecurePriv read access control flag
Ob - Read access is not allowed in Secure Privilege mode.
1b - Read access is allowed in Secure Privilege mode.
13 SecurePriv Write
SPW SecurePriv write access control flag
Ob - Write access is not allowed in Secure Privilege mode.
1b - Write access is allowed in Secure Privilege mode.
12 SecurePriv Execute
SPX SecurePriv execute access control flag
0b - Execute access is not allowed in Secure Privilege mode.
1b - Execute access is allowed in Secure Privilege mode.
11 Reserved
10 SecureUser Read
SUR SecureUser read access control flag
Table continues on the next page...
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Table continued from the previous page...

Field Function
0Ob - Read access is not allowed in Secure User mode.
1b - Read access is allowed in Secure User mode.
9 SecureUser Write
SUw SecureUser write access control flag
0b - Write access is not allowed in Secure User mode.
1b - Write access is allowed in Secure User mode.
8 SecureUser Execute
SUX SecureUser execute access control flag
0b - Execute access is not allowed in Secure User mode.
1b - Execute access is allowed in Secure User mode.
7 Reserved
6 NonsecurePriv Read
NPR NonsecurePriv read access control flag
Ob - Read access is not allowed in Nonsecure Privilege mode.
1b - Read access is allowed in Nonsecure Privilege mode.
5 NonsecurePriv Write
NPW NonsecurePriv write access control flag
0b - Write access is not allowed in Nonsecure Privilege mode.
1b - Write access is allowed in Nonsecure Privilege mode.
4 NonsecurePriv Execute
NPX NonsecurePriv execute access control flag
0b - Execute access is not allowed in Nonsecure Privilege mode.
1b - Execute access is allowed in Nonsecure Privilege mode.
3 Reserved
2 NonsecureUser Read
NUR NonsecureUser read access control flag

Ob - Read access is not allowed in Nonsecure User mode.

1b - Read access is allowed in Nonsecure User mode.

NonsecureUser Write

Table continues on the next page...
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Trusted Resource Domain Controller (TRDC)

Field Function

NUW NonsecureUser write access control flag

0b - Write access is not allowed in Nonsecure User mode.

1b - Write access is allowed in Nonsecure User mode.

0 NonsecureUser Execute

NUX NonsecureUser execute access control flag

0b - Execute access is not allowed in Nonsecure User mode.

1b - Execute access is allowed in Nonsecure User mode.

9.7.1.36 MBC Global Access Control (MBCO_MEMN_GLBAC1 - MBCO_MEMN_GLBAC?)

Offset
Register Offset
MBCO_MEMN_GLBAC1 |1024h
MBCO_MEMN_GLBAC2 |1028h
MBCO_MEMN_GLBAC3 | 102Ch
MBCO_MEMN_GLBAC4 | 1030h
MBCO_MEMN_GLBACS5 | 1034h
MBCO_MEMN_GLBAC6 | 1038h
MBCO_MEMN_GLBAC7 |103Ch

Function

These fully programmable R/W fields define the R/W/X (read/write/execute) access control flags with each of the 4 supported
operating modes: SecurePriv, SecureUser, NonsecurePriv, Nonsecure User. The lock bit provides the ability to lock these
contol access flags and to lock the MBC_BLK_CFG[MBACSEL] field when a locked MBC_MEMN_GLBAC register is selected.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

R 0

LK

w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R 0 0 0 0

SPR | sSPw | SPX SUR | Suw | Sux NPR | NPW | NPX NUR | NUW | NUX

w

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields
Field Function
31 LOCK
LK This 1-bit field provides a mechanism to limit writes to the this register to protect its contents. Once set,
this bit remains asserted until the next reset.
0b - This register is not locked and can be altered.
1b - This register is locked and cannot be altered.
30-15 Reserved
14 SecurePriv Read
SPR SecurePriv read access control flag
Ob - Read access is not allowed in Secure Privilege mode.
1b - Read access is allowed in Secure Privilege mode.
13 SecurePriv Write
SPW SecurePriv write access control flag
Ob - Write access is not allowed in Secure Privilege mode.
1b - Write access is allowed in Secure Privilege mode.
12 SecurePriv Execute
SPX SecurePriv execute access control flag
Ob - Execute access is not allowed in Secure Privilege mode.
1b - Execute access is allowed in Secure Privilege mode.
11 Reserved
10 SecureUser Read
SUR SecureUser read access control flag
Ob - Read access is not allowed in Secure User mode.
1b - Read access is allowed in Secure User mode.
9 SecureUser Write
SUw SecureUser write access control flag
Ob - Write access is not allowed in Secure User mode.
1b - Write access is allowed in Secure User mode.
8 SecureUser Execute
SUX SecureUser execute access control flag

Table continues on the next page...
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Table continued from the previous page...

Field Function

0Ob - Execute access is not allowed in Secure User mode.

1b - Execute access is allowed in Secure User mode.

7 Reserved
6 NonsecurePriv Read
NPR NonsecurePriv read access control flag

Ob - Read access is not allowed in Nonsecure Privilege mode.

1b - Read access is allowed in Nonsecure Privilege mode.

5 NonsecurePriv Write
NPW NonsecurePriv write access control flag
0b - Write access is not allowed in Nonsecure Privilege mode.

1b - Write access is allowed in Nonsecure Privilege mode.

4 NonsecurePriv Execute
NPX NonsecurePriv execute access control flag
Ob - Execute access is not allowed in Nonsecure Privilege mode.

1b - Execute access is allowed in Nonsecure Privilege mode.

3 Reserved
2 NonsecureUser Read
NUR NonsecureUser read access control flag

0b - Read access is not allowed in Nonsecure User mode.

1b - Read access is allowed in Nonsecure User mode.

1 NonsecureUser Write
NUW NonsecureUser write access control flag
0b - Write access is not allowed in Nonsecure User mode.

1b - Write access is allowed in Nonsecure User mode.

0 NonsecureUser Execute
NUX NonsecureUser execute access control flag
Ob - Execute access is not allowed in Nonsecure User mode.

1b - Execute access is allowed in Nonsecure User mode.
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9.7.1.37 MBC Memory Block Configuration Word (MBCO_DOMO_MEMO_BLK_CFG_WO0 -

Trusted Resource Domain Controller (TRDC)

MBC2_DOM2_MEM2_BLK_CFG_W1)

Offset

Register

Offset

MBCO_DOMO_MEMO_B
LK_CFG_WO0

1040h

MBCO_DOMO_MEMO_B
LK_CFG_W1

1044h

MBCO_DOMO_MEMO_B
LK_CFG_W2

1048h

MBCO_DOMO_MEMO_B
LK_CFG_W3

104Ch

MBCO_DOMO_MEM1_B
LK_CFG_WO0

1180h

MBCO_DOMO_MEM2_B
LK_CFG_WO0

11A8h

MBCO_DOMO_MEM3_B
LK_CFG_W0

11DOh

MBCO0_DOMO_MEM3_B
LK_CFG_W1

11D4h

MBCO0_DOM1_MEMO_B
LK_CFG_W0

1240h

MBCO_DOM1_MEMO_B
LK_CFG_W1

1244h

MBCO_DOM1_MEMO_B
LK_CFG_W2

1248h

MBCO_DOM1_MEMO_B
LK_CFG_W3

124Ch

MBCO_DOM1_MEM1_B
LK_CFG_WO0

1380h

MBCO_DOM1_MEM2_B
LK_CFG_WO0

13A8h

MBCO_DOM1_MEM3_B
LK_CFG_WO0

13D0h

MBCO_DOM1_MEM3_B
LK_CFG_W1

13D4h

MBC0O_DOM2_MEMO_B
LK_CFG_WO0

1440h

MBC0O_DOM2_MEMO_B
LK_CFG_W1

1444h

Table continues on the next page...
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Table continued from the previous page...

Register

Offset

MBCO_DOM2_MEMO_B
LK_CFG_W2

1448h

MBCO_DOM2_MEMO_B
LK_CFG_W3

144Ch

MBCO_DOM2_MEM1_B
LK_CFG_WO0

1580h

MBCO_DOM2_MEM2_B
LK_CFG_WO0

15A8h

MBCO0_DOM2_MEM3_B
LK_CFG_W0

15D0h

MBC0_DOM2_MEM3_B
LK_CFG_W1

15D4h

MBC1_DOMO_MEMO_B
LK_CFG_WO0

2040h

MBC1_DOMO_MEM1_B
LK_CFG_WO0

2180h

MBC1_DOMO_MEM2_B
LK_CFG_WO0

21A8h

MBC1_DOMO_MEM3_B
LK_CFG_W0

21D0h

MBC1_DOM1_MEMO_B
LK_CFG_WO0

2240h

MBC1_DOM1_MEM1_B
LK_CFG_WO0

2380h

MBC1_DOM1_MEM2_B
LK_CFG_WO0

23A8h

MBC1_DOM1_MEM3_B
LK_CFG_WO0

23D0h

MBC1_DOM2_MEMO_B
LK_CFG_WO0

2440h

MBC1_DOM2_MEM1_B
LK_CFG_WO0

2580h

MBC1_DOM2_MEM2_B
LK_CFG_W0

25A8h

MBC1_DOM2_MEM3_B
LK_CFG_W0

25D0h

MBC2_DOMO_MEMO_B
LK_CFG_WO0

3040h

Table continues on the next page...
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Table continued from the previous page...

Register

Offset

MBC2_DOMO_MEMO_B
LK_CFG_W1

3044h

MBC2_DOMO_MEMO_B
LK_CFG_W2

3048h

MBC2_DOMO_MEMO_B
LK_CFG_W3

304Ch

MBC2_DOMO_MEMO_B
LK_CFG_W4

3050h

MBC2_DOMO_MEMO_B
LK_CFG_W5

3054h

MBC2_DOMO_MEMO_B
LK_CFG_W6

3058h

MBC2_DOMO_MEMO_B
LK_CFG_W7

305Ch

MBC2_DOMO_MEMO_B
LK_CFG_W8

3060h

MBC2_DOMO_MEMO_B
LK_CFG_W9

3064h

MBC2_DOMO_MEM1_B
LK_CFG_W0

3180h

MBC2_DOMO_MEM2_B
LK_CFG_WO0

31A8h

MBC2_DOMO_MEM2_B
LK_CFG_W1

31ACh

MBC2_DOM1_MEMO_B
LK_CFG_WO0

3240h

MBC2_DOM1_MEMO_B
LK_CFG_W1

3244h

MBC2_DOM1_MEMO_B
LK_CFG_W2

3248h

MBC2_DOM1_MEMO_B
LK_CFG_W3

324Ch

MBC2_DOM1_MEMO_B
LK_CFG_W4

3250h

MBC2_DOM1_MEMO_B
LK_CFG_W5

3254h

MBC2_DOM1_MEMO_B
LK_CFG_W6

3258h
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Table continued from the previous page...

Register

Offset

MBC2_DOM1_MEMO_B
LK_CFG_W7

325Ch

MBC2_DOM1_MEMO_B
LK_CFG_W8

3260h

MBC2_DOM1_MEMO_B
LK_CFG_W9

3264h

MBC2_DOM1_MEM1_B
LK_CFG_WO0

3380h

MBC2_DOM1_MEM2_B
LK_CFG_W0

33A8h

MBC2_DOM1_MEM2_B
LK_CFG_W1

33ACh

MBC2_DOM2_MEMO_B
LK_CFG_WO0

3440h

MBC2_DOM2_MEMO_B
LK_CFG_W1

3444h

MBC2_DOM2_MEMO_B
LK_CFG_W2

3448h

MBC2_DOM2_MEMO_B
LK_CFG_W3

344Ch

MBC2_DOM2_MEMO_B
LK_CFG_W4

3450h

MBC2_DOM2_MEMO_B
LK_CFG_W5

3454h

MBC2_DOM2_MEMO_B
LK_CFG_W6

3458h

MBC2_DOM2_MEMO_B
LK_CFG_W7

345Ch

MBC2_DOM2_MEMO_B
LK_CFG_W8

3460h

MBC2_DOM2_MEMO_B
LK_CFG_W9

3464h

MBC2_DOM2_MEM1_B
LK_CFG_W0

3580h

MBC2_DOM2_MEM2_B
LK_CFG_W0

35A8h

MBC2_DOM2_MEM2_B
LK_CFG_W1

35ACh
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Function
MBC[m]_DOM[d]_MEM[s]_BLK_CFG_W][w], where,
* m - mbc index
* d - domain index
* s - memory slave index
* w - word index

These registers are read/write for both the alternate view of the NSE bit and the 3-bit MBACSEL field. This is an array of 4 bit fields
defining the block configuration for the given submemory. Each 4-bit field includes an alternative view of the associated NSE bit
plus a 3-bit access control select that selects the global access control value that applies to the referenced memory block.

For a given memory block, B, if the value programmed in the MBACSELRn field selects a locked MBC_MEMN_GLBACT register,
the MBACSEL field is locked until the next reset. Depending on BLK_CFG_W, the NSEn/MBASELn fields correspond to different
blocks. The following table describes the relationship between W (word index) and B (block number).

MEMO supports up to 512 blocks ; WO - W63
MEM1-3 supports up to 64 block ; WO - W7

NOTE
This register is shown with fields such that it covers entire 32 bit register. However, actual fields may be less if
number of blocks are such that fields don't align to 32 bits. These absent fields may be shown but user can refer
to table below to deduce actual fields and treat absent fields as reserved.

Table 35. Block Config Word to Block Number Relationship

Block NSE7/ NSE6/ NSE5/ NSE4/ NSE3/ NSE2/ NSE1/ NSEO0/
Config MBACSEL7 | MBACSEL6 | MBACSEL5 | MBACSEL4 | MBACSEL3 | MBACSEL2 | MBACSEL1 | MBACSELO
Word
w0 block 7 block 6 block 5 block 4 block 3 block 2 block 1 block 0
WA1 block 15 block 14 block 13 block 12 block 11 block 10 block 9 block 8
W2 block 23 block 22 block 21 block 20 block 19 block 18 block 17 block 16
W3 block 31 block 30 block 29 block 28 block 27 block 26 block 25 block 24
W4 block 39 block 38 block 37 block 36 block 35 block 34 block 33 block 32
W5 block 47 block 46 block 45 block 44 block 43 block 42 block 41 block 40
W6 block 55 block 54 block 53 block 52 block 51 block 50 block 49 block 48
W7 block 63 block 62 block 61 block 60 block 59 block 58 block 57 block 56
For MEMO, block 64 - block 511
We4 block 71 block 70 block 69 block 68 block 67 block 66 block 65 block 64
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Table 35. Block Config Word to Block Number Relationship (continued)

Block NSE7/ NSE6/ NSES5/ NSE4/ NSE3/ NSE2/ NSE1/ NSEO/
Config MBACSEL7 | MBACSEL6 | MBACSEL5 | MBACSEL4 | MBACSEL3 | MBACSEL2 | MBACSEL1 | MBACSELO
Word
W63 block 511 block 510 | block 509  |block 508 | block 507 | block 506 |block 505 | block 504
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
NSE7 MBACSEL7 NSE6 MBACSEL6 NSE5 MBACSEL5 NSE4 MBACSEL4
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R
NSE3 MBACSEL3 NSE2 MBACSEL2 NSE1 MBACSEL1 NSEO MBACSELO
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 NonSecure Enable for block B
NSE7 0b - Secure accesses to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]), nonsecure accesses to block B are not
allowed.

1b - Secure accesses to block B are are not allowed, nonsecure accesses
to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]).

30-28 Memory Block Access Control Select for block B
MBACSEL7 | This field selects the global access control associated with block B.

This field is locked (read-only) if MBAngI-_r7E= r and MBC_MEMN_GLBACT[LK] = 1.
000b - select MBC_MEMN_GLBACO access control policy for block B
001b - select MBC_MEMN_GLBAC1 access control policy for block B
010b - select MBC_MEMN_GLBAC2 access control policy for block B
011b - select MBC_MEMN_GLBAC3 access control policy for block B
100b - select MBC_MEMN_GLBAC4 access control policy for block B
101b - select MBC_MEMN_GLBACS access control policy for block B
110b - select MBC_MEMN_GLBACG6 access control policy for block B

Table continues on the next page...
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Field Function

111b - select MBC_MEMN_GLBACY7 access control policy for block B

27 NonSecure Enable for block B
NSE6 0b - Secure accesses to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]), nonsecure accesses to block B are not
allowed.

1b - Secure accesses to block B are are not allowed, nonsecure accesses
to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]).

26-24 Memory Block Access Control Select for block B
MBACSEL6 | This field selects the global access control associated with block B.

This field is locked (read-only) if MBACch)I-_r7E= rand MBC_MEMN_GLBACT[LK] = 1.
000b - select MBC_MEMN_GLBACO access control policy for block B
001b - select MBC_MEMN_GLBAC1 access control policy for block B
010b - select MBC_MEMN_GLBAC2 access control policy for block B
011b - select MBC_MEMN_GLBACS3 access control policy for block B
100b - select MBC_MEMN_GLBAC4 access control policy for block B
101b - select MBC_MEMN_GLBACS access control policy for block B
110b - select MBC_MEMN_GLBACG6 access control policy for block B
111b - select MBC_MEMN_GLBACY7 access control policy for block B

23 NonSecure Enable for block B
NSE5 0b - Secure accesses to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]), nonsecure accesses to block B are not
allowed.

1b - Secure accesses to block B are are not allowed, nonsecure accesses
to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]).

22-20 Memory Block Access Control Select for block B
MBACSEL5 | This field selects the global access control associated with block B.

NOTE
This field is locked (read-only) if MBACSEL7 = r and MBC_MEMN_GLBACHLK] = 1.
000b - select MBC_MEMN_GLBACO0 access control policy for block B
001b - select MBC_MEMN_GLBAC1 access control policy for block B
010b - select MBC_MEMN_GLBAC2 access control policy for block B
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Field Function

011b - select MBC_MEMN_GLBAC3 access control policy for block B
100b - select MBC_MEMN_GLBAC4 access control policy for block B
101b - select MBC_MEMN_GLBACS access control policy for block B
110b - select MBC_MEMN_GLBACG6 access control policy for block B
111b - select MBC_MEMN_GLBACY7 access control policy for block B

19 NonSecure Enable for block B
NSE4 0b - Secure accesses to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]), nonsecure accesses to block B are not
allowed.

1b - Secure accesses to block B are are not allowed, nonsecure accesses
to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]).

18-16 Memory Block Access Control Select for block B
MBACSEL4 | This field selects the global access control associated with block B.

This field is locked (read-only) if MBAC!CE)I-_I-7E= rand MBC_MEMN_GLBACT[LK] = 1.
000b - select MBC_MEMN_GLBACO access control policy for block B
001b - select MBC_MEMN_GLBAC1 access control policy for block B
010b - select MBC_MEMN_GLBAC?2 access control policy for block B
011b - select MBC_MEMN_GLBACS3 access control policy for block B
100b - select MBC_MEMN_GLBAC4 access control policy for block B
101b - select MBC_MEMN_GLBACS access control policy for block B
110b - select MBC_MEMN_GLBACG6 access control policy for block B
111b - select MBC_MEMN_GLBACY7 access control policy for block B

15 NonSecure Enable for block B
NSE3 0b - Secure accesses to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]), nonsecure accesses to block B are not
allowed.

1b - Secure accesses to block B are are not allowed, nonsecure accesses
to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]).

14-12 Memory Block Access Control Select for block B
MBACSEL3 | This field selects the global access control associated with block B.

NOTE
This field is locked (read-only) if MBACSEL7 = r and MBC_MEMN_GLBACTr[LK] = 1.
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Field Function

000b - select MBC_MEMN_GLBACO access control policy for block B
001b - select MBC_MEMN_GLBAC1 access control policy for block B
010b - select MBC_MEMN_GLBAC2 access control policy for block B
011b - select MBC_MEMN_GLBAC3 access control policy for block B
100b - select MBC_MEMN_GLBAC4 access control policy for block B
101b - select MBC_MEMN_GLBACS5 access control policy for block B
110b - select MBC_MEMN_GLBACG6 access control policy for block B
111b - select MBC_MEMN_GLBACY7 access control policy for block B

11 NonSecure Enable for block B
NSE?2 Ob - Secure accesses to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]), nonsecure accesses to block B are not
allowed.

1b - Secure accesses to block B are are not allowed, nonsecure accesses
to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]).

10-8 Memory Block Access Control Select for block B
MBACSEL2 | This field selects the global access control associated with block B.

This field is locked (read-only) if MBACESI-_I-7E= rand MBC_MEMN_GLBACT[LK] = 1.
000b - select MBC_MEMN_GLBACO access control policy for block B
001b - select MBC_MEMN_GLBAC1 access control policy for block B
010b - select MBC_MEMN_GLBAC2 access control policy for block B
011b - select MBC_MEMN_GLBAC3 access control policy for block B
100b - select MBC_MEMN_GLBAC4 access control policy for block B
101b - select MBC_MEMN_GLBACS5 access control policy for block B
110b - select MBC_MEMN_GLBACG6 access control policy for block B
111b - select MBC_MEMN_GLBAC7 access control policy for block B

7 NonSecure Enable for block B
NSE1 Ob - Secure accesses to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]), nonsecure accesses to block B are not
allowed.

1b - Secure accesses to block B are are not allowed, nonsecure accesses
to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]).

6-4 Memory Block Access Control Select for block B
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Field Function

MBACSEL1 | This field selects the global access control associated with block B.

This field is locked (read-only) if MBACch)I-_r?E= rand MBC_MEMN_GLBACT[LK] = 1.
000b - select MBC_MEMN_GLBACO access control policy for block B
001b - select MBC_MEMN_GLBAC1 access control policy for block B
010b - select MBC_MEMN_GLBAC2 access control policy for block B
011b - select MBC_MEMN_GLBAC3 access control policy for block B
100b - select MBC_MEMN_GLBAC4 access control policy for block B
101b - select MBC_MEMN_GLBACS5 access control policy for block B
110b - select MBC_MEMN_GLBACEG6 access control policy for block B
111b - select MBC_MEMN_GLBACY7 access control policy for block B

3 NonSecure Enable for block B
NSEO Ob - Secure accesses to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]), nonsecure accesses to block B are not
allowed.

1b - Secure accesses to block B are are not allowed, nonsecure accesses
to block B are based on corresponding MBACSEL field in this register
(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]).

2-0 Memory Block Access Control Select for block B
MBACSELO | This field selects the global access control associated with block B.

This field is locked (read-only) if MBAngI-_I—;i rand MBC_MEMN_GLBACT[LK] = 1.
000b - select MBC_MEMN_GLBACO access control policy for block B
001b - select MBC_MEMN_GLBAC1 access control policy for block B
010b - select MBC_MEMN_GLBAC2 access control policy for block B
011b - select MBC_MEMN_GLBAC3 access control policy for block B
100b - select MBC_MEMN_GLBAC4 access control policy for block B
101b - select MBC_MEMN_GLBACS5 access control policy for block B
110b - select MBC_MEMN_GLBACG6 access control policy for block B
111b - select MBC_MEMN_GLBACY7 access control policy for block B
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MBC2_DOM2_MEM2_BLK_NSE_W0)

Offset

Register

Offset

MBCO_DOMO_MEMO_B
LK_NSE_WO0

1140h

MBCO_DOMO_MEM1_B
LK_NSE_WO0

11AOh

MBCO_DOMO_MEM2_B
LK_NSE_WO

11C8h

MBCO_DOMO_MEM3_B
LK_NSE_WO0O

11FOh

MBCO_DOM1_MEMO_B
LK_NSE_WO0

1340h

MBCO_DOM1_MEM1_B
LK_NSE_WO0

13A0h

MBCO_DOM1_MEM2_B
LK_NSE_WO0

13C8h

MBCO_DOM1_MEM3_B
LK_NSE_WO0

13FOh

MBC0_DOM2_MEMO_B
LK_NSE_WO0

1540h

MBCO0_DOM2_MEM1_B
LK_NSE_WO0

15A0h

MBC0_DOM2_MEM2_B
LK_NSE_WO0

15C8h

MBCO_DOM2_MEM3_B
LK_NSE_WO0

15F0h

MBC1_DOMO_MEMO_B
LK_NSE_WO0

2140h

MBC1_DOMO_MEM1_B
LK_NSE_WO0

21A0h

MBC1_DOMO_MEM2_B
LK_NSE_WO

21C8h

MBC1_DOMO_MEM3_B
LK_NSE_WO0

21FOh

MBC1_DOM1_MEMO_B
LK_NSE_WO0

2340h

MBC1_DOM1_MEM1_B
LK_NSE_WO0

23A0h
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Register

Offset

MBC1_DOM1_MEM2_B
LK_NSE_WO

23C8h

MBC1_DOM1_MEM3_B
LK_NSE_WO0O

23F0h

MBC1_DOM2_MEMO_B
LK_NSE_WO0

2540h

MBC1_DOM2_MEM1_B
LK_NSE_WO0

25A0h

MBC1_DOM2_MEM2_B
LK_NSE_WO0

25C8h

MBC1_DOM2_MEM3_B
LK_NSE_WO0

25F0h

MBC2_DOMO_MEMO_B
LK_NSE_WO0

3140h

MBC2_DOMO_MEMO_B
LK_NSE_W1

3144h

MBC2_DOMO_MEMO_B
LK_NSE_W2

3148h

MBC2_DOMO_MEM1_B
LK_NSE_WO0

31A0h

MBC2_DOMO_MEM2_B
LK_NSE_WO0

31C8h

MBC2_DOM1_MEMO_B
LK_NSE_WO0

3340h

MBC2_DOM1_MEMO_B
LK_NSE_W1

3344h

MBC2_DOM1_MEMO_B
LK_NSE_W2

3348h

MBC2_DOM1_MEM1_B
LK_NSE_WO0

33A0h

MBC2_DOM1_MEM2_B
LK_NSE_WO0

33C8h

MBC2_DOM2_MEMO_B
LK_NSE_WO0

3540h

MBC2_DOM2_MEMO_B
LK_NSE_W1

3544h

MBC2_DOM2_MEMO_B
LK_NSE_W2

3548h
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Register Offset
MBC2_DOM2_MEM1_B | 35A0h
LK_NSE_WO0
MBC2_DOM2_MEM2_B | 35C8h
LK_NSE_WO0

Function

MBC[m]_DOM[d]_MEM[s]_BLK_NSE_W[w], where,

*« m - mbc index

¢ d - domain index

* s - memory slave index

* w - word index

This is the bitmap of the individual NSE bits for the memory block.

NOTE

This register is shown with fields such that it covers entire 32 bit register. However, actual fields may be less if
number of blocks are such that fields don't align to 32 bits. These absent fields may be shown but user can refer
to table below to deduce actual fields and treat absent fields as reserved.

The following table describes the relationship between W (word index) and B (block number).

Table 36. Block Config Word to Block Number Relationship

Block NSE Word BIT31 BIT30-BIT1 BITO

w0 block 31 block 30 - block 1 block 0

WA1 block 63 block 62 - block 33 block 32
For MEMO, block 64 - block 511

w2 block 95 block 94 - block 65 block 64

w3 block 511 block 510 - block 481 block 480

The NSE bitmap can be accessed directly by register reads and writes to these locations, or "indirectly" through writes to
NSE_SET, NSE_CLR, NSE_CLR_ALL, and BLK_CFG[NSERN] registers.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
BIT31 | BIT30 | BIT29 | BIT28 | BIT27 | BIT26 | BIT25 | BIT24 | BIT23 | BIT22 | BIT21 | BIT20 | BIT19 | BIT18 | BIT17 | BIT16
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 gl 10 9 8 7 6 5 4 3 2 1 0
R
BIT15 | BIT14 | BIT13 | BIT12 | BIT11 | BIT10 | BIT9 | BIT8 | BIT7 | BIT6 | BIT5 | BIT4 | BIT3 | BIT2 | BIT1 | BITO
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Bit b NonSecure Enable [b = 0 - 31]
BITb Ob - Secure accesses to block B are based on corresponding MBACSEL field in register

(MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL]), nonsecure accesses to block B are not

allowed.

1b - Secure accesses to block B are are not allowed, nonsecure accesses to block B are based
on corresponding MBACSEL field in register (MBCm_DOMd_MEMs_BLK_CFG_Ww[MBACSEL)).

9.7.1.39 MBC Global Access Control (MBC1_MEMN_GLBACO0)

Offset
Register Offset
MBC1_MEMN_GLBACO |2020h

Function

These fully programmable R/W fields define the R/W/X (read/write/execute) access control flags with each of the 4 supported
operating modes: SecurePriv, SecureUser, NonsecurePriv, Nonsecure User. The lock bit provides the ability to lock these
contol access flags and to lock the MBC_BLK_CFG[MBACSEL] field when a locked MBC_MEMN_GLBAC register is selected.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R o 0 0 0
SPR | SPW | SPX SUR | SUW | SUX NPR | NPW | NPX NUR | NUW | NUX
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-15 Reserved
14 SecurePriv Read
SPR SecurePriv read access control flag
Ob - Read access is not allowed in Secure Privilege mode.
1b - Read access is allowed in Secure Privilege mode.
13 SecurePriv Write
SPW SecurePriv write access control flag
Ob - Write access is not allowed in Secure Privilege mode.
1b - Write access is allowed in Secure Privilege mode.
12 SecurePriv Execute
SPX SecurePriv execute access control flag
0b - Execute access is not allowed in Secure Privilege mode.
1b - Execute access is allowed in Secure Privilege mode.
11 Reserved
10 SecureUser Read
SUR SecureUser read access control flag
Ob - Read access is not allowed in Secure User mode.
1b - Read access is allowed in Secure User mode.
9 SecureUser Write
Table continues on the next page...
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Field Function
sSuUw SecureUser write access control flag
Ob - Write access is not allowed in Secure User mode.
1b - Write access is allowed in Secure User mode.
8 SecureUser Execute
SUX SecureUser execute access control flag
Ob - Execute access is not allowed in Secure User mode.
1b - Execute access is allowed in Secure User mode.
7 Reserved
6 NonsecurePriv Read
NPR NonsecurePriv read access control flag
Ob - Read access is not allowed in Nonsecure Privilege mode.
1b - Read access is allowed in Nonsecure Privilege mode.
5 NonsecurePriv Write
NPW NonsecurePriv write access control flag
0b - Write access is not allowed in Nonsecure Privilege mode.
1b - Write access is allowed in Nonsecure Privilege mode.
4 NonsecurePriv Execute
NPX NonsecurePriv execute access control flag
Ob - Execute access is not allowed in Nonsecure Privilege mode.
1b - Execute access is allowed in Nonsecure Privilege mode.
3 Reserved
2 NonsecureUser Read
NUR NonsecureUser read access control flag
0b - Read access is not allowed in Nonsecure User mode.
1b - Read access is allowed in Nonsecure User mode.
1 NonsecureUser Write
NUW NonsecureUser write access control flag

Ob - Write access is not allowed in Nonsecure User mode.

1b - Write access is allowed in Nonsecure User mode.
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Field Function
0 NonsecureUser Execute
NUX NonsecureUser execute access control flag

0b - Execute access is not allowed in Nonsecure User mode.

1b - Execute access is allowed in Nonsecure User mode.

9.7.1.40 MBC Global Access Control (MBC1_MEMN_GLBAC1 - MBC1_MEMN_GLBAC?7)

Offset
Register Offset
MBC1_MEMN_GLBAC1 |2024h
MBC1_MEMN_GLBAC2 |2028h
MBC1_MEMN_GLBAC3 |202Ch
MBC1_MEMN_GLBAC4 |2030h
MBC1_MEMN_GLBACS |2034h
MBC1_MEMN_GLBAC6 |2038h
MBC1_MEMN_GLBAC7 |203Ch

Function
These fully programmable R/W fields define the R/W/X (read/write/execute) access control flags with each of the 4 supported
operating modes: SecurePriv, SecureUser, NonsecurePriv, Nonsecure User. The lock bit provides the ability to lock these
contol access flags and to lock the MBC_BLK_CFG[MBACSEL] field when a locked MBC_MEMN_GLBAC register is selected.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
LK
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 0 0 0
SPR SPW SPX SUR SUw SUX NPR NPW NPX NUR NUW NUX
W
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields
Field Function
31 LOCK
LK This 1-bit field provides a mechanism to limit writes to the this register to protect its contents. Once set,
this bit remains asserted until the next reset.
0b - This register is not locked and can be altered.
1b - This register is locked and cannot be altered.
30-15 Reserved
14 SecurePriv Read
SPR SecurePriv read access control flag
Ob - Read access is not allowed in Secure Privilege mode.
1b - Read access is allowed in Secure Privilege mode.
13 SecurePriv Write
SPW SecurePriv write access control flag
Ob - Write access is not allowed in Secure Privilege mode.
1b - Write access is allowed in Secure Privilege mode.
12 SecurePriv Execute
SPX SecurePriv execute access control flag
Ob - Execute access is not allowed in Secure Privilege mode.
1b - Execute access is allowed in Secure Privilege mode.
11 Reserved
10 SecureUser Read
SUR SecureUser read access control flag
Ob - Read access is not allowed in Secure User mode.
1b - Read access is allowed in Secure User mode.
9 SecureUser Write
SUw SecureUser write access control flag
Ob - Write access is not allowed in Secure User mode.
1b - Write access is allowed in Secure User mode.
8 SecureUser Execute
SUX SecureUser execute access control flag
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Field Function

0Ob - Execute access is not allowed in Secure User mode.

1b - Execute access is allowed in Secure User mode.

7 Reserved
6 NonsecurePriv Read
NPR NonsecurePriv read access control flag

Ob - Read access is not allowed in Nonsecure Privilege mode.

1b - Read access is allowed in Nonsecure Privilege mode.

5 NonsecurePriv Write
NPW NonsecurePriv write access control flag
0b - Write access is not allowed in Nonsecure Privilege mode.

1b - Write access is allowed in Nonsecure Privilege mode.

4 NonsecurePriv Execute
NPX NonsecurePriv execute access control flag
Ob - Execute access is not allowed in Nonsecure Privilege mode.

1b - Execute access is allowed in Nonsecure Privilege mode.

3 Reserved
2 NonsecureUser Read
NUR NonsecureUser read access control flag

0b - Read access is not allowed in Nonsecure User mode.

1b - Read access is allowed in Nonsecure User mode.

1 NonsecureUser Write
NUW NonsecureUser write access control flag
0b - Write access is not allowed in Nonsecure User mode.

1b - Write access is allowed in Nonsecure User mode.

0 NonsecureUser Execute
NUX NonsecureUser execute access control flag
Ob - Execute access is not allowed in Nonsecure User mode.

1b - Execute access is allowed in Nonsecure User mode.
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9.7.1.41 MBC Global Access Control (MBC2_MEMN_GLBACO)

Offset

Register

Offset

MBC2_MEMN_GLBACO |3020h

Function

These fully programmable R/W fields define the R/W/X (read/write/execute) access control flags with each of the 4 supported
operating modes: SecurePriv, SecureUser, NonsecurePriv, Nonsecure User. The lock bit provides the ability to lock these
contol access flags and to lock the MBC_BLK_CFG[MBACSEL] field when a locked MBC_MEMN_GLBAC register is selected.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R o 0 0 0
SPR | SPW | SPX SUR | SUW | SUX NPR | NPW | NPX NUR | NUW | NUX
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-15 Reserved
14 SecurePriv Read
SPR SecurePriv read access control flag
Ob - Read access is not allowed in Secure Privilege mode.
1b - Read access is allowed in Secure Privilege mode.
13 SecurePriv Write
SPW SecurePriv write access control flag
0b - Write access is not allowed in Secure Privilege mode.
1b - Write access is allowed in Secure Privilege mode.
12 SecurePriv Execute
SPX SecurePriv execute access control flag
Table continues on the next page...
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Field Function
Ob - Execute access is not allowed in Secure Privilege mode.
1b - Execute access is allowed in Secure Privilege mode.
11 Reserved
10 SecureUser Read
SUR SecureUser read access control flag
Ob - Read access is not allowed in Secure User mode.
1b - Read access is allowed in Secure User mode.
9 SecureUser Write
SUw SecureUser write access control flag
Ob - Write access is not allowed in Secure User mode.
1b - Write access is allowed in Secure User mode.
8 SecureUser Execute
SUX SecureUser execute access control flag
Ob - Execute access is not allowed in Secure User mode.
1b - Execute access is allowed in Secure User mode.
7 Reserved
6 NonsecurePriv Read
NPR NonsecurePriv read access control flag
0b - Read access is not allowed in Nonsecure Privilege mode.
1b - Read access is allowed in Nonsecure Privilege mode.
5 NonsecurePriv Write
NPW NonsecurePriv write access control flag
Ob - Write access is not allowed in Nonsecure Privilege mode.
1b - Write access is allowed in Nonsecure Privilege mode.
4 NonsecurePriv Execute
NPX NonsecurePriv execute access control flag
0b - Execute access is not allowed in Nonsecure Privilege mode.
1b - Execute access is allowed in Nonsecure Privilege mode.
3 Reserved

Table continues on the next page...
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Field Function
2 NonsecureUser Read
NUR NonsecureUser read access control flag

0Ob - Read access is not allowed in Nonsecure User mode.

1b - Read access is allowed in Nonsecure User mode.

1 NonsecureUser Write
NUwW NonsecureUser write access control flag
Ob - Write access is not allowed in Nonsecure User mode.

1b - Write access is allowed in Nonsecure User mode.

0 NonsecureUser Execute
NUX NonsecureUser execute access control flag
0b - Execute access is not allowed in Nonsecure User mode.

1b - Execute access is allowed in Nonsecure User mode.

9.7.1.42 MBC Global Access Control (MBC2_MEMN_GLBAC1 - MBC2_MEMN_GLBAC?7)

Offset

Register Offset

MBC2_MEMN_GLBAC1 | 3024h

MBC2_MEMN_GLBAC2 |3028h

MBC2_MEMN_GLBAC3 |302Ch

MBC2_MEMN_GLBAC4 |3030h

MBC2_MEMN_GLBACS5 |3034h

MBC2_MEMN_GLBAC6 |3038h

MBC2_MEMN_GLBAC7 |303Ch

Function

These fully programmable R/W fields define the R/W/X (read/write/execute) access control flags with each of the 4 supported
operating modes: SecurePriv, SecureUser, NonsecurePriv, Nonsecure User. The lock bit provides the ability to lock these
contol access flags and to lock the MBC_BLK_CFG[MBACSEL] field when a locked MBC_MEMN_GLBAC register is selected.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
LK
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R| 0 0 0 0
SPR | SPW | SPX SUR | SUW | SUX NPR | NPW | NPX NUR | NUW | NUX
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 LOCK
LK This 1-bit field provides a mechanism to limit writes to the this register to protect its contents. Once set,
this bit remains asserted until the next reset.
0b - This register is not locked and can be altered.
1b - This register is locked and cannot be altered.
30-15 Reserved
14 SecurePriv Read
SPR SecurePriv read access control flag
Ob - Read access is not allowed in Secure Privilege mode.
1b - Read access is allowed in Secure Privilege mode.
13 SecurePriv Write
SPW SecurePriv write access control flag
0b - Write access is not allowed in Secure Privilege mode.
1b - Write access is allowed in Secure Privilege mode.
12 SecurePriv Execute
SPX SecurePriv execute access control flag
0b - Execute access is not allowed in Secure Privilege mode.
1b - Execute access is allowed in Secure Privilege mode.
11 Reserved
10 SecureUser Read

Table continues on the next page...
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Field Function
SUR SecureUser read access control flag
0b - Read access is not allowed in Secure User mode.
1b - Read access is allowed in Secure User mode.
9 SecureUser Write
SUW SecureUser write access control flag
0b - Write access is not allowed in Secure User mode.
1b - Write access is allowed in Secure User mode.
8 SecureUser Execute
SUX SecureUser execute access control flag
0b - Execute access is not allowed in Secure User mode.
1b - Execute access is allowed in Secure User mode.
7 Reserved
6 NonsecurePriv Read
NPR NonsecurePriv read access control flag
0b - Read access is not allowed in Nonsecure Privilege mode.
1b - Read access is allowed in Nonsecure Privilege mode.
5 NonsecurePriv Write
NPW NonsecurePriv write access control flag
0b - Write access is not allowed in Nonsecure Privilege mode.
1b - Write access is allowed in Nonsecure Privilege mode.
4 NonsecurePriv Execute
NPX NonsecurePriv execute access control flag
0b - Execute access is not allowed in Nonsecure Privilege mode.
1b - Execute access is allowed in Nonsecure Privilege mode.
3 Reserved
2 NonsecureUser Read
NUR NonsecureUser read access control flag

0Ob - Read access is not allowed in Nonsecure User mode.

1b - Read access is allowed in Nonsecure User mode.

Table continues on the next page...
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Field Function
1 NonsecureUser Write
NUW NonsecureUser write access control flag

Ob - Write access is not allowed in Nonsecure User mode.

1b - Write access is allowed in Nonsecure User mode.

0 NonsecureUser Execute
NUX NonsecureUser execute access control flag
0Ob - Execute access is not allowed in Nonsecure User mode.

1b - Execute access is allowed in Nonsecure User mode.

9.7.1.43 MRC Global Configuration Register (MRCO_GLBCFG)

Offset
Register Offset
MRCO_GLBCFG 4000h
Function

This read-only register describes the number of region descriptors for this memory.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 NRGNS
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0
Fields
Field Function
31-5 Reserved

Table continues on the next page...
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Field Function
4-0 Number of regions [1-16]
NRGNS

9.7.1.44 MRC NonSecure Enable Region Indirect (MRCO_NSE_RGN_INDIRECT)

Offset
Register Offset
MRCO_NSE_RGN_INDI |4010h
RECT

Function

This R/W register defines the selected domains that are affected by writes to the NSE_RGN_SET and NSE_RGN_CLR
registers.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
DID_SEL
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-24 Reserved
23-16 DID Select

DID_SEL Destination domain bitmap select.
+ Bit [23] = 1, update domain 7
« Bit [22] = 1, update domain 6

Table continues on the next page...
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Field Function

» Bit[21] = 1, update domain 5
 Bit [20] = 1, update domain 4
» Bit[19] = 1, update domain 3
» Bit[18] = 1, update domain 2
* Bit[17] = 1, update domain 1
» Bit[16] = 1, update domain 0

15-0 Reserved

9.7.1.45 MRC NonSecure Enable Region Set (MRCO_NSE_RGN_SET)

Offset

Register Offset

MRCO_NSE_RGN_SET |4014h

Function

A write to this location sets the appropriate NSE bits in region descriptors for the selected domain in MRC NonSecure Enable
Region Indirect register. This register reads as 0.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0
w WA1SET
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-16 Reserved

Table continues on the next page...
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Field Function
15-0 Write-1 Set
W1SET * Bit [15] = Set the NSE bits for RGD15

+ Bit [14] = Set the NSE bits for RGD14
+ Bit [13] = Set the NSE bits for RGD13
+ Bit [12] = Set the NSE bits for RGD12
+ Bit [11] = Set the NSE bits for RGD11
+ Bit [10] = Set the NSE bits for RGD10
+ Bit [9] = Set the NSE bits for RGD9
+ Bit [8] = Set the NSE bits for RGD8
* Bit [7] = Set the NSE bits for RGD7
+ Bit [6] = Set the NSE bits for RGD6
+ Bit [5] = Set the NSE bits for RGD5
+ Bit [4] = Set the NSE bits for RGD4
+ Bit [3] = Set the NSE bits for RGD3
+ Bit [2] = Set the NSE bits for RGD2
+ Bit [1] = Set the NSE bits for RGD1
+ Bit [0] = Set the NSE bits for RGDO

9.7.1.46 MRC NonSecure Enable Region Clear (MRCO_NSE_RGN_CLR)

Offset

Register

Offset

MRCO_NSE_RGN_CLR |4018h

Function

A write to this location clears the appropriate NSE bits in region descriptors for the selected domain in MRC NonSecure
Enable Region Indirect register. This register reads as 0.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0
w W1CLR
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-16 Reserved
15-0 Write-1 Clear
W1CLR « Bit [15] = Clear the NSE bits for RGD15

Bit [14] = Clear the NSE bits for RGD14
Bit [13] = Clear the NSE bits for RGD13
Bit [12] = Clear the NSE bits for RGD12
Bit [11] = Clear the NSE bits for RGD11
Bit [10] = Clear the NSE bits for RGD10
Bit [9] = Clear the NSE bits for RGD9
Bit [8] = Clear the NSE bits for RGD8
Bit [7] = Clear the NSE bits for RGD7
Bit [6] = Clear the NSE bits for RGD6
Bit [5] = Clear the NSE bits for RGD5
Bit [4] = Clear the NSE bits for RGD4
Bit [3] = Clear the NSE bits for RGD3
Bit [2] = Clear the NSE bits for RGD2
Bit [1] = Clear the NSE bits for RGD1
Bit [0] = Clear the NSE bits for RGDO
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9.7.1.47 MRC NonSecure Enable Region Clear All (MRCO_NSE_RGN_CLR_ALL)

Offset

Register Offset
MRCO_NSE_RGN_CLR_ [401Ch
ALL

Function

A write to this register clears all the region NSE bits for the selected domains defined in the write data.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 0
w DID_SEL
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-24 Reserved
23-16 DID Select
DID_SEL Destination domain bitmap select.
* Bit [23] = 1 clear NSE bits for domain 7
 Bit [22] = 1 clear NSE bits for domain 6
* Bit [21] = 1 clear NSE bits for domain 5
 Bit [20] = 1 clear NSE bits for domain 4
 Bit[19] = 1 clear NSE bits for domain 3
 Bit[18] = 1 clear NSE bits for domain 2
* Bit[17] = 1 clear NSE bits for domain 1
» Bit[16] = 1 clear NSE bits for domain 0
15-0 Reserved
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9.7.1.48 MRC Global Access Control (MRCO_GLBACOQ)

Offset
Register Offset
MRCO0_GLBACO 4020h
Function

These fully programmable R/W fields define the R/W/X (read/write/execute) access control flags with each of the 4 supported
operating modes: SecurePriv, SecureUser, NonsecurePriv, NonsecureUser. The lock bit provides the ability to lock these
contol access flags, to lock the MRC_BLK_CFG[MRACSEL] field, and to lock the MRC_RGD[STRT_ADDR, END_ADDR, VLD]
fields when a locked MRC_GLBAC register is selected.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R o 0 0 0
SPR | SPW | SPX SUR | SUW | SUX NPR | NPW | NPX NUR | NUW | NUX
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-15 Reserved
14 SecurePriv Read
SPR SecurePriv read access control flag
0b - Read access is not allowed in Secure Privilege mode.
1b - Read access is allowed in Secure Privilege mode.
13 SecurePriv Write
SPW SecurePriv write access control flag
0b - Write access is not allowed in Secure Privilege mode.
1b - Write access is allowed in Secure Privilege mode.
12 SecurePriv Execute
SPX SecurePriv execute access control flag
Table continues on the next page...
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Field Function
Ob - Execute access is not allowed in Secure Privilege mode.
1b - Execute access is allowed in Secure Privilege mode.
11 Reserved
10 SecureUser Read
SUR SecureUser read access control flag
0Ob - Read access is not allowed in Secure User mode.
1b - Read access is allowed in Secure User mode.
9 SecureUser Write
SUw SecureUser write access control flag
0b - Write access is not allowed in Secure User mode.
1b - Write access is allowed in Secure User mode.
8 SecureUser Execute
SUX SecureUser execute access control flag
0b - Execute access is not allowed in Secure User mode.
1b - Execute access is allowed in Secure User mode.
7 Reserved
6 NonsecurePriv Read
NPR NonsecurePriv read access control flag
0b - Read access is not allowed in Nonsecure Privilege mode.
1b - Read access is allowed in Nonsecure Privilege mode.
5 NonsecurePriv Write
NPW NonsecurePriv write access control flag
0b - Write access is not allowed in Nonsecure Privilege mode.
1b - Write access is allowed in Nonsecure Privilege mode.
4 NonsecurePriv Execute
NPX NonsecurePriv execute access control flag
0b - Execute access is not allowed in Nonsecure Privilege mode.
1b - Execute access is allowed in Nonsecure Privilege mode.
3 Reserved

Table continues on the next page...
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Field Function
2 NonsecureUser Read
NUR NonsecureUser read access control flag

0Ob - Read access is not allowed in Nonsecure User mode.

1b - Read access is allowed in Nonsecure User mode.

1 NonsecureUser Write
NUwW NonsecureUser write access control flag
Ob - Write access is not allowed in Nonsecure User mode.

1b - Write access is allowed in Nonsecure User mode.

0 NonsecureUser Execute
NUX NonsecureUser execute access control flag
0b - Execute access is not allowed in Nonsecure User mode.

1b - Execute access is allowed in Nonsecure User mode.

9.7.1.49 MRC Global Access Control (MRCO_GLBAC1 - MRCO_GLBAC?7)

Offset
Register Offset
MRCO_GLBAC1 4024h
MRCO_GLBAC2 4028h
MRCO_GLBAC3 402Ch
MRCO_GLBAC4 4030h
MRCO0_GLBAC5 4034h
MRCO_GLBACS6 4038h
MRCO_GLBAC7 403Ch

Function

These fully programmable R/W fields define the R/W/X (read/write/execute) access control flags with each of the 4 supported
operating modes: SecurePriv, SecureUser, NonsecurePriv, NonsecureUser. The lock bit provides the ability to lock these
contol access flags, to lock the MRC_BLK_CFG[MRACSEL] field, and to lock the MRC_RGD[STRT_ADDR, END_ADDR, VLD]
fields when a locked MRC_GLBAC register is selected.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
LK
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R| 0 0 0 0
SPR | SPW | SPX SUR | SUW | SUX NPR | NPW | NPX NUR | NUW | NUX
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 LOCK
LK This 1-bit field provides a mechanism to limit writes to the this register to protect its contents. Once set,
this bit remains asserted until the next reset.
0b - This register is not locked and can be altered.
1b - This register is locked (read-only) and cannot be altered.
30-15 Reserved
14 SecurePriv Read
SPR SecurePriv read access control flag
Ob - Read access is not allowed in Secure Privilege mode.
1b - Read access is allowed in Secure Privilege mode.
13 SecurePriv Write
SPW SecurePriv write access control flag
0b - Write access is not allowed in Secure Privilege mode.
1b - Write access is allowed in Secure Privilege mode.
12 SecurePriv Execute
SPX SecurePriv execute access control flag
0b - Execute access is not allowed in Secure Privilege mode.
1b - Execute access is allowed in Secure Privilege mode.
11 Reserved
10 SecureUser Read

Table continues on the next page...
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Field Function
SUR SecureUser read access control flag
0b - Read access is not allowed in Secure User mode.
1b - Read access is allowed in Secure User mode.
9 SecureUser Write
SUW SecureUser write access control flag
0b - Write access is not allowed in Secure User mode.
1b - Write access is allowed in Secure User mode.
8 SecureUser Execute
SUX SecureUser execute access control flag
0b - Execute access is not allowed in Secure User mode.
1b - Execute access is allowed in Secure User mode.
7 Reserved
6 NonsecurePriv Read
NPR NonsecurePriv read access control flag
0b - Read access is not allowed in Nonsecure Privilege mode.
1b - Read access is allowed in Nonsecure Privilege mode.
5 NonsecurePriv Write
NPW NonsecurePriv write access control flag
0b - Write access is not allowed in Nonsecure Privilege mode.
1b - Write access is allowed in Nonsecure Privilege mode.
4 NonsecurePriv Execute
NPX NonsecurePriv execute access control flag
0b - Execute access is not allowed in Nonsecure Privilege mode.
1b - Execute access is allowed in Nonsecure Privilege mode.
3 Reserved
2 NonsecureUser Read
NUR NonsecureUser read access control flag

0Ob - Read access is not allowed in Nonsecure User mode.

1b - Read access is allowed in Nonsecure User mode.

Table continues on the next page...
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Field Function
1 NonsecureUser Write
NUW NonsecureUser write access control flag

Ob - Write access is not allowed in Nonsecure User mode.

1b - Write access is allowed in Nonsecure User mode.

0 NonsecureUser Execute
NUX NonsecureUser execute access control flag
0Ob - Execute access is not allowed in Nonsecure User mode.

1b - Execute access is allowed in Nonsecure User mode.

9.7.1.50 MRC Region Descriptor Word 0 (MRC0_DOMO0_RGDO0_WO0 - MRC0_DOM2_RGD7_WO0)

Offset
Ford=0to2;r=0to 7:

Register Offset
MRCO0_DOMd_RGDr_W |4040h + (d x 100h) + (r x 8h)
0

Function

MRC[m]_DOM[d]_RGD[r]_WI[w], where,
* m - mrc index
» d - domain index
* r-region descriptor index
* w - word index

The MRC[m]_DOMI[d]_RGDI[r]_WI[w] registers provide a 3-dimensional data structure for defining access control policies per
domain for each supported memory region.

Memory map/register definition:

There two word-size registers (W[w]) defined in each memory region. There are up to 8 memory region checkers (MRCs), m, each
supporting up to 16 memory region descriptors (RGD), r. The number of MRCs is defined by HWCFGO[NMRC].
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
STRT_ADDR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0
STRT_ADDR MRACSEL
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-12 Start Address

STRT_ADDR | 0-mod-4K physical start address [31:12] of region r.

NOTE
This field is locked (read-only) if MRACSEL =r and MRC_GLBACIr[LK] = 1.

11-3 Reserved

2-0 Memory Region Access Control Select

MRACSEL This field selects the global access control associated with region r.

This field is locked (read-only) if MERI,(A);EEL =rand MRC_GLBACT[LK] = 1.
000b - Select MRC_GLBACO access control policy
001b - Select MRC_GLBAC1 access control policy
010b - Select MRC_GLBAC2 access control policy
011b - Select MRC_GLBAC3 access control policy
100b - Select MRC_GLBAC4 access control policy
101b - Select MRC_GLBACS5 access control policy
110b - Select MRC_GLBACG6 access control policy
111b - Select MRC_GLBAC7 access control policy

9.7.1.51 MRC Region Descriptor Word 1 (MRCO_DOMO_RGDO_W1 - MRCO_DOM2_RGD7_W1)

Offset
Ford=0to2;r=0to 7:
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Register Offset

MRCO_DOMd_RGDr_W | 4044h + (d x 100h) + (r x 8h)
1

Function
MRC[m]_DOMI[d]_RGD[r]_W[w], where,
* m - mrc index
» d - domain index
* r-region descriptor index
* w - word index

The MRC[m]_[d]_rgd[r]_w[w] registers provide a 3-dimensional data structure for defining access control policies per domain for
each supported memory region.

Memory map/register definition:

There two word-size registers (W[w]) defined in each memory region. There are up to 8 memory region checkers (MRCs), m, each
supporting up to 16 region descriptors (RGD), r. The number of MRCs is defined by HWCFGO[NMRC].

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
END_ADDR
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 0
END_ADDR NSE VLD
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-12 End Address

END_ADDR | (4K-1)-mod-4K physical end address [31:12] of region r.

NOTE
This field is locked (read-only) if MRACSEL =r and MRC_GLBACIr[LK] = 1.

11-5 Reserved

4 NonSecure Enable

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 192 / 2967




NXP Semiconductors

Trusted Resource Domain Controller (TRDC)

Table continued from the previous page...

Field Function

NSE Alternate view of NSE flag for Region r.

0b - Secure accesses to region r are not allowed, nonsecure accesses to region r are based on
corresponding MRACSEL field in this register (MRCm_DOMd_RGDr_Ww[MRACSEL)).

1b - Secure accesses to region r are are not allowed, nonsecure accesses to region r are based
on corresponding MRACSEL field in this register (MRCm_DOMd_RGDr_Ww[MRACSEL]).

3-1 Reserved
0 Valid
VLD If set, this region is valid and accesses are checked for this region.

NOTE
This field is locked (read-only) if MRACSEL =r and MRC_GLBACIr[LK] = 1.

9.7.1.52 MRC Region Descriptor NonSecure Enable (MRCO_DOMO_RGD_NSE - MRC0O_DOM2_RGD_NSE)

Offset

Register Offset

MRCO0_DOMO_RGD_NS |40CO0h
E

MRCO0_DOM1_RGD_NS |41CO0h
E

MRCO0_DOM2_RGD_NS |42C0h
E

Function
This register is the bitmap of the individual NSE bits for the region descriptors. Bit n corresponds to region n.

These bits can also be written or "indirectly" through writes to NSE_SET, NSE_CLR, NSE_CLR_ALL, and
RGD_WO[NSE] registers.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 | 1 10 9 8 7 6 5 4 3 2 1 0
R 0
BIT7 | BIT6 | BIT5 | BIT4 | BIT3 | BIT2 | BIT1 | BITO
w
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-8 Reserved
7-0 Bit n NonSecure Enable [n = 0 - 15]
BITn Ob - Secure accesses to region r are not allowed, nonsecure accesses to region r are based on
corresponding MRACSEL field in register (MRCm_DOMd_RGDr_Ww[MRACSEL]).
1b - Secure accesses to region r are are not allowed, nonsecure accesses to region r are based
on corresponding MRACSEL field in register (MRCm_DOMd_RGDr_Ww[MRACSEL]).
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Chapter 10

Enhanced Direct Memory Access (eDMA)

10.1 Chip-specific eDMA information

Table 37. Reference links to related information

Topic Related module Reference
Full description eDMA eDMA
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing

10.1.1 Module instances

This device has one instance of the eDMA module.

10.1.2 Direct Memory Access Multiplexer (DMAMUX)

10.1.2.1 DMAMUXO request sources

The peripheral request line for each channel of the Enhanced Direct Memory Access Controller 0 (eDMAO) is driven from a Direct
Memory Access Multiplexer (DMAMUX). This is a flexible configuration that allows the user to select the appropriate peripheral to
connect to each channel of the DMA Controller. The DMAMUX for this device allows up to 64 DMA request signals to be mapped to
each channel. Because of the mux, there is not a correlation between any of the DMA request sources and a specific DMA channel.

The DMAMUX is an integrated component of the DMA Controller. This allows each DMA channel and DMA Multiplexer to
configured as secure or non-secure on initial configuration of the device and not be changed without the correct permissions. For

more information, please refer to the DMA Controller (DMA) chapter of the reference manual.

Table 38. DMAMUXO request assignments

DMAMUXO0 Alias Source description
number
0 — Disabled
System modules
1 wuuo Wake up event
Security modules
2 EdgelLock enclave Data request
Timer modules
3 LPTMRO Counter match event
4 LPTMR1 Counter match event
5 TPMO Channel 0 request
6 TPMO Channel 1 request
7 TPMO Channel 2 request

Table continues on the next page...
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Table 38. DMAMUXO0 request assignments (continued)

Enhanced Direct Memory Access (eDMA)

DMAMUXO0 Alias Source description
number
8 TPMO Channel 3 request
9 TPMO Channel 4 request
10 TPMO Channel 5 request
11 TPMO Counter overflow request
12 TPMA1 Channel 0 request
13 TPMA1 Channel 1 request
14 TPMA1 Channel 2 request
15 TPM1 Channel 3 request
16 TPM1 Channel 4 request
17 TPM1 Channel 5 request
18 TPM1 Counter overflow request
RF modules
19 RF Radio Bric Input data request
20 RF Radio Bric Output data request
Communication modules

21 LPI2CO Master / Slave receive request
22 LPI2CO Master / Slave transmit request
23 LPI2C1 Master / Slave receive request
24 LPI2C1 Master / Slave transmit request
25 13C0O Master / Slave receive request
26 13C0O Master / Slave transmit request
27 LPSPIO Master/Slave receive request
28 LPSPIO Master/Slave transmit request
29 LPSPI1 Master/Slave receive request
30 LPSPI1 Master/Slave transmit request
31 LPUARTO Receive request
32 LPUARTO Transmit request
33 LPUART1 Receive request
34 LPUART1 Transmit request
35 FLEXIOO0 Shift register 0 request
36 FLEXIOO0 Shift register 1 request
37 FLEXIOO0 Shift register 2 request

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information

196 / 2967



NXP Semiconductors

Enhanced Direct Memory Access (eDMA)

Table 38. DMAMUXO0 request assignments (continued)

DMAMUXO0 Alias Source description
number
38 FLEXIOO0 Shift register 3 request
39 FLEXIOO0 Shift register 4 request
40 FLEXIOO0 Shift register 5 request
41 FLEXIOO0 Shift register 6 request
42 FLEXIOO0 Shift register 7 request
43 CANO' DMA request
HMI modules
44 GPIOA Pin event request 0
45 GPIOA Pin event request 1
46 GPIOB Pin event request 0
47 GPIOB Pin event request 1
48 GPIOC Pin event request 0
49 GPIOC Pin event request 1
50 GPIOD Pin event request 0
51 GPIOD Pin event request 1
Analog modules
52 ADC-GPO FIFO A request
53 ADC-GPO FIFO B request
54 CMP-GPO DMA request
55 CMP-GP1 DMA request
56 - 63 — —

1. Refer to Ordering information for parts have this module.

10.2 Overview

The enhanced direct memory access (eDMA) controller is capable of performing complex data transfers with minimal intervention
from a host processor. The hardware microarchitecture includes:

* A DMA engine that performs:
— Source address and destination address calculations
— Data-movement operations

» Local memory containing transfer control descriptors for each of the 16 channels

10.2.1 Block diagram

Figure 12 illustrates the components of the eDMA system, including the eDMA module (engine).
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Figure 12. Block diagram

eDMA  eDMA
Peripheral Done
Request

Internal Peripheral Bus

10.2.2 Block parts

The eDMA module is partitioned into two major modules: the eDMA engine and the transfer control descriptor local memory.

The eDMA engine is further partitioned into four submodules:

Table 39. eDMA engine submodules

Submodule

Function

Address path

This block:
* Implements a primary channel and secondary (preempt) channel

* Manages all master bus-address calculations

All the channels provide the same functionality. This structure allows data transfers associated
with one channel to be preempted after the completion of a read/write sequence if a higher priority

channel activation is asserted while the primary channel is active.

After a channel is activated, it runs until the minor loop is completed, unless preempted by a
higher priority channel. This provides a mechanism (enabled by CHn_PRI[ECP]) where a large data
transfer can be preempted to minimize the time another channel is blocked from execution.

Table continues on the next page...
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Table 39. eDMA engine submodules (continued)

Submodule Function

When any channel is selected to execute, the contents of its TCD are read from local memory and
loaded into the address path channel x registers for a normal start and into channel y registers for
a preemption start. After the minor loop completes execution, the address path hardware writes the
new values for the TCDn_{SADDR, DADDR, CITER} back to local memory. If the major iteration
count is exhausted, additional processing is performed, including the final address pointer updates,
reloading the TCDn_CITER field, and a possible fetch of a new TCDn from memory as part of a
scatter/gather operation. See Dynamic scatter/gather for more details.

Data path This block implements the bus master read/write data path. It includes a data buffer and the
necessary multiplex logic to support any required data alignment. The internal read data bus is the
primary input, and the internal write data bus is the primary output.

The address and data path modules directly support the 2-stage pipelined internal bus. The address
path module represents the first stage of the bus pipeline (address phase), and the data path module
implements the second stage of the pipeline (data phase).

Program model/channel | This block implements the first section of the eDMA programming model as well as the channel
arbitration arbitration logic. The programming model registers are connected to the internal peripheral bus.
The eDMA peripheral request inputs and interrupt request outputs are also connected to this
block (via control logic).

Control This block provides all the control functions for the eDMA engine. For data transfers where

the source and destination sizes are equal, the eDMA engine performs a series of source read/
destination write operations until the number of bytes specified in the minor loop byte count has been
moved from the source to the destination.

For descriptors where the sizes are not equal, multiple accesses of the smaller size data are required
for each reference of the larger size. As an example, if the source size references 16-bit data and
the destination is 32-bit data, the eDMA performs two reads, then one 32-bit write.

The transfer control descriptor local memory is further partitioned into:

Table 40. Transfer control descriptor memory

Submodule Description

Memory controller This logic implements the required dual-ported controller, and manages accesses from the eDMA
engine as well as references from the internal peripheral bus. In simultaneous accesses, the
eDMA engine is given priority and the peripheral transaction is stalled.

Memory array TCD storage for each channel's transfer profile.

10.2.3 Features

The eDMA is a highly programmable data-transfer engine optimized to minimize any required intervention from the host processor.
Itis intended for use in applications where the data size to be transferred is statically known and is not defined within the transferred
data itself. The eDMA module features:

< All data movement via dual-address transfers: read from source, write to destination
— Programmable source and destination addresses and transfer size
— Support for complex address calculations
» 16-channel implementation that performs complex data transfers with minimal intervention from a host processor

— Internal data buffer, used as temporary storage for all transfers
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— Connections to the crossbar switch for bus mastering the data movement
» TCD organized to support two-deep, nested transfer operations
— 32-byte TCD stored in local memory for each channel
— An inner data transfer loop defined by a minor byte transfer count
— An outer data transfer loop defined by a major iteration count
* Channel activation via one of three methods:
— Explicit software initiation
— Initiation via a channel-to-channel linking mechanism for continuous transfers
— Peripheral-paced hardware requests, one per channel
 Fixed-priority and round-robin channel arbitration
» Channel completion reported via programmable interrupt requests
— One interrupt per channel, which can be asserted at completion of major iteration count

— Programmable error terminations per channel that are logically summed together to form one error interrupt to the
interrupt controller

* Programmable support for scatter/gather DMA processing
» Support for complex data structures

In the discussion of this module, nis used to reference the channel number.

10.3 Functional description

The operation of eDMA is described in the following subsections.

10.3.1 Modes of operation

The eDMA operates in the following modes:

Table 41. Modes of operation

Mode Description

Normal In Normal mode, eDMA transfers data between a source and a destination. The source and
destination can be a memory block or an 1/0 block capable of operation with eDMA.

A service request initiates a transfer of a specific number of bytes (NBYTES) as specified in the TCD.
The minor loop is the sequence of read-write operations that transfers these NBYTES per service
request. Each service request executes one iteration of the major loop, which transfers NBYTES
of data.

Debug eDMA operation is configurable in Debug mode via the control register:
» If CSR[EDBG] is cleared to 0, eDMA continues to operate.

» If CSR[EDBG] is set to 1, eDMA stops transferring data. If Debug mode is entered when a
channel is active, eDMA continues operation until the channel retires.

10.3.2 eDMA basic data flow
The basic flow of a data transfer can be partitioned into three segments.

As shown in the following diagram, the first segment involves the channel activation:
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Figure 13. eDMA operation, part 1

eDMA eDMA
peripheral done
request

Internal peripheral bus

This example uses the assertion of the eDMA peripheral request signal to request service for channel n. Channel activation via
software and the TCDn_CSR[START] field follows the same basic flow as peripheral requests. The eDMA request input signal is
registered internally and then routed through the eDMA engine: first through the control module, then into the program model and

channel arbitration.

In the next cycle, the channel arbitration begins using fixed-priority plus the optional round-robin algorithm. After arbitration is

complete, the activated channel number is sent through the address path and converted into the required address to access the
local memory for TCDn. Next, the TCD memory is accessed and the required descriptor is read from the local memory and then
loaded into the eDMA engine address path's primary or secondary channel execution registers. The TCD memory is 64 bits wide

to minimize the time needed to fetch the activated channel descriptor and load it into the address path registers.

The following diagram illustrates the second part of the basic data flow:
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Figure 14. eDMA operation, part 2

The modules associated with the data transfer (address path, data path, and control) go through the required sequence of
source reads and destination writes to perform the actual data movement. The source reads are initiated, and the fetched
data is temporarily stored in the data path block until it is gated onto the internal bus during the destination write. This source
read/destination write processing continues until the byte count, NBYTES, has been transferred.

After NBYTES of data has been moved, the final phase of the basic data flow is performed. In this segment, the address path
logic performs the required updates to certain fields in the appropriate TCD (for example, SADDR, DADDR, CITER). If the major
iteration count is exhausted, additional operations are performed. These include the final address adjustments and reloading of
the BITER field into the CITER field. Assertion of an optional interrupt request also occurs at this time, as does a possible fetch
of a new TCD from memory using the scatter/gather address pointer included in the descriptor (if scatter/gather is enabled). The
updates to the TCD memory and the assertion of an interrupt request are shown in the following diagram.
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Figure 15. eDMA operation, part 3

10.3.3 Fault reporting and handling
Channel errors are reported in the Error Status register (CHn_ES) and can be caused by any of the following:
* A configuration error, which is an illegal setting in the transfer control descriptor
» An active channel canceled via a "cancel transfer with error" hardware or software request
» An error termination to a bus master read or write cycle
A configuration error is reported when an inconsistent state is represented by one of these factors:
« Starting source or destination address
» Source or destination offsets
* Minor loop byte count
» Transfer size
Each of these possible causes is detailed below:
» The addresses and offsets must be aligned on zero-modulo-transfer-sized boundaries.
» The minor loop byte count must be a multiple of the source and destination transfer sizes.

» All source reads and destination writes must be configured to the natural boundary of the programmed transfer size.
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NOTE
To aid in debugging, set the Halt After Error field in the DMA’s Control Status register, CSR[HAE]. Upon any error
condition, the DMA is halted after the error is recorded. The DMA remains halted and does not process any channel
service requests. After the error is fixed, the DMA may be enabled again by clearing the Halt field, CSR[HALT].

+ If a scatter/gather operation is enabled upon channel completion, a configuration error is reported if the scatter/gather
address (TCDn_DLAST_SGA) is not aligned on a 32-byte boundary.

« If minor loop channel linking is enabled upon channel completion, a configuration error is reported when the link is
attempted if the TCDn_CITER[ELINK] field does not equal the TCDn_BITER[ELINK] field.

If enabled, all configuration error conditions, except the scatter/gather and minor-loop link errors, are reported as the channel
activates and asserts an error interrupt request. A scatter/gather configuration error is reported when the scatter/gather operation
begins at major loop completion if properly enabled. A minor loop channel link configuration error is reported when the link
operation is serviced at minor loop completion.

If a system bus read or write is terminated with an error, the data transfer is stopped and the appropriate bus error flag set. In
this case, the state of the channel's transfer control descriptor is updated by the eDMA engine with the current source address,
destination address, and current iteration count at the point of the fault. When a system bus error occurs, the channel terminates
after the next transfer. Due to pipeline effect, the next transfer is already in progress when the bus error is received by the eDMA.
If a bus error occurs on the last read prior to beginning the write sequence, the write executes using the data captured during the
bus error. If a bus error occurs on the last write prior to switching to the next read sequence, the read sequence executes before
the channel terminates due to the destination bus error.

The occurrence of any error causes the eDMA engine to stop normal processing of the active channel immediately (it goes to
its error processing states and the transaction to the system bus still has pipeline effect), and the appropriate channel field in
the eDMA error register is set to 1. At the same time, the details of the error condition are loaded into the Error Status register
(CHN_ES). The major loop complete indicators, setting the transfer control descriptor DONE flag, and the possible assertion of
an interrupt request are not affected when an error is detected.

After the error status has been updated, the eDMA engine continues operating by servicing the next appropriate channel. A
channel that experiences an error condition is not automatically disabled. If a channel is terminated by an error and then issues
another service request before the error is fixed, that channel executes and terminates with the same error condition.

The error status fields are read-only. These error indicators are sticky and cannot be cleared. They show the last recorded error
until the DMA is reset. CHn_ES[ERR] is used to determine if a new error condition exists. This field is the logical OR of each
channel's error interrupt field (ERR).

After the software has resolved all errors and cleared all of the error interrupt fields, the MP_ES[VLD] is cleared to 0 but the cause
of the last error is still indicated.

10.3.4 Channel preemption
The eDMA uses a priority vector value to determine the highest priority channel requesting service.
The priority vector is a combination of:

1. the channel's group priority, CHn_GRPRI

2. the channel's priority level, CHn_PRI[APL]

3. the channel number
Priority vector = ((CHn_GRPRI << 8) + (CHn_PRI[APL] << 5) + CHn_%*)
A channel requesting service with the highest priority vector value will receive the next execution slot.
An execution slot is available:

1. immediately if the eDMA is idle

2. when an active channel retires

3. when valid preemption conditions exist
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NOTE
Preemption is strictly priority based. Preemption is not bound by a specific group number as defined
by CHn_GRPRI.

Channel preemption is enabled on a per-channel basis by setting the CHn_PRI[ECP] field. Channel preemption allows the
executing channel’s data transfers to temporarily suspend in favor of starting a higher-priority channel. After the preempting
channel has completed all of its minor loop data transfers, the preempted channel is restored and resumes execution.

After the restored channel completes one read/write sequence, it is again eligible for preemption. If any higher priority channel
is requesting service, the restored channel is suspended, and the higher-priority channel is serviced. Nested preemption, that
is, attempting to preempt a preempting channel, is not supported. After a preempting channel begins execution, it cannot

be preempted.

A channel’s ability to preempt another channel can be disabled by setting CHn_PRI[DPA] to 1. When a channel’s preempt ability
is disabled, that channel cannot suspend a lower-priority channel’s data transfer, regardless of the lower-priority channel’'s ECP
setting. This allows for a pool of low-priority, large-data-moving channels to be defined.

You can configure these low-priority channels to not preempt each other, thus preventing a low-priority channel from consuming
the preempt slot normally available to a true high-priority channel. When you enable round-robin channel arbitration mode
(CSR[ERCA] is set to 1), any channel with a priority level equal to 0 (CHn_PRI[APL] = 0) has preemption disabled and cannot
preempt another channel.

10.3.5 Clocking

This module has no clocking considerations.

10.3.6 Interrupts

This module has no interrupts.

10.4 Memory map/register definition

The eDMA programming model is partitioned into three parts:
1. The first part defines a number of registers providing overall control functions and is known as the management page.
2. The second part corresponds to the channel (CH) control, status, and configuration.

3. The third part corresponds to the local TCD memory.

TCD memory

Each channel requires a 32-byte transfer control descriptor for defining the data movement operation. Each TCDn definition is
presented as 11 registers of 16 or 32 bits. See "TCD memory map" for details.

TCD initialization

Prior to activating a channel, you must initialize its TCD with the appropriate transfer profile.
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Figure 16. TCD structure

Accesses to reserved memory and fields
* Reading reserved fields in a register returns the value of zero.
» Writes to reserved fields in a register are ignored.

» Reading or writing a reserved memory location generates a bus error.

10.4.1 DMA MP register descriptions

10.4.1.1 MP memory map
DMAS3.MP base address: 4000_2000h

NOTE
For registers in the following table with Protection, see the REG_PROT details for more information.

Offset | Register Width Access Reset value Protection
(In bits)
Oh Management Page Control (MP_CSR) 32 RW 0031_0000h Yes
4h Management Page Error Status (MP_ES) 32 R 0000_0000h No
8h Management Page Interrupt Request Status (MP_INT) 32 R 0000_0000h No

Table continues on the next page...
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Table continued from the previous page...

Offset | Register Width Access Reset value Protection
(In bits)
Ch Management Page Hardware Request Status 32 R 0000_0000h No
(MP_HRS)
100h - | Channel Arbitration Group (CHO_GRPRI - 32 RW 0000_0000h Yes
13Ch CH15_GRPRI)

10.4.1.2 Management Page Control (MP_CSR)

Offset
Register Offset
MP_CSR Oh
Function

The Management Page Control register defines the basic operating configuration of the DMA.

Arbitration uses a two-tier priority system; group and channel priority. The eDMA assigns each channel to a priority group. Group
arbitration is fixed-priority and cannot be changed. Channel arbitration uses fixed priority and may be configured to use a selective
round-robin scheme for specified channels within each priority group. For fixed-priority arbitration, eDMA selects for execution the

highest priority channel requesting service in the highest priority arbitration group.

The channel priority registers assign the relative priorities within each arbitration group; see CHn_PRI. All channels with a
non-zero CHn_PRI value use fixed-priority arbitration.

When you enable round-robin arbitration, all channels with channel priority set to zero do not have a priority and, of those channels
requesting service, are cycled through (from high to low channel number) without regard to priority relative to each other within
the same priority group. Any channel with a non-zero CHn_PRI value automatically has a higher priority over the round-robin

channels. A channel's priority group is assigned in Channel Arbitration Group (CHO_GRPRI - CH15_GRPRI).

NOTE

For correct operation, changes to the CSR[ERCA, GCLC, GMRC] fields must be performed when the DMA

channels are inactive; that is, when the CSR[ACTIVE] field is 0.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 | 19 18 17 16
ACTIV
R E Reserved ACTIVE_ID Reserved
w
Reset 0 0 0 0 0 0 0 0 0 0 1 1 | 0 0 0 1
Bits 15 14 13 12 | 11 10 9 8 7 6 5 4 3 2 1 0
Reserv Reserv
R Reserved
CX ECX |GMRC | GCLC | HALT | HAE ed | Erca |EDBG | ©d
w 0 0 0
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 DMA Active Status
ACTIVE Ob - eDMAis idle
1b - eDMA is executing a channel
30-28 Reserved
27-24 Active Channel ID
ACTIVE_ID | This field identifies the channel number that is executing when the ACTIVE bit is 1.
23-16 Reserved
15-10 Reserved
9 Cancel Transfer
CX When set to 1, this field cancels the remaining data transfer, stops the executing channel, and forces the
minor loop to finish. The cancel takes effect after the last write of the current read/write sequence. CX
clears itself to 0 after the cancel has been honored. This cancel retires the channel normally as if the
minor loop had been completed.
0b - Normal operation
1b - Cancel the remaining data transfer
8 Cancel Transfer With Error
ECX Cancellation of the remaining data transfer is similar to that of the CX field. Execution of the channel is
stopped and the minor loop is forced to finish. The cancellation takes effect after the last write of the
current read/write sequence. The ECX field clears itself to 0 after the cancel is honored. In addition to

Table continues on the next page...
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Field Function
cancelling the transfer, ECX treats the cancel as an error condition, thus updating Management Page
Error Status (MP_ES) and generating an optional error interrupt.
0b - Normal operation
1b - Cancel the remaining data transfer
7 Global Master ID Replication Control
GMRC NOTE
If master ID replication is disabled, the nonsecure, user protection level for DMA transfers
is used.
0b - Master ID replication disabled for all channels
1b - Master ID replication available and controlled by each channel's CHn_SBR[EMI] setting
6 Global Channel Linking Control
GCLC Ob - Channel linking disabled for all channels
1b - Channel linking available and controlled by each channel's link settings
5 Halt DMA Operations
HALT This field stalls the start of any new channels. Executing channels are allowed to complete. Channel
execution resumes when this field is cleared to 0.
0b - Normal operation
1b - Stall the start of any new channels
4 Halt After Error
HAE When this field is set to 1, any error causes the HALT field to be set to 1. Then all service requests are
ignored until the HALT field is cleared to 0.
Ob - Normal operation
1b - Any error causes the HALT field to be set to 1
3 Reserved
2 Enable Round Robin Channel Arbitration
ERCA Ob - Round-robin channel arbitration disabled. Fixed priority arbitration used for channel selection
1b - Round-robin channel arbitration enabled. Round-robin arbitration used for channel selection
1 Enable Debug
EDBG When in debug mode, the DMA stalls the start of a new channel. Executing channels are allowed to

complete. DMA resumes channel execution when the system exits debug mode or clears the EDBG field
to 0.

0b - Debug mode disabled. When in debug mode, the DMA continues to operate

Table continues on the next page...
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Field Function
1b - Debug mode is enabled. When in debug mode, the DMA stalls the start of a new channel
0 Reserved

10.4.1.3 Management Page Error Status (MP_ES)

Offset
Register Offset
MP_ES 4h
Function

The ES provides information concerning the last recorded channel error. Channel errors can be caused by:

» An illegal setting in the transfer control descriptor

* An error termination to a bus master read or write cycle

* An uncorrectable error that occurred when the device was accessing the TCD SRAM

« A "cancel transfer with error" request was made via the corresponding cancel transfer field or input signal

Upon any error condition, the software must initialize the TCD of the channel that contains the error, as it is in an incomplete state
after an error. See Fault reporting and handling for more details.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 | 19 18 17 16

R | VLD Reserved ERRCHN 0

w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 | 0 0 0 0
Bits 15 14 13 12 | 11 10 9 8 7 6 5 4 3 2 1 0

R 0 ECX | SAE SOE DAE | DOE | NCE | SGE | SBE DBE

w
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Fields

Field Function
31 Valid
Logical OR of all ERR status fields.
Table continues on the next page...
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Field Function

VLD Ob - No ERR fields are set to 1

1b - At least one ERR field is set to 1, indicating a valid error exists that software has not cleared

30-28 Reserved
27-24 Error Channel Number or Canceled Channel Number
ERRCHN The channel number of the last recorded error or last recorded error-canceled transfer.
23.9 Reserved
8 Transfer Canceled
ECX The ECX operation is a management page function. When employed, the targeted channel's CHn_ES

register reports an unspecified error; that is, only the ERR field is set to 1. The management page has
full view of the error condition.

0b - No canceled transfers

1b - Last recorded entry was a canceled transfer by the error cancel transfer input

7 Source Address Error
SAE When this field is 1, it indicates that TCDn_SADDR is inconsistent with TCDn_ATTR[SSIZE].
0b - No source address configuration error

1b - Last recorded error was a configuration error detected in the TCDn_SADDR field

6 Source Offset Error
SOE When this field is 1, it indicates that TCDn_SOFF is inconsistent with TCDn_ATTR[SSIZE].
0b - No source offset configuration error

1b - Last recorded error was a configuration error detected in the TCDn_SOFF field

5 Destination Address Error
DAE When this field is 1, it indicates that TCDn_DADDR is inconsistent with TCDn_ATTR[DSIZE].
0b - No destination address configuration error

1b - Last recorded error was a configuration error detected in the TCDn_DADDR field

4 Destination Offset Error
DOE When this field is 1, it indicates that TCDn_DOFF is inconsistent with TCDn_ATTR[DSIZE].
Ob - No destination offset configuration error

1b - Last recorded error was a configuration error detected in the TCDn_DOFF field

3 NBYTES/CITER Configuration Error

Table continues on the next page...
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Field Function

NCE This error indicates that one of the following has occurred:
+ TCDn_NBYTES is not a multiple of TCDn_ATTR[SSIZE] and TCDn_ATTR[DSIZE]
+ TCDn_CITER[CITER] is equal to zero
+ TCDn_CITER[ELINK] is not equal to TCDn_BITER[ELINK]
Ob - No NBYTES/CITER configuration error

1b - The last recorded error was NBYTES equal to zero or a CITER not equal to BITER error.
Last recorded error was a configuration error detected in the TCDn_NBYTES or TCDn_CITER

fields
2 Scatter/Gather Configuration Error
SGE When this field is 1, it indicates that TCDn_DLAST_SGA is not on a 32-byte boundary. This field is
checked at the beginning of a scatter/gather operation after major loop completion if TCDn_CSR[ESG] is
enabled.

0b - No scatter/gather configuration error

1b - Last recorded error was a configuration error detected in the TCDn_DLAST_SGA field

1 Source Bus Error
SBE Ob - No source bus error

1b - Last recorded error was a bus error on a source read

0 Destination Bus Error
DBE Ob - No destination bus error

1b - Last recorded error was a bus error on a destination write

10.4.1.4 Management Page Interrupt Request Status (MP_INT)

Offset

Register Offset
MP_INT 8h
Function

This register shows the current state of the interrupt service requests for all eDMA channels.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R INT
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-16 Reserved
15-0 Interrupt Request Status
INT

The INT register presents the interrupt request status for each eDMA channel. Depending on the
appropriate field setting in the transfer control descriptors, the eDMA engine generates an interrupt

on data transfer completion or an error condition. The eDMA routes channel interrupt requests to the
interrupt controller. During the interrupt service routine associated with any given channel, itis the software's
responsibility to clear the appropriate field in the channel’s interrupt request register, CHn_INT, thus
negating the interrupt request.

0Ob - Interrupt request for corresponding channel not present

1b - Interrupt request for corresponding channel present

10.4.1.5 Management Page Hardware Request Status (MP_HRS)

Offset

Register Offset
MP_HRS Ch
Function

The hardware request status register (HRS) shows the current state of the hardware service request signaling as seen by eDMA's

arbitration logic.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R HRS
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R HRS
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Hardware Request Status
HRS

The HRS bit for its respective channel remains asserted for the period when a hardware request is present
on the channel.

0b - Hardware service request for corresponding channel is not present

1b - Hardware service request for corresponding channel is present

10.4.1.6 Channel Arbitration Group (CHO_GRPRI - CH15_GRPRI)

Offset
Forn=0to 15:
Register Offset
CHn_GRPRI 100h + (n x 4h)
Function

The contents of this register define the arbitration group associated with each channel. Using a fixed-priority group arbitration

scheme, eDMA evaluates the arbitration group priorities by numeric value from highest group number to lowest; for example, O is
the lowest priority, 1 is the next higher priority, then 2, 3, and so on. The range of the group priority values is limited to the values
of 0 through 31. Within each arbitration group, the channel priority assignment CHn_PRI determines the highest-priority channel.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0
GRPRI
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-5 Reserved
4-0 Arbitration Group For Channel n
GRPRI Fixed-priority arbitration group number.

10.4.2 DMA TCD register descriptions

10.4.2.1 TCD memory map
DMAS3.TCD base address: 4000_3000h

NOTE
For registers in the following table with Protection, see the REG_PROT details for more information.

Offset | Register Width Access Reset value Protection
(In bits)
Oh - FOOOh | Channel Control and Status (CHO_CSR - CH15_CSR) 32 RW 0000_0000h Yes
4h - FO04h | Channel Error Status (CHO_ES - CH15_ES) 32 RwW 0000_0000h No
8h - FO08h | Channel Interrupt Status (CHO_INT - CH15_INT) 32 RW 0000_0000h No
Ch - Channel System Bus (CHO_SBR - CH15_SBR) 32 RW 0000_0012h Yes
FOOCh
10h - Channel Priority (CHO_PRI - CH15_PRI) 32 RwW 0000_0000h Yes
F010h
14h - Channel Multiplexor Configuration (CHO_MUX - 32 RwW 0000_0000h No
FO014h | CH15_MUX)

Table continues on the next page...
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TCD15_BITER_ELINKYES)

Offset | Register Width Access Reset value Protection
(In bits)

20h - TCD Source Address (TCDO_SADDR - 32 RW See section Yes
F020h |TCD15_SADDR)
24h - TCD Signed Source Address Offset (TCDO_SOFF - 16 RW See section Yes
F024h | TCD15_SOFF)
26h - TCD Transfer Attributes (TCDO_ATTR - TCD15_ATTR) 16 RW See section Yes
F026h
28h - TCD Transfer Size Without Minor 32 RW See section Yes
F028h | Loop Offsets (TCDO_NBYTES_MLOFFNO -

TCD15_NBYTES_MLOFFNO)
28h - TCD Transfer Size with Minor 32 RwW See section No
F028h | Loop Offsets (TCDO_NBYTES_MLOFFYES -

TCD15_NBYTES_MLOFFYES)
2Ch - TCD Last Source Address Adjustment / Store DADDR 32 RW See section Yes
FO02Ch | Address (TCDO_SLAST_SDA - TCD15_SLAST_SDA)
30h - TCD Destination Address (TCDO_DADDR - 32 RW See section Yes
FO30h |TCD15_DADDR)
34h - TCD Signed Destination Address Offset (TCDO_DOFF 16 RwW See section Yes
F034h |- TCD15_DOFF)
36h - TCD Current Major Loop Count (Minor Loop 16 RwW See section Yes
F036h | Channel Linking Disabled) (TCDO_CITER_ELINKNO -

TCD15_CITER_ELINKNO)
36h - TCD Current Major Loop Count (Minor Loop 16 RwW See section No
F036h | Channel Linking Enabled) (TCDO_CITER_ELINKYES -

TCD15_CITER_ELINKYES)
38h - TCD Last Destination Address Adjustment / 32 RwW See section Yes
FO038h | Scatter Gather Address (TCDO_DLAST_SGA -

TCD15_DLAST_SGA)
3Ch - TCD Control and Status (TCDO_CSR - TCD15_CSR) 16 RwW See section Yes
FO3Ch
3Eh - TCD Beginning Major Loop Count (Minor Loop 16 RwW See section Yes
FO3Eh | Channel Linking Disabled) (TCDO_BITER_ELINKNO -

TCD15_BITER_ELINKNO)
3Eh - TCD Beginning Major Loop Count (Minor Loop 16 RW See section No
FO3Eh | Channel Linking Enabled) (TCDO_BITER_ELINKYES -

10.4.2.2 Channel Control and Status (CHO_CSR - CH15_CSR)

Offset

Forn=0to 15:
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Register Offset
CHn_CSR Oh + (n x 1000h)
Function

This register contains several fields related to hardware and interrupt requests, configuration, and status for the given channel.

Diagram
Bits 31 30 29 28 | 27 26 25 24 | 23 22 21 20 | 19 18 17 16
ACTIV
R DONE
E
w wi1C 0
Reset 0 0 0 0 | 0 0 0 0 | 0 0 0 0 | 0 0 0 0
Bits 15 14 13 12 | 1 10 9 8 | 7 6 5 4 3 2 1 0
R
EBW EEl |EARQ | ERQ
w 0
Reset 0 0 0 0 | 0 0 0 0 | 0 0 0 0 0 0 0 0
Fields
Field Function
31 Channel Active

ACTIVE The ACTIVE field indicates the channel was selected by arbitration and is executing the prescribed
transfers. The eDMA sets it to 1 when channel service begins, and clears it to 0 as the minor loop
completes or when any error condition is detected. Except for dynamic scatter/gather or dynamic
channel linking, you must not modify the transfer control descriptor when a channel is active.

30 Channel Done

DONE The DONE field indicates the eDMA has completed the major loop. The eDMA engine sets this field as
the CITER count reaches zero. If enabled, the eDMA generates an interrupt request corresponding to this
completed channel. The software clears it, or the hardware clears it when the channel is activated.

NOTE
This field must be cleared to 0 before writing the MAJORELINK or ESG fields.

29-4 Reserved
3 Enable Buffered Writes
EBW When buffered writes are enabled, all writes except for the last write sequence of the minor loop are

signaled by the eDMA as bufferable.

Ob - Buffered writes on system bus disabled. Buffered writes on system bus disabled

Table continues on the next page...
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Field Function

1b - Buffered writes on system bus enabled. Bufferable write signal asserted on all system bus
writes except during last write sequence

2 Enable Error Interrupt

EEI The EEI field enables the error interrupt signal for the channel. The DMA error indicator and the error
interrupt enable flag must be asserted before an error interrupt request for a given channel is asserted to
the interrupt controller.

0b - Error signal for corresponding channel does not generate error interrupt

1b - Assertion of error signal for corresponding channel generates error interrupt request

1 Enable Asynchronous DMA Request

EARQ The enable asynchronous DMA request field (EARQ) does not affect DMA operations. When set to 1,
this field allows the hardware service request enable field (ERQ) to propagate out of the DMA to the
power controller. When cleared to 0, this field masks the hardware service request enable field to the
power controller.

Ob - Disable asynchronous DMA request for the channel

1b - Enable asynchronous DMA request for the channel

0 Enable DMA Request

ERQ Disable a channel's hardware service request at the source before clearing the channel's ERQ field.
The DMA hardware request input signal and the enable request field (ERQ) must be asserted before a
channel's hardware service request is accepted. The state of the eDMA enable request field does not
affect a channel service request made explicitly through software or channel linking. The state of the
ERQ field does not affect the channel's START field.

0b - DMA hardware request signal for corresponding channel disabled

1b - DMA hardware request signal for corresponding channel enabled

10.4.2.3 Channel Error Status (CHO_ES - CH15_ES)

Offset

Forn=0to 15:

Register Offset

CHn_ES 4h + (n x 1000h)
Function

The ES provides information concerning the last recorded channel error. Channel errors can be caused by:
* An illegal setting in the transfer control descriptor
* An error termination to a bus master read or write cycle

The ERR field signals the presence of an error for the channel. The eDMA engine signals the occurrence of an error condition by
setting the appropriate field in this register. The outputs of this register are enabled by the contents of the CHn_CSR[EE]] field,
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then logically summed across all channels to form an error interrupt request, which may be routed to the interrupt controller. In
addition, this enabled error status is logically OR'd onto the channel done interrupt, CHn_INT[INT], thus forming a done or error
interrupt on a per channel basis.

During the execution of the interrupt service routine associated with any DMA errors, it is software's responsibility to clear the
appropriate bit, negating the error-interrupt request. The normal DMA channel completion indicators (setting the transfer control
descriptor DONE flag and the possible assertion of an interrupt request) are not affected when eDMA detects an error. The
contents of this ERR register field can also be polled because a non-zero value indicates the presence of a channel error,
regardless of the state of the EEl mask.

The state of any given channel's error indicators is affected by writes to this register. Writing a 1 to the ERR field clears the
channel's error status, and writing a 0 has no effect.

An unspecified error, where only the ERR field is set to 1, indicates that either a transfer was cancelled with an error. The
Management Page Error Status register has full view of the error condition.

See Fault reporting and handling for more details.

Diagram
Bits 31 30 29 28 | 27 26 25 24 | 23 22 21 20 | 19 18 17 16
R | ERR Reserved
w | wic 0
Reset 0 0 0 0 | 0 0 0 0 | 0 0 0 0 | 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R Reserved SAE | SOE | DAE | DOE | NCE | SGE | SBE | DBE
w 0
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 Error In Channel
ERR Ob - An error in this channel has not occurred
1b - An error in this channel has occurred
30-8 Reserved
7 Source Address Error
SAE TCDn_SADDR is inconsistent with TCDn_ATTR[SSIZE].
0b - No source address configuration error
1b - Last recorded error was a configuration error detected in the TCDn_SADDR field
6 Source Offset Error
SOE TCDn_SOFF is inconsistent with TCDn_ATTR[SSIZE].

Table continues on the next page...
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Field Function

0b - No source offset configuration error

1b - Last recorded error was a configuration error detected in the TCDn_SOFF field

5 Destination Address Error
DAE TCDn_DADDR is inconsistent with TCDn_ATTR[DSIZE].
Ob - No destination address configuration error

1b - Last recorded error was a configuration error detected in the TCDn_DADDR field

4 Destination Offset Error
DOE TCDn_DOFF is inconsistent with TCDn_ATTR[DSIZE].
0b - No destination offset configuration error

1b - Last recorded error was a configuration error detected in the TCDn_DOFF field

3 NBYTES/CITER Configuration Error
NCE This error indicates that one of the following has occurred:
* TCDn_NBYTES is not a multiple of TCDn_ATTR[SSIZE] and TCDn_ATTR[DSIZE]
+ TCDn_CITER[CITER] is equal to zero
« TCDn_CITER[ELINK] is not equal to TCDn_BITER[ELINK]
0b - No NBYTES/CITER configuration error

1b - Last recorded error was a configuration error detected in the TCDn_NBYTES or
TCDn_CITER fields

2 Scatter/Gather Configuration Error
SGE When this field is 1, it indicates that TCDn_DLAST_SGA is not on a 32-byte boundary. This field is
checked at the beginning of a scatter/gather operation after major loop completion if TCDn_CSR[ESG]is
enabled.

0b - No scatter/gather configuration error

1b - Last recorded error was a configuration error detected in the TCDn_DLAST_SGA field

1 Source Bus Error
SBE Ob - No source bus error

1b - Last recorded error was bus error on source read

0 Destination Bus Error
DBE Ob - No destination bus error

1b - Last recorded error was bus error on destination write
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Offset

Forn=0to 15:

Register Offset

CHN_INT 8h + (n x 1000h)
Function

The INT field signals the presence of an interrupt request for the channel. Depending on the appropriate bit setting in the transfer

control descriptors, the eDMA engine generates an interrupt on data transfer completion or an error condition.

The outputs of this register are directly routed to the interrupt controller. During the interrupt service routine associated with any
given channel, it is the software's responsibility to clear the appropriate bit, negating the interrupt request. On writes to INT, a 1

clears the channel's interrupt request. A zero has no effect on the channel's current interrupt status.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 INT
w wi1c
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-1 Reserved
0 Interrupt Request
INT 0b - Interrupt request for corresponding channel cleared
1b - Interrupt request for corresponding channel active
10.4.2.5 Channel System Bus (CHO_SBR - CH15_SBR)
Offset
Forn=0to 15:
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Register Offset
CHn_SBR Ch + (n x 1000h)
Function

The Channel System Bus register places identification and attribute information on the system bus interface for the eDMA.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R Reserved
ATTR EMI
w 0
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 | 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0 MID
PAL | SEC
w
Reset 0 0 0 0 | 0 0 0 0 | 0 0 0 1 0 0 1 0
Fields
Field Function
31-21 Reserved
20-17 Attribute Output
ATTR DMA's system bus attribute output value.
16 Enable Master ID Replication
EMI The eDMA master ID replication field allows the eDMA to use the same protection level and system
bus ID of the master programming the eDMA's TCD. When enabled, the eDMA uses the master ID and
protection level stored in the CHn_SBR registers, instead of the eDMA's default values. When a master
(for example a core) programs a TCD, its master ID is captured when the TCDn_CSR control attributes are
written. A scatter/gather operation does not affect the CHn_SBR registers. You can write the EMI only if
MP_CSR[GMRC] = 1, which means Global Master ID Replication Control is enabled; otherwise, the EMI is
forced to zero.
NOTE
If master ID replication is disabled, the nonsecure, user protection level for DMA transfers
is used.
0Ob - Master ID replication is disabled
1b - Master ID replication is enabled
15 Privileged Access Level

Table continues on the next page...
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Field Function

PAL This field controls DMA's protection level on the system bus when the channel is active.

NOTE
The value written into this register cannot exceed the security and privilege level of the
core or other master writing the channel's system bus register; CHn_SBR. The order of
precedence is SecurePriv>SecureUser>NonsecurePriv>NonsecureUser

Ob - User protection level for DMA transfers

1b - Privileged protection level for DMA transfers

14 Security Level

SEC DMA's security level on the system bus when the channel is active.

NOTE
The value written into this register cannot exceed the security and privilege level of the
core or other master writing the channel's system bus register; CHn_SBR. The order of
precedence is SecurePriv>SecureUser>NonsecurePriv>NonsecureUser

0b - Nonsecure protection level for DMA transfers

1b - Secure protection level for DMA transfers

13-6 Reserved
5-0 Master ID
MID This field controls the DMA's master ID on the system bus when the channel is active.

NOTE
The ID captured in this register reflects the master ID of the core or other master writing the
channel's security attributes, TCDn_SBR[SEC].

10.4.2.6 Channel Priority (CHO_PRI - CH15_PRI)

Offset

Forn=0to 15:

Register Offset

CHNn_PRI 10h + (n x 1000h)
Function

The contents of these registers define unique priorities associated with each channel within the same channel group. Channel
grouping is programmed via Channel Arbitration Group (CHO_GRPRI - CH15_GRPRI).

The channel priorities within a group are evaluated by numeric value; for example, 0 is the lowest priority, 1 is the next higher
priority, then 2, 3, and so on. Software must program the channel priorities with unique values; otherwise, channel numbers with
the same, non-zero value, will be selected based on channel number with the higher channel number having higher priority.
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If more than one channel in a group has an arbitration priority level value of zero, then the arbitration mode field MP_CSR[ERCA]
is used to determine the arbitration scheme for all channels with APL=0 within a group.

When you enable round-robin channel arbitration (MP_CSR[ERCA] = 1), all channels with APL=0 within a group will use a
round-robin arbitration scheme, which rotates among these channels requesting service without regard to priority. Round-robin
provides a fairness mechanism within an arbitration group.

When you enable fixed-priority channel arbitration (MP_CSR[ERCA] = 0), eDMA selects channels with APL=0 based on channel
number, with the higher channel number having higher priority.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R Reserved
ECP | DPA
W 0
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 | 1 10 9 8 7 6 5 4 3 2 1 0
R Reserved
APL
w 0
Reset 0 0 0 0 | 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 Enable Channel Preemption
ECP 0b - Channel cannot be suspended by a higher-priority channel's service request
1b - Channel can be temporarily suspended by a higher-priority channel's service request
30 Disable Preempt Ability
DPA 0b - Channel can suspend a lower-priority channel
1b - Channel cannot suspend any other channel, regardless of channel priority
29-3 Reserved
2-0 Arbitration Priority Level
APL Channel priority level for arbitration within the assigned arbitration group.
10.4.2.7 Channel Multiplexor Configuration (CHO_MUX - CH15_MUX)
Offset
Forn=0to 15:
Register Offset
CHn_MUX 14h + (n x 1000h)
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Each of the DMA channels can be independently associated with various peripherals in the system. The Channel Multiplexor
Configuration register selects the peripheral assigned to each channel. Service requests from the peripheral should be disabled
when configuring a channel to a peripheral source.

Each channel must have a unique value when selecting a peripheral slot in the channel mux configuration. The only value that
may overlap is source 0. If there is an attempt to write a mux configuration value that is already consumed by any channel, a mux
configuration of 0 (SRC = 0) will be written.

All channels will default to source 0. When a particular peripheral is needed, the channel’s mux configuration is set to that source
number. When the peripheral is no longer needed, the mux configuration for that channel should be written to 0, thus releasing

the resource.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R Reserved
w 0
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R Reserved
SRC
w 0
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-7 Reserved
6-0 Service Request Source
SRC Hardware service request source for the channel.

NOTE
With the exception of 0, attempts to write a value already in use will be forced to 0.

10.4.2.8 TCD Source Address (TCDO_SADDR - TCD15_SADDR)

Offset

Forn=0to 15:

Register Offset
TCDn_SADDR 20h + (n x 1000h)
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This register contains the address for the read transactions.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
SADDR
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R
SADDR
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31-0 Source Address
SADDR Memory address pointing to the source data.

10.4.2.9 TCD Signed Source Address Offset (TCDO_SOFF - TCD15_SOFF)

Offset

Forn=0to 15:

Register Offset
TCDn_SOFF 24h + (n x 1000h)
Function

This register contains the sign-extended value added to Source Address register after each read transaction.
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Diagram
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R
SOFF
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
15-0 Source Address Signed Offset
SOFF Sign-extended offset applied to the current source address to form the next-state value as each source
read is completed.

10.4.2.10 TCD Transfer Attributes (TCDO_ATTR - TCD15_ATTR)

Offset

Forn=0to 15:

Register Offset
TCDn_ATTR 26h + (n x 1000h)
Function

This register contains size and option modulo addressing information for source and destination addresses.

Diagram
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R

SMOD SSIZE DMOD DSIZE

w
Reset u u u u u u u u u u u u u u u u
Fields

Field Function
15-11 Source Address Modulo
SMOD This field defines a specific address range, which is the value after the SADDR + SOFF calculation is

performed on the original register value. Setting this field makes it easy to implement a circular data queue.

For data queues requiring power-of-2-sized bytes, the queue must start at a 0-modulo-size address and
the SMOD field must be set to the appropriate value for the queue, freezing the required number of upper
address bits.

Table continues on the next page...
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Field Function

The value programmed into this field specifies the number of lower address bits that are allowed to change.
For a circular queue application, you typically set TCDn_SOFF[SOFF] to the transfer size to implement
post-increment addressing, with the SMOD function constraining the addresses to a 0-modulo-size range.

0_0000b - Source address modulo feature disabled

0_0001b - Source address modulo feature enabled for any non-zero value [1-31]

10-8 Source Data Transfer Size
SSIZE 000b - 8-bit
001b - 16-bit
010b - 32-bit
011b - 64-bit

100b - 16-byte
101b - 32-byte
110b - Reserved
111b - Reserved

7-3 Destination Address Modulo
DMOD See the SMOD definition.

2-0 Destination Data Transfer Size

DSIZE See the SSIZE definition.

10.4.2.11 TCD Transfer Size Without Minor Loop Offsets (TCDO_NBYTES_MLOFFNO -
TCD15_NBYTES_MLOFFNO)

Offset
Forn=0to 15:

Register Offset

TCDn_NBYTES_MLOFF | 28h + (n x 1000h)
NO

Function
The TCDn_NBYTES field defines the number of bytes to transfer per service request.

Minor loop offsets are address offset values added to the final source address (TCDn_SADDR), or destination

address (TCDn_DADDRY), upon minor loop completion. Minor loop completion is when the channel has finished the

service request and has transferred NBYTES. When minor loop offsets are enabled, the minor loop offset value
(TCDNn_NBYTES_MLOFFYES[MLOFF]) is added to the final source address (TCDn_SADDR), to the final destination address
(TCDn_DADDR), or to both, prior to the addresses being written back to the TCD. If the major loop is complete, the minor loop
offset is ignored and the major loop address offsets (TCDn_SLAST_SDA and TCDn_DLAST_SGA) are used to compute the next
TCDn_SADDR and TCDn_DADDR values.
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When minor loop mapping is enabled (SMLOE or DMLOE is 1), TCDn_NBYTES_MLOFFNO/TCDn_NBYTES_MLOFFYES is
redefined. A portion of TCDn_NBYTES_MLOFFNO/TCDn_NBYTES_MLOFFYES is used to specify multiple fields:

* A source enable bit (SMLOE) to specify the minor loop offset must be applied to the source address (TCDn_SADDR) upon
minor loop completion

» Adestination enable bit (DMLOE) to specify the minor loop offset must be applied to the destination address (TCDn_DADDR)
upon minor loop completion

» The sign extended minor loop offset value (MLOFF)

The same offset value (MLOFF) is used for both source and destination minor loop offsets. When either minor loop offset is
enabled (SMLOE set or DMLOE set), the NBYTES field is reduced to 10 bits. If both minor loop offsets are disabled (SMLOE
cleared and DMLOE cleared), the NBYTES field is a 30-bit vector.

One of two register profiles (this register or TCDn_NBYTES_MLOFFYES), defines the number of bytes to transfer per request.
Which register to use depends on whether source or destination minor loop mapping is enabled.

TCDn_NBYTES_MLOFFNO/TCDn_NBYTES_MLOFFYES is defined as follows:
* If SMLOE = 0 and DMLOE = 0, then see the TCDn_NBYTES_MLOFFNO register description.
* If either SMLOE or DMLOE is 1, then see the TCDn_NBYTES_MLOFFYES register description.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R[smLo [bwmLo
NBYTES
wl| E E
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
NBYTES
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31 Source Minor Loop Offset Enable
SMLOE Selects whether the minor loop offset is applied to the source address upon minor loop completion.
0b - Minor loop offset not applied to SADDR
1b - Minor loop offset applied to SADDR
30 Destination Minor Loop Offset Enable
DMLOE Selects whether the minor loop offset is applied to the destination address upon minor loop completion.
0b - Minor loop offset not applied to DADDR
1b - Minor loop offset applied to DADDR
29-0 Number of Bytes To Transfer Per Service Request

Table continues on the next page...
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Field Function

NBYTES Number of bytes to be transferred for each service request of the channel.

When a channel activates, the module loads the appropriate TCD contents into the eDMA engine and
performs the appropriate reads and writes until the byte transfer count has been reached. This process is
normally an indivisible operation and cannot be halted. It can, however, be stalled by using the bandwidth
control field, or via preemption.

After the byte count is exhausted, the SADDR and DADDR values are written back into the TCD memory,
and the major loop iteration count (CITER) is decremented by one and written back to the TCD memory. If
the major iteration count is complete, additional processing is performed.

10.4.2.12 TCD Transfer Size with Minor Loop Offsets (TCDO_NBYTES_MLOFFYES -
TCD15_NBYTES_MLOFFYES)

Offset
Forn=0to 15:

Register Offset

TCDn_NBYTES_MLOFF | 28h + (n x 1000h)
YES

Function
The TCDn_NBYTES field defines the number of bytes to transfer per service request.

Minor loop offset is an address offset value added to the final source address (TCDn_SADDR) or destination address
(TCDn_DADDR) upon minor loop completion. Minor loop completion occurs when the channel has finished the service request
and has transferred NBYTES. Minor loop offsets are enabled by setting either the source enable bit (SMLOE) or the destination
enable bit (DMLOE).

The source enable bit (SMLOE) specifies the minor loop offset value (MLOFF) that is to be applied to the source address
(TCDn_SADDR) upon minor loop completion. The destination enable bit (DMLOE) specifies the minor loop offset (MLOFF) that
is to be applied to the destination address (TCDn_DADDR) upon minor loop completion.

If the major loop is complete, the minor loop offsets are ignored and the major loop address offsets (TCDn_SLAST_SDA and
TCDn_DLAST_SGA) are used to compute the next TCDn_SADDR and TCDn_DADDR values.

When you enable the minor loop offset overlay (either SMLOE or DMLOE is 1), eDMA redefines TCDn_NBYTES_MLOFFNO/
TCDn_NBYTES_MLOFFYES. A portion of TCDn_NBYTES_MLOFFNO/TCDn_NBYTES_MLOFFYES specifies the sign-
extended minor loop offset value (MLOFF). The same offset value (MLOFF) applies to both source and destination minor

loop offsets. When the minor loop offset is enabled, you must align it to the transfer size of the source or destination it is associated
with. When either minor loop offset is enabled (SMLOE set or DMLOE set), the NBYTES field is reduced to 10 bits. If both minor
loop offsets are disabled (SMLOE cleared and DMLOE cleared), the NBYTES field is a 30-bit vector.

One of two register profiles (this register or TCDn_NBYTES_MLOFFNO) defines the number of bytes to transfer per request.
Which register to use depends on whether source or destination minor loop mapping is enabled.

TCDn_NBYTES_MLOFFYES is defined as follows:
« If either minor loop offset is enabled (SMLOE or DMLOE = 1), then see the TCDn_NBYTES_MLOFFYES register description.
* If SMLOE and DMLOE are both 0, then see the TCDn_NBYTES_MLOFFNO register description.

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 230/ 2967




NXP Semiconductors

Enhanced Direct Memory Access (eDMA)

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R|smLo |DbmLO
MLOFF
wl E E
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
MLOFF NBYTES
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31 Source Minor Loop Offset Enable
SMLOE Selects whether the minor loop offset is applied to the source address upon minor loop completion.
0b - Minor loop offset not applied to SADDR
1b - Minor loop offset applied to SADDR
30 Destination Minor Loop Offset Enable
DMLOE Selects whether the minor loop offset is applied to the destination address upon minor loop completion.
Ob - Minor loop offset not applied to DADDR
1b - Minor loop offset applied to DADDR
29-10 Minor Loop Offset
MLOFF If SMLOE or DMLOE is 1, this field represents a sign-extended offset applied to the source or destination
address to form the next-state value after the minor loop completes.
9-0 Number of Bytes To Transfer Per Service Request
NBYTES The number of bytes to be transferred in each service request of the channel.
As a channel activates, the module loads the appropriate TCD contents into the eDMA engine and performs
the appropriate reads and writes until the minor byte transfer count has been reached. This is an indivisible
operation and cannot be halted. It can, however, be stalled by using the bandwidth control field, or
via preemption.
After the minor count is exhausted, the SADDR and DADDR values are written back into the TCD memory,
and the major iteration count is decremented and restored to the TCD memory. If the major iteration count
is complete, additional processing is performed.

10.4.2.13 TCD Last Source Address Adjustment / Store DADDR Address (TCDO_SLAST_SDA -
TCD15_SLAST_SDA)

Offset

Forn=0to 15:
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Register Offset
TCDn_SLAST_SDA 2Ch + (n x 1000h)
Function

This register contains the value added to the source address when the major loop is complete. When the store destination
address option is enabled, this field provides a pointer to memory for storing the final destination address.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
SLAST_SDA
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R
SLAST_SDA
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31-0 Last Source Address Adjustment / Store DADDR Address

SLAST_SDA | Source last address adjustment or the system memory address for destination address (DADDR) storage.
If (TCDn_CSR[ESDA] = 0), then:

» Adjustment value is added to the source address at the completion of the major iteration count.
This value can be used to restore the source address to the initial value or adjust the address to
reference the next data structure.

+ This field uses two's complement notation for the final source address adjustment.

Otherwise:

« This address points to the 32-bit-aligned memory location where the destination address (DADDR)
is to be stored in system memory. By saving the final destination address in system memory via
the ESDA feature, you are able to compute the size of a variable destination data buffer by simply
subtracting the beginning DADDR from the final, saved DADDR. This feature is used together with

the scatter/gather operation to prevent the loss of the final DADDR, which is overwritten during the
scatter/gather operation.

The "Store Destination Address" (SDA) value must be a 32-bit-aligned location because the eDMA
forces the lower two address bits of the SLAST_SDA field to zero when ESDA is enabled. The module

performs this write operation when the major loop is done; that is, when the major iteration count
(CITER) decrements to zero.
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10.4.2.14 TCD Destination Address (TCDO_DADDR - TCD15_DADDR)

Offset

Forn=0to 15:

Register Offset
TCDn_DADDR 30h + (n x 1000h)
Function

This register contains the address for the write transactions.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
DADDR
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R
DADDR
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31-0 Destination Address

DADDR Memory address pointing to the destination data.

10.4.2.15 TCD Signed Destination Address Offset (TCDO_DOFF - TCD15_DOFF)

Offset

Forn=0to 15:

Register Offset
TCDn_DOFF 34h + (n x 1000h)
Function

This register contains the sign-extended value added to Destination Address register after each write transaction.
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Diagram
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R
DOFF
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
15-0 Destination Address Signed Offset
DOFF Sign-extended offset that is applied to the current destination address to form the next-state value as
each destination write is completed.

10.4.2.16 TCD Current Major Loop Count (Minor Loop Channel Linking Disabled) (TCDO_CITER_ELINKNO -
TCD15_CITER_ELINKNO)

Offset
Forn=0to 15:

Register Offset

TCDn_CITER_ELINKNO | 36h + (n x 1000h)

Function

If TCDn_CITER[ELINK] is 0, the TCDn_CITER register is defined as follows.

Diagram
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
ELINK CITER
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
15 Enable Link
ELINK As the channel completes the minor loop, this flag enables linking to another channel as defined by the

relevant LINKCH field. The link target channel initiates a channel service request via an internal mechanism
that sets the TCDn_CSR[START] bit of the specified channel to 1.

If channel linking is disabled, the CITER value is extended to 15 bits in place of a link channel number. If the
major loop is exhausted, this link mechanism is suppressed in favor of MAJORELINK channel linking.

Table continues on the next page...
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Field Function

NOTE
This field must be equal to the BITER[ELINK] field; otherwise, a configuration error
is reported.

Ob - Channel-to-channel linking disabled

1b - Channel-to-channel linking enabled

14-0 Current Major Iteration Count

CITER This 9-bit (ELINK = 1) or 15-bit (ELINK = 0) count represents the current major loop count for the channel.
It is decremented each time the channel finishes a service request and is written back to TCD memory.
After the major iteration count is exhausted, the channel performs a number of operations — for example,
final source and destination address calculations — and optionally generates an interrupt to signal channel
completion before reloading the CITER field from the Beginning lteration Count (BITER) field.

NOTE
When the CITER field is initially loaded by software, it must be set to the same value as that
contained in the BITER field.

NOTE
If the channel is configured to execute a single service request, the initial values of BITER
and CITER should be 0x0001.

10.4.2.17 TCD Current Major Loop Count (Minor Loop Channel Linking Enabled) (TCDO_CITER_ELINKYES -
TCD15_CITER_ELINKYES)

Offset
Forn=0to 15:

Register Offset

TCDn_CITER_ELINKYE | 36h + (n x 1000h)
S

Function

If TCDn_CITER[ELINK] is 1, the TCDn_CITER register is defined as follows.
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Diagram
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R Reserved
ELINK LINKCH CITER
w 0
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
15 Enable Link
ELINK As the channel completes the minor loop, this flag enables linking to another channel as defined by the
relevant LINKCH field. When enabled, an internal mechanism sets the TCDn_CSR[START] field of the
specified channel (LINKCH) upon minor loop completion.
If channel linking is disabled, the CITER value is extended to 15 bits in place of a link channel number. If the
major loop is exhausted, this link mechanism is suppressed in favor of MAJORELINK channel linking.
NOTE
This field must be equal to the BITER[ELINK] field; otherwise, a configuration error
is reported.
Ob - Channel-to-channel linking disabled
1b - Channel-to-channel linking enabled
14-13 Reserved
12-9 Minor Loop Link Channel Number

LINKCH If channel-to-channel linking is enabled (ELINK = 1), then after the minor loop is exhausted the eDMA
engine initiates a channel service request to the channel defined by this field by writing that channel’s
TCDn_CSR[START] field to 1.

8-0 Current Major Iteration Count

CITER This 9-bit (ELINK = 1) or 15-bit (ELINK = 0) count represents the current major loop count for the channel.
It is decremented each time the channel finishes a service request and is written back to the TCD memaory.
After the major iteration count is exhausted, the channel performs a number of operations — for example,
final source and destination address calculations — and optionally generates an interrupt to signal channel
completion before reloading the CITER field from the Beginning lteration Count (BITER) field.

NOTE
When the CITER field is initially loaded by software, it must be set to the same value as that
contained in the BITER field.

NOTE
If the channel is configured to execute a single service request, the initial values of BITER
and CITER should be 0x0001.

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 236 / 2967




NXP Semiconductors

Enhanced Direct Memory Access (eDMA)

10.4.2.18 TCD Last Destination Address Adjustment / Scatter Gather Address (TCDO_DLAST_SGA -
TCD15_DLAST_SGA)

Offset

Forn=0to 15:

Register Offset
TCDn_DLAST_SGA 38h + (n x 1000h)
Function

This register contains the value added to the destination address when the major loop is complete. When the Scatter/Gather
option is enabled, this field provides a pointer to memory for fetching a transfer control descriptor to reprogram the channel.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
DLAST_SGA
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
DLAST_SGA
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31-0 Last Destination Address Adjustment / Scatter Gather Address
DLAST_SGA

Adjustment of the last destination address or the memory address for the next transfer control descriptor to
be loaded into this channel (scatter/gather).

If (TCDN_CSR[ESG] = 0) then:

» Adjustment value is added to the destination address at the completion of the major iteration count.

This value can apply to restore the destination address to the initial value or adjust the address to
reference the next data structure.

+ This field uses two's complement notation for the final destination address adjustment.

Otherwise:

« This address points to the beginning of a 0-modulo 32-byte region containing the next transfer
control descriptor to be loaded into this channel. This channel reload is performed as the major
iteration count completes. The scatter/gather address must be 0-modulo 32-byte, or else a
configuration error is reported.
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Offset

Forn=0to 15:

Register Offset
TCDn_CSR 3Ch + (n x 1000h)
Function

This register is used to enable optional features.

Diagram
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R MAJO INTHA |INTMA | STAR
BWC MAJORLINKCH ESDA | EEOP ESG |DREQ
W 0 REL... LF JOR T
Reset u u u u u u u u u u u u u u u 0
Fields
Field Function
15-14 Bandwidth Control
BWC Throttles the amount of bus bandwidth consumed by the eDMA. Generally, as the eDMA processes the
minor loop, it continuously generates read/write sequences until the minor count is exhausted. This field
forces eDMA to stall after the completion of each read/write access, to control the bus request bandwidth
seen by the system bus interconnect.
NOTE
If the source and destination sizes are equal, this field is ignored between the first and
second transfers and after the last write of each minor loop. This behavior is a side effect of
reducing start-up latency.
00b - No eDMA engine stalls
01b - Reserved
10b - eDMA engine stalls for 4 cycles after each R/W
11b - eDMA engine stalls for 8 cycles after each R/W
13-12 Reserved
11-8 Major Loop Link Channel Number

MAJORLINKCH

If (MAJORELINK = 0) then:

Otherwise:

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024

» No channel-to-channel linking, or chaining, is performed after the major loop counter is exhausted.

Reference Manual

General Business Information

238 /2967



NXP Semiconductors

Enhanced Direct Memory Access (eDMA)

Table continued from the previous page...

Field Function

+ After the major loop counter is exhausted, the eDMA engine initiates a channel service request at
the channel defined by this field by setting that channel’s TCDn_CSR[START] field to 1.

7 Enable Store Destination Address

ESDA As the channel completes the major loop by either the current iteration counter (CITER) decrementing to 0,
or by receiving an enabled end-of-packet signal, this field enables writing the destination address (DADDR)
to the address stored in the SLAST_SDA field. The value written to system memory is the last DADDR value
prior to the DLAST_SGA offset being applied, or overwritten by an enabled scatter/gather operation. When
the SDA bitis 1, SLAST_SDA contains the write pointer instead of the final source address offset. Because
this is a pointer and not a final offset, a last source address offset of zero is applied to SADDR instead of
the SLAST_SGA value.

0b - Ability to store destination address to system memory disabled

1b - Ability to store destination address to system memory enabled

6 Enable End-Of-Packet Processing

EEOP When enabled by the EEOP field, an end-of-packet hardware input signal directs eDMA to discontinue
executing the active channel, and to treat the shutdown as the major-loop-completed event. If the EEOP
field is 1, the end-of-packet signal from supported peripherals is accepted. If the EEOP field is 0, the
end-of-packet input is ignored. With an end-of-packet retirement, the current TCD destination address (or
ESDA-saved destination address), minus the software-saved initial address (DADDR), reflects the total
amount of data transferred.

0b - End-of-packet operation disabled

1b - End-of-packet hardware input signal enabled

5 Enable Link When Major Loop Complete

MAJORELINK | As the channel completes the major loop, this flag enables linking to another channel defined by
MAJORLINKCH. The link target channel initiates a channel service request via an internal mechanism that
sets the TCDn_CSR[START] field of the specified channel.

NOTE
To support the dynamic linking coherency model, this field is forced to O if written when
TCDn_CSR[DONE] is 1.

Ob - Channel-to-channel linking disabled

1b - Channel-to-channel linking enabled

4 Enable Scatter/Gather Processing

ESG As the channel completes the major loop, this flag enables scatter/gather processing in the current channel.
If enabled, the eDMA engine uses TCDn_DLAST_SGA as a memory pointer to a 0-modulo 32-bit address
containing a 32-byte data structure, which is loaded as the transfer control descriptor into local memory.

NOTE
To support the dynamic scatter/gather coherency model, this field is forced to 0 if written
when TCDn_CSR[DONE] is 1.

Table continues on the next page...
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Field Function

Ob - Current channel’s TCD is normal format

1b - Current channel’s TCD specifies scatter/gather format.

3 Disable Request

DREQ If this flag is 1, the eDMA hardware automatically clears the corresponding ERQ bit when the current
major iteration count reaches O.

0b - No operation. Channel's ERQ field not affected

1b - Clear the ERQ field to 0 upon major loop completion, thus disabling hardware service
requests. Channel’'s ERQ field cleared to 0 when major loop complete

2 Enable Interrupt If Major Counter Half-complete

INTHALF If this flag is 1, the channel generates an interrupt request by setting the appropriate field in the INT
register to 1 when the current major iteration count reaches the halfway point. Specifically, the comparison
performed by the eDMA engine is (CITER = (BITER/2)). This halfway point interrupt request is provided to
support double-buffered, also known as ping-pong, schemes, or other types of data movement where the
processor needs an early indication of the transfer’s progress.

NOTE
If BITER = 1, do not use INTHALF; use INTMAJOR instead.

0b - Halfway point interrupt disabled

1b - Halfway point interrupt enabled

1 Enable Interrupt If Major count complete

INTMAJOR If this flag is 1, the channel generates an interrupt request by setting the appropriate field in the INT
register to 1 when the current major iteration count (CITER) reaches 0.

0b - End-of-major loop interrupt disabled

1b - End-of-major loop interrupt enabled

0 Channel Start

START If this flag is 1, the channel is requesting service. The eDMA hardware automatically clears this flag to 0
after the channel begins execution.

Ob - Channel not explicitly started

1b - Channel explicitly started via a software-initiated service request

10.4.2.20 TCD Beginning Major Loop Count (Minor Loop Channel Linking Disabled) (TCDO_BITER_ELINKNO -
TCD15_BITER_ELINKNO)

Offset
Forn=0to 15:
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Register Offset
TCDn_BITER_ELINKNO | 3Eh + (n x 1000h)

Function
If the TCDn_BITER[ELINK] field is 0, the TCDn_BITER register is defined as follows.

Diagram
Bits 15 14 13 12 | 11 10 9 8 | 7 6 5 4 | 3 2 1 0
R
ELINK BITER
w
Reset u u u u | u u u u | u u u u | u u u u
Fields
Field Function
15 Enables Link
ELINK As the channel completes the minor loop, this flag enables linking to another channel as defined by
BITER[LINKCH]. The link target channel initiates a channel service request via an internal mechanism that
sets the TCDn_CSR[START] field of the specified channel. If channel linking is disabled, the BITER value
extends to 15 bits in place of a link channel number. If the major loop is exhausted, this link mechanism is
suppressed in favor of the MAJORELINK channel linking.
NOTE
When the software loads the TCD, this field must be set equal to the corresponding CITER
field; otherwise, a configuration error is reported. As the major iteration count is exhausted,
eDMA reloads the contents of this field into the CITER field.
Ob - Channel-to-channel linking disabled
1b - Channel-to-channel linking enabled
14-0 Starting Major Iteration Count
BITER As the transfer control descriptor is first loaded by software, this 9-bit (ELINK = 1) or 15-bit (ELINK = 0) field
must be set equal to the value in the CITER field. As the major iteration count is exhausted, eDMA reloads
the contents of this field into the CITER field. If the channel is configured to execute a single service request,
the initial values of BITER and CITER must be 0x0001.

10.4.2.21 TCD Beginning Major Loop Count (Minor Loop Channel Linking Enabled) (TCDO_BITER_ELINKYES -
TCD15_BITER_ELINKYES)

Offset
Forn=0to 15:
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Register Offset
TCDn_BITER_ELINKYE | 3Eh + (n x 1000h)
S

Function

If the TCDn_BITER[ELINK] field is set, the TCDn_BITER register is defined as follows.

Diagram

Bits 15

14 13 12 10 9

|11

ELINK

Reserved
LINKCH

0

Reset u

Fields

| u u u

Field

Function

15
ELINK

Enable Link

As the channel completes the minor loop, this flag enables linking to another channel as defined by
BITER[LINKCH]. The link target channel initiates a channel service request via an internal mechanism that
sets the TCDn_CSR[START] field of the specified channel. If channel linking disables, the BITER value
extends to 15 bits in place of a link channel number. If the major loop is exhausted, this link mechanism is
suppressed in favor of the MAJORELINK channel linking.

NOTE
When the software loads the TCD, this field must be set equal to the corresponding CITER
field; otherwise, a configuration error is reported. As the major iteration count is exhausted,
eDMA reloads the contents of this field into the CITER field.

Ob - Channel-to-channel linking disabled

1b - Channel-to-channel linking enabled

14-13

Reserved

12-9
LINKCH

Link Channel Number

If channel-to-channel linking is enabled (ELINK = 1), then after the minor loop is exhausted, the eDMA
engine initiates a channel service request at the channel defined by this field by setting that channel’s
TCDn_CSR[START] field.

NOTE
When the software loads the TCD, this field must be set equal to the corresponding CITER
field; otherwise, a configuration error is reported. As the major iteration count is exhausted,
eDMA reloads the contents of this field into the CITER field.

8-0

Starting Major lteration Count

Table continues on the next page...
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Table continued from the previous page...

Field Function

BITER As the transfer control descriptor is first loaded by software, this 9-bit (ELINK = 1) or 15-bit (ELINK = 0) field

must be set equal to the value in the CITER field. As the major iteration count is exhausted, eDMA reloads
the contents of this field into the CITER field. If the channel is configured to execute a single service request,
the initial values of BITER and CITER must be 0x0001.

10.5 External signals

This module has no external signals.

10.6

Initialization

The following sections discuss initialization of the eDMA and programming considerations.

10.6.1 eDMA initialization
To initialize the eDMA:

1.
2.

o o~ w

Write to the MP_CSR if a configuration other than the default is wanted.

Write the channel priority levels to the CHn_PRI registers and group priority levels to the CHn_GRPRI registers if a
configuration other than the default is wanted.

Enable error interrupts in the CHn_CSR[EEI] registers if they are wanted.
Write the 32-byte TCD for each channel that may request service.
Enable any hardware service requests via the CHn_CSR[ERQ] registers.
Request channel service via either:

+ Software: setting TCDn_CSR[START]

* Hardware: slave device asserting its eDMA peripheral request signal

After any channel requests service, a channel is selected for execution based on the arbitration and priority levels written into the
programmer's model. The eDMA engine reads the entire TCD, including the TCD control and status fields, as shown in Table 42,
for the selected channel into its internal address path module.

As the TCD is read, the first transfer is initiated on the internal bus, unless a configuration error is detected. Transfers from the
source, defined by TCDn_SADDR, to the destination, defined by TCD_DADDR, continue until the number of bytes specified by
TCDn_NBYTES are transferred.

When the transfer is complete, the eDMA engine's local TCDn_SADDR, TCDn_DADDR, and TCDn_CITER are written back to
the main TCD memory and any minor loop channel linking is performed, if enabled. If the major loop is exhausted, then eDMA
executes further post-processing, such as interrupts, major loop channel linking, and scatter/gather operations, if enabled.

Table 42. TCD control and status (TCDn_CSR) fields

TCDn_CSR field name Description

START Control field to start the channel explicitly when using a software-initiated DMA service (automatically
cleared by hardware)

EEOP Control field to enable end-of-packet processing

Table continues on the next page...
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Table 42. TCD control and status (TCDn_CSR) fields (continued)

TCDn_CSR field name Description
ESDA Control field to enable storing of the destination address to system memory after the major loop
completes
DREQ Control field to disable hardware-initiated DMA service requests after major loop completion
BWC Control field for throttling the bandwidth control of a channel
ESG Control field to enable the scatter-gather feature
INTHALF Control field to enable interrupt when major loop is half-complete
INTMAJOR Control field to enable interrupt when major loop completes

Table 43. Channel control and status (CHn_CSR) fields

CHn_CSR field name

Description

ACTIVE Status field indicating the channel is currently in execution
DONE Status field indicating major loop completion (cleared by software when a channel begins execution)
EEI Control field to enable error interrupts
EARQ Control field to enable external, asynchronous wakeup event in conjunction with the ERQ field
ERQ Control field to enable hardware service requests

The following figure shows how each DMA request initiates one minor-loop transfer, or iteration, without CPU intervention. DMA
arbitration can occur after each minor loop, and one level of minor loop DMA preemption is allowed. The number of minor loops
in a major loop is specified by the beginning iteration count (BITER).
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Current major
loop iteration

Source or destination memory count (CITER)
DMA request :_ —: 1
| | !
| | !
| | :
. Minor loop : : 3 I
. | | |
. | | !
| | :
l l
___________________ | |_________J
DMA request —: :_ |
| | !
| | !
I I :
| ) |
. Minor loop | Major loop | 2 :
. | |
. | | !
| | !
I I !
___________________ | |_________J
DMA request —: F !
| | !
| | !
| | !
. | | |
. Minor loop | | 1 :
. | |
. | | !
I I !
I I :
____________________ N A

Figure 17. Example of multiple loop iterations

The following figure lists the memory array terms and how the TCD settings are related.

____________________________ r_______________________'l
xADDR: (starting address) XxSIZE: (size of one
data transfer) Minor loop
(NBYTES in

often the same current address after each transfer
value as xSIZE) (often the same value as xSIZE)

|
l
l
|
l
minor loop, | Offset (xOFF): number of bytes added to
l
l
l
l
|

—: Each DMA source (S) and
| destination (D) has its own:
: Address (xADDR)
, | Size (xSIZE)
Minorloop | (ffset (xOFF)
| Modulo (xMOD)
| Last Address Adjustment (xLAST)
: where x = S or D

Peripheral queues typically
have size and offset equal
to NBYTES

Last minor loop

XLAST: Number of bytes added to
current address after major loop
(typically used to loop back)

Figure 18. Memory array terms

10.6.2 eDMA arbitration

The eDMA uses a layered arbitration scheme composed of multiple priority levels. The eDMA uses a fixed-priority arbitration
scheme with optional round-robin arbitration under specific conditions. The priorities are evaluated in the following order:
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Table 44. eDMA arbitration priorities

Priority Scheme Description

1 (Highest) Arbitration group priority Each channel is assigned an arbitration
group via the CHn_GRPRI registers.
Priority is given to the highest value (31
being the highest possible value) down to
the lowest value (zero, the default).

2 Channel priority Each channel is assigned a channel
priority level via the CHn_PRI registers.
The channel priority is a relative priority
level within an arbitration group. Priority
is given to the highest value (seven being
the highest possible value) down to the
lowest value (zero, the default). Channel
priorities within each arbitration group
need not be unique. If multiple channels
have the same channel priority level, the
channel number will be used to determine
priority as defined in row three.

3 Channel number When two or more channels have

the same arbitration group priority and
channel priority, the channel number
(CHN_NUM) is used to determine the
highest priority. Priority is giver to the
highest channel number. Lowest priority
is channel 0. The channel numbers are
static and cannot be changed in the
programmer's model.

4 (Lowest) Round-robin When round-robin is enabled, any
channel configured for round-robin
operation has lowest priority within an
arbitration group. Round-robin is enabled
by setting the MP_CSR[ERCA] field to
1. After being enabled, channels with

a channel priority of zero (CHn_PRI=0)
will use round-robin arbitration. Round-
robin arbitration will rotate the channel
selection among the channels requesting
service with CHn_PRI=0 within the
arbitration group. Any non-zero channel
within the arbitration group will continue
to use fixed-priority arbitration, and if
requesting service will be selected over
any round-robin channels.

For fixed arbitration, the overall priority can be considered a number composed of three concatenated priority levels:
CHn_GRPRI:CHn_PRI:CH_NUM. The largest number has the highest priority and the lowest number has the lowest priority.

For round-robin arbitration, the priority number is CHn_GRPRI:0:X. The module rotates through the CHn_PRI=0 channels
requesting service without regard to priority among these channels. Any channel within the arbitration group for which CHn_PRI
is greater than 0 will be serviced before the round-robin channels.
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10.6.3 Programming errors
The eDMA performs various tests on the transfer control descriptor to verify consistency in the descriptor data.

The channel number causing the error is recorded in the Error Status register (CHn_ES). If the error source is not removed before
the next activation of the problematic channel, the error is detected and recorded again. Setting the halt after error field, CSR[HAE],
will halt the DMA and prevent recurrence of the error.

10.6.4 Arbitration mode considerations

This section discusses arbitration considerations for eDMA.

10.6.4.1 Fixed group arbitration, fixed channel arbitration

In this mode, eDMA selects for execution the channel service request from the highest-priority channel in the highest-priority
group. If eDMA is programmed so that the channels within a high-priority group have a high number of requests or large data
transfers, that group may consume all the bandwidth of the eDMA controller. That is, no lower-priority groups are serviced if there
is always at least one DMA request pending on a channel in the highest-priority group when the controller arbitrates the next DMA
request. The advantage of this scenario is that latency can be small for channels that need to be serviced quickly.

10.6.4.2 Fixed group arbitration, round-robin channel arbitration

The highest-priority group with a request is serviced. Lower-priority groups are serviced if no pending requests exist in the
higher-priority groups.

Within each group, channels are serviced starting with the highest non-zero channel priority. For all channels with a channel
priority programmed to 0, selection begins with the highest channel number requesting service and then rotates through to
the lowest channel number requesting service. The round-robin channel arbitration can provide a fairness mechanism to
lower-priority channels.

This scenario could cause the same bandwidth consumption problem as indicated in Fixed group arbitration, fixed channel
arbitration, but all the channels in the highest-priority group will be serviced. Service latency is short on the highest-priority group,
but could potentially be very much longer as the group priority decreases.

10.6.5 Performing DMA transfers

This section presents examples on how to perform DMA transfers with the eDMA.

10.6.5.1 Single request

To perform a simple transfer of n bytes of data with one activation, set the major loop to one (TCDn_CITER = TCDn_BITER =
1). The data transfer begins after the channel service request is acknowledged and the channel is selected to execute. After the
transfer is complete, the CHn_CSR[DONE] field is set to 1 and an interrupt is generated if properly enabled.

For example, the following TCD entry is configured to transfer 16 bytes of data. The eDMA is programmed for one iteration of the
major loop transferring 16 bytes per iteration. The source memory has a byte-wide memory port located at 0x1000. The destination
memory has a 32-bit port located at 0x2000. The address offsets are programmed in increments to match the transfer size: one
byte for the source, and four bytes for the destination. The final source and destination addresses are adjusted to return to their
beginning values.

TCDn CITER = TCDn BITER = 1
TCDn NBYTES = 16

TCDn_SADDR = 0x1000
TCDn_SOFF = 1

TCDn ATTR[SSIZE] = 0

TCDn SLAST = -16

TCDn DADDR = 0x2000

TCDn DOFF = 4

TCDn_ATTR [DSIZE] = 2
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TCDn DLAST SGA= -16
TCDn_CSR[INTMAJ] = 1
TCDn_CSR[START] = 1 (should be written last after all other fields have been initialized)
All other TCDn fields = 0
This generates the following event sequence:
1. User write to the TCDn_CSR[START] field requests channel service.
2. The channel is selected by arbitration for servicing.
3. eDMA engine writes:
+ CHn_CSR[DONE] =0
+ TCDn_CSR[START] =0
* CHn_CSR[ACTIVE] = 1
4. eDMA engine reads: channel TCD data from local memory to internal register file.
5. The source-to-destination transfers are executed as follows:
a. Read byte from location 0x1000, read byte from location 0x1001, read byte from 0x1002, read byte from 0x1003.
b. Write 32 bits to location 0x2000 - first iteration of the minor loop.
. Read byte from location 0x1004, read byte from location 0x1005, read byte from 0x1006, read byte from 0x1007.

c
d. Write 32 bits to location 0x2004 — second iteration of the minor loop.

o

Read byte from location 0x1008, read byte from location 0x1009, read byte from 0x100A, read byte from 0x100B.

—h

Write 32 bits to location 0x2008 - third iteration of the minor loop.
g. Read byte from location 0x100C, read byte from location 0x100D, read byte from 0x100E, read byte from 0x100F.
h. Write 32 bits to location 0x200C - last iteration of the minor loop -~ major loop complete.
6. The eDMA engine writes: TCDn_SADDR = 0x1000, TCDn_DADDR = 0x2000, TCDn_CITER = 1 (TCDn_BITER).
7. The eDMA engine writes: CHn_CSR[ACTIVE] = 0, CHn_CSR[DONE] = 1, CHn_INT[INT] = 1.

8. The channel retires and the eDMA goes idle or services the next channel.

10.6.5.2 Multiple requests

The following example transfers 32 bytes via two hardware requests, but is otherwise the same as the previous example. The only
fields that change are the major loop iteration count and the final address offsets. The eDMA is programmed for two iterations
of the major loop, transferring 16 bytes per iteration. After the channel's hardware requests are enabled via the CHn_CSR[ERQ]
register field, the slave device initiates channel service requests.

TCDn_CITER = TCDn BITER = 2
TCDn_SLAST = -32
TCDn DLAST SGA = -32
This would generate the following sequence of events:
1. First hardware (eDMA peripheral) requests channel service.
2. The channel is selected by arbitration for servicing.
3. eDMA engine writes: CHn_CSR[DONE] = 0, TCDn_CSR[START] = 0, CHn_CSR[ACTIVE] = 1.
4. eDMA engine reads: channel TCDn data from local memory to internal register file.
5

. The source-to-destination transfers are executed as follows:

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 248 / 2967




NXP Semiconductors

Enhanced Direct Memory Access (eDMA)

Read byte from location 0x1000, read byte from location 0x1001, read byte from 0x1002, read byte from 0x1003.

o o

Write 32 bits to location 0x2000 - first iteration of the minor loop.

Read byte from location 0x1004, read byte from location 0x1005, read byte from 0x1006, read byte from 0x1007.

o o

Write 32 bits to location 0x2004 - second iteration of the minor loop.

o

Read byte from location 0x1008, read byte from location 0x1009, read byte from 0x100A, read byte from 0x100B.

—h

Write 32 bits to location 0x2008 - third iteration of the minor loop.
g. Read byte from location 0x100C, read byte from location 0x100D, read byte from 0x100E, read byte from 0x100F.
h. Write 32 bits to location 0x200C - last iteration of the minor loop.

eDMA engine writes: TCDn_SADDR = 0x1010, TCDn_DADDR = 0x2010, TCDn_CITER = 1.

eDMA engine writes: CHn_CSR[ACTIVE] = 0.

The channel retires, which concludes one iteration of the major loop. The eDMA goes idle or services the next channel.

© ® N o

Second hardware (eDMA peripheral) requests channel service.

10. The channel is selected by arbitration for servicing.

11. eDMA engine writes: CHn_CSR[DONE] = 0, TCDn_CSR[START] = 0, CHn_CSR[ACTIVE] = 1.

12. eDMA engine reads: Channel TCD data from local memory to internal register file.

13. The source-to-destination transfers are executed as follows:
a. Read byte from location 0x1010, read byte from location 0x1011, read byte from 0x1012, read byte from 0x1013.
b. Write 32 bits to location 0x2010 - first iteration of the minor loop.
c. Read byte from location 0x1014, read byte from location 0x1015, read byte from 0x1016, read byte from 0x1017.
d. Write 32 bits to location 0x2014 - second iteration of the minor loop.
e. Read byte from location 0x1018, read byte from location 0x1019, read byte from 0x101A, read byte from 0x101B.
f.  Write 32 bits to location 0x2018 - third iteration of the minor loop.
g. Read byte from location 0x101C, read byte from location 0x101D, read byte from Ox101E, read byte from 0x101F.
h. Write 32 bits to location 0x201C - last iteration of the minor loop - major loop complete.

14. eDMA engine writes: TCDn_SADDR = 0x1000, TCDn_DADDR = 0x2000, TCDn_CITER = 2 (TCDn_BITER).

15. eDMA engine writes: CHn_CSR[ACTIVE] = 0, CHn_CSR[DONE] = 1, CHn_INT[INT] = 1.

16. The channel retires, which concludes with the major loop complete. The eDMA goes idle or services the next channel.

10.6.5.3 Using the modulo feature

The modulo feature of the eDMA allows implementation of a circular data queue in which the size of the queue is a power of 2.
xMOD is a 5-bit field for the source and destination in the TCD, and it specifies which lower address bits increment from their
original value after the address+offset calculation. All upper address bits remain the same as in the original value. A setting of 0
for this field disables the modulo feature. Modulo addressing applies to cases where the minor loop offset is enabled; that is, the
upper address bits remain the same after the minor loop offset is added to the source or destination address.

The following table shows how the transfer addresses are specified based on the setting of the MOD field. Here a circular buffer
is created where the address wraps to the original value but the 28 upper address bits (0x1234567 x) retain their original value.
In this example, the source address is set to 0x12345670, the offset is set to four bytes, and the MOD field is set to four, which
allows for a 24 byte (16 byte) queue size.
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Transfer number

Address

0x12345670

0x12345674

0x12345678

0x1234567C

0x12345670

0x12345674

10.6.6 Monitoring transfer descriptor status

This section discusses how to monitor eDMA status.

10.6.6.1 Testing for minor loop completion

There are two methods to test for minor loop completion when using software-initiated service requests.
1. The first method is to read the TCDn_CITER field and test for a change.

2. The second method, extracted from the sequence shown below, is to test the TCDn_CSR[START] field and the
CHn_CSR[ACTIVE]field. The minor-loop-complete condition is indicated by both fields reading 0 after TCDn_CSR[START]
is set to 1. Polling the CHn_CSR[ACTIVE] field only may be inconclusive because the active status may be missed if the
channel execution is short in duration.

The CHn_CSR and TCDn_CSR status fields execute the following sequence for a software-activated channel:

Stage | TCDn_CSR field CHNn_CSR fields State
START ACTIVE DONE
1 1 0 Initiate channel service request via software.
2 0 1 Channel is executing.
3a 0 0 Channel has completed the minor loop and is idle.
3b 0 0 Channel has completed the major loop and is idle.

The best method to test for minor-loop completion when using hardware-initiated (that is, peripheral-initiated) service requests is
to read the TCDn_CITER field and test for a change. The hardware request and acknowledge handshake signals are not visible
in the programmer's model.

The TCD status fields execute the following sequence for a hardware-activated channel:
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Stage | TCDn_CSR field CHNn_CSR fields State
START ACTIVE DONE
1 0 0 0 Initiate channel service request via hardware (peripheral

request asserted).

2 0 1 0 Channel is executing.
3a 0 0 0 Channel has completed the minor loop and is idle.
3b 0 0 1 Channel has completed the major loop and is idle.

For both activation types, the major-loop-complete status is explicitly indicated via the CHn_CSR[DONE] field.

The TCDn_CSR[START] field is cleared to 0 automatically when the channel begins execution, regardless of how the
channel activates.

10.6.6.2 Reading the transfer descriptors of active channels

The eDMA reads back the true TCDn_SADDR, TCDn_DADDR, and TCDn_NBYTES values if they are read when a channel
executes. The true values of SADDR, DADDR, and NBYTES are the values the eDMA engine currently uses in its internal register
file, and not the values in the TCD local memory for that channel. The addresses, SADDR and DADDR, and NBYTES (which
decrements to zero as the transfer progresses), can give an indication of the progress of the transfer. All other values are read
back from the TCD local memory.

10.6.6.3 Checking channel preemption status

A preemptive situation is one in which a preempt-enabled channel is executing and a higher-priority request becomes active.
When round-robin channel arbitration mode is enabled, all channels with their channel priority set to 0 lose their preempt ability.
Channel priorities of 0 are treated as equal, that is, they are constantly rotating, when round-robin arbitration mode is enabled.

The CHn_CSR[ACTIVE] field for the preempted channel remains asserted throughout the preemption. The preempted channel
is temporarily suspended when the preempting channel executes one major loop iteration. If two CHn_CSR[ACTIVE] fields are
set simultaneously in the global TCD map, a higher-priority channel is actively preempting a lower-priority channel.

10.6.7 Channel linking

Channel linking (or chaining) is a mechanism in which one channel sets the TCDn_CSR[START] field of another channel (or itself),
thus initiating a service request for that channel. When properly enabled, the eDMA engine automatically performs this operation
at the major or minor loop completion.

The minor loop channel linking occurs at the completion of the minor loop (or one iteration of the major loop). The
TCDn_CITER[ELINK] field determines whether a minor loop link is requested. When enabled, the channel link is made after each
iteration of the major loop except for the last. When the major loop is exhausted, only the major loop channel link fields are used
to determine if a channel link should be made. For example, using an initial field setting of:

TCDn_CITER[ELINK] = 1
TCDn_CITER [LINKCH] = 0xC
TCDn_CITER [CITER] value = 0x4
TCDn_CSR [MAJORELINK] = 1
TCDn_CSR [MAJORLINKCH] = 0x7

executes as:

1. Minor loop done — set TCD12_CSR[START] field
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2. Minor loop done - set TCD12_CSR[START] field
3. Minor loop done - set TCD12_CSR[START] field
4. Minor loop done, major loop done— set TCD7_CSR[START] field

When minor loop linking is enabled (TCDn_CITER[ELINK] = 1), the TCDn_CITER[CITER] field uses a nine-bit vector to form the
current iteration count. When minor loop linking is disabled (TCDn_CITER[ELINK] = 0), the TCDn_CITER[CITER] field uses a
15-bit vector to form the current iteration count. The bits associated with the TCDn_CITER[LINKCH] field are concatenated onto
the CITER value to increase the range of the CITER.

NOTE
The TCDn_CITERI[ELINK] field and the TCDn_BITER[ELINK] field must be equal — if they are not, a configuration
error is reported. The CITER and BITER vector widths must be equal to calculate the major loop halfway done
interrupt point.

The following table summarizes how a DMA channel can link to another DMA channel, that is, use another channel's TCD, at the
end of a loop.

Table 46. Channel linking parameters

Wanted link TCD control field name Description
behavior
Link at end of TCDn_CITER[ELINK] Enable channel-to-channel linking on minor loop completion
minor loop (current iteration)
TCDn_CITER[LINKCH] Link channel number when linking at end of minor loop (current iteration)

Link at end of TCDn_CSR[MAJORELINK] Enable channel-to-channel linking on major loop completion
major loop

TCDn_CSR[MAJORLINKCH] | Link channel number when linking at end of major loop

10.6.8 Dynamic programming

This section provides recommended methods to change the programming model during channel execution.

10.6.8.1 Dynamically changing the channel priority
To change group or channel priority levels:
1. Halt the DMA by writing 1 to the CSR[HALT] field.
2. Change the group or channel priorities as wanted.

3. Enable normal DMA operations by writing 0 to the CSR[HALT] field.

10.6.8.2 Dynamic channel linking

Dynamic channel linking is the process of setting the TCDn_CSR[MAJORELINK] field during channel execution (see the diagram
in TCD structure). This field is read from the TCD local memory at the end of channel execution, thus allowing you to enable the
feature during channel execution.

Because you are allowed to change the configuration during execution, you need a coherency model. Consider the scenario
where you attempt to execute a dynamic channel link by enabling the TCDn_CSR[MAJORELINK] field at the same time the
eDMA engine is retiring the channel. TCDn_CSR[MAJORELINK] would be set in the programmer’s model, but it would be unclear
whether the actual link was made before the channel retired.

We recommend that you use the following coherency model when executing a dynamic channel link request.

1. Write 1 to the TCDn_CSR[MAJORELINK] field.
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2. Read back the TCDn_CSR[MAJORELINK] field.
3. Test the TCDn_CSR[MAJORELINK] request status:
+ If TCDn_CSR[MAJORELINK] = 1, the dynamic link attempt was successful.
+ If TCDn_CSR[MAJORELINK] = 0, the attempted dynamic link did not succeed (the channel was already retiring).

For this request, the TCD local memory controller forces the TCDn_CSR[MAJORELINK] field to 0 on any writes to a channel’s
TCDn_CSR[7:0] after that channel’s CHn_CSR[DONE] field is set to 1, indicating the major loop is complete.

NOTE
You must clear the CHn_CSR[DONE] field to 0 before writing to the TCDn_CSR[MAJORELINK] field. The
CHn_CSR[DONE] field is cleared to 0 automatically by the eDMA engine after a channel begins execution.

10.6.8.3 Dynamic scatter/gather

Scatter/gather is the process of automatically loading a new TCD into a channel. It allows a DMA channel to use multiple TCDs; this
enables a DMA channel to scatter the DMA data to multiple destinations or gather it from multiple sources. When scatter/gather
is enabled and the channel has finished its major loop, a new TCD is fetched from system memory and loaded into that channel’s
descriptor location in the eDMA programmer’s model, thus replacing the current descriptor.

Because you are allowed to change the configuration during execution, you need a coherency model. Consider the scenario
where you attempt to execute a dynamic scatter/gather operation by enabling the TCDn_CSR[ESG] field at the same time the
eDMA engine is retiring the channel. The TCDn_CSR[ESG] field would be set in the programmer’s model, but it would be unclear
whether the actual scatter/gather request was honored before the channel retired.

Two methods are recommended for executing a dynamic scatter/gather request. Whenever the TCDn_CSR is written, the TCD
local memory controller forces the TCDn_CSR[ESG] field to 0 on any writes to a channel’s TCDn_CSR[7:0] after that channel’s
CHn_CSR[DONE] field has been set to 1, indicating the major loop is complete. If attempting to set the ESG, ensure the DONE
field is cleared to 0.

NOTE
You must clear the CHn_CSR[DONE] field to 0 before writing the TCDn_CSR[MAJORELINK] or TCDn_CSR[ESG]
fields. The CHn_CSR[DONE] field is cleared to 0 automatically by the eDMA engine after a channel begins
execution and is set to 1 upon major loop completion.

10.6.8.3.1 Method 1 (channel not using major loop channel linking)

For a channel not using major loop channel linking, the coherency model described here may be used for a dynamic scatter/
gather request.

When the TCDn_CSR[MAJORELINK] field is 0, the TCDn_CSR[MAJORLINKCH] field is not used by the eDMA. In this case, the
TCDn_CSR[MAJORLINKCH] bits may be used for other purposes. This method uses the TCDn_CSR[MAJORLINKCH] field as
a TCDn_CSR identification (ID).

When the descriptors are built, write a unique TCDn_CSR ID in the TCDn_CSR[MAJORLINKCH] field for each TCDn_CSR
associated with a channel using dynamic scatter/gather.

1. Write a 1 to the TCDn_CSR[DREQ] field. Should a dynamic scatter/gather attempt fail, setting the TCDn_CSR[DREQ]
field to 1 will prevent future hardware activation of this channel. This stops the channel from executing with a destination
address (daddr) that was calculated using a scatter/gather address (written in the next step) instead of a DLAST final
offset value.

Write the TCDn_DLAST_SGA field with the scatter/gather address.
Write a 1 to the TCDn_CSR[ESG] field.
Read back the 16-bit TCDn_CSR control/status field.

o w0 N

Test the TCDn_CSR[ESG] request status and TCDn_CSR[MAJORLINKCH] value:

» If ESG = 1, the dynamic scatter/gather attempt was successful.
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» If ESG = 0 and the MAJORLINKCH (ID) did not change, the dynamic scatter/gather attempt was not successful (the
channel was already retiring).

+ If ESG = 0 and the MAJORLINKCH (ID) changed, the dynamic scatter/gather attempt was successful (the new
TCDn_CSR’s ESG value cleared the ESG field to 0).

10.6.8.3.2 Method 2 (channel using major loop channel linking)

For a channel using major loop channel linking, the coherency model described here may be used for a dynamic scatter/gather
request. This method uses the TCDn_DLAST_SGA field as a TCD identification (ID).

1. Write a 1 to the TCDn_CSR[DREQ] field. Should a dynamic scatter/gather attempt fail, setting the DREQ field to 1 will
prevent a future hardware activation of this channel. This stops the channel from executing with a destination address
(DADDR) that was calculated using a scatter/gather address (written in the next step) instead of a DLAST final offset
value.

Write the TCDn_DLAST_SGA field with the scatter/gather address.
Write a 1 to the TCDn_CSR[ESG] field.

Read back the TCDn_CSRI[ESG] field.

Test the TCDn_CSR[ESG] request status:

o > w0 DN

» If ESG = 1, the dynamic scatter/gather attempt was successful.
+ If ESG = 0, read the 32-bit TCDn_DLAST_SGA field.

« If ESG = 0 and the TCDn_DLAST_SGA did not change, the dynamic scatter/gather attempt was not successful (the
channel was already retiring).

» If ESG = 0 and the TCDn_DLAST_SGA changed, the dynamic scatter/gather attempt was successful (the new
TCDn_CSR’s ESG value cleared the ESG field to 0).

10.6.9 Suspend/resume a DMA channel with active hardware service requests

The DMA allows you to move data from memory or peripheral registers to another location in memory or to peripheral registers
without CPU interaction. After the DMA and peripherals are configured and active, it is rare but supported to suspend a peripheral's
service request dynamically. In this scenario, there are certain restrictions to disabling a DMA hardware service request. For
coherency, you must follow a specific procedure. This section provides guidance on how to coherently suspend and resume a
Direct Memory Access (DMA) channel when the DMA is triggered by a slave module such as the Serial Peripheral Interface
(DSPI), Sigma Delta Analog to Digital Convertor (SDADC), or other module.

10.6.9.1 Suspend an active DMA channel

To suspend an active DMA channel:

1. Stop the DMA service request at the peripheral first. Confirm it has been disabled by reading back the appropriate register
in the peripheral.

2. Check the DMA's Hardware Request Status (MP_HRS) to ensure there is no service request to the DMA channel being
suspended. Then disable the hardware service request by clearing the ERQ field to 0 on the appropriate DMA channel.

For example, assume the DSPI is set as a master for transmitting data via a DMA service request when the TXFIFO has an empty
slot. The DMA will transfer the next command and data to the TXFIFO upon the request. If you need to suspend the DMA/DSPI
transfer loop, perform the following steps:

1. Disable the DMA service request at the source by writing 0 to DSPI_RSER[TFFF_RE]. Confirm that
DSPI_RSER[TFFF_RE] is 0.

2. Ensure there is no DMA service request from the DSPI by verifying that MP_HRS[HRS] is 0 for the appropriate channel.
If no service request is present, disable the DMA channel by clearing the channel's ERQ field to 0. If a service request is
present, wait until the request has been processed and the HRS field reads 0.
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10.6.9.2 Resume a DMA channel
To resume a DMA channel:
1. Enable the DMA service request on the appropriate channel by setting its ERQ field to 1.

2. Enable the DMA service request at the peripheral.
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Chapter 11

Miscellaneous System Control Module (MSCM)

11.1 Chip-specific MSCM information

Table 47. Reference links to related information

Topic Related module Reference
Full description MSCM MSCM
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing

11.1.1 Module instances

This device has one instance of the MSCM module.

11.1.2 OCMDR1[OCMSZ]
OCMDR1[OCMSZ] = 1000b, indicates the device boot ROM is 96 KB.

11.1.3 SID[FAMID]

For MCX W71, SID[FAMID] = 0000b.

11.2 Overview

The Miscellaneous System Control Module (MSCM) contains CPU configuration registers and on-chip memory

controller registers.

11.2.1 Block Diagram

The MSCM block diagram is shown below in Figure 19:
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MSCM
CPU Configuration
Reset Configuration > Registers >
(RCON)
P On-Chip Memory < >

Registers

Secure Interrupt
SECURE DOMAIN < ' o Request from < >
Non-secure code

Bus Interface to CPU or other Bus Masters

UniquelD Registers
(fuses) ' o
System ID Register

FUSES »

Figure 19. MSCM Block Diagram

11.2.2 Features
The MSCM has the following registers:
» Generic processor "x" configuration registers - These registers are only accessible by the main processor core

» Configuration registers containing information for processor 0 (main processor core) - These registers are accessible to any
bus master

» On-Chip Memory Descriptor Registers - Provides static information about the attached memories. These registers are only
accessible to the processor core or debugger

» Secure interrupt register - Provides a mechanism for non-secure code to generate a low latency pulsed exception into the
secure privileged domain and can only be written in nonsecure mode

» Unique ID registers - Loaded directly from UUID fuse words

» System ID register - Loaded from IFR

11.3 Functional Description

11.3.1 Chip Configuration and Boot

The device’s logical definition is controlled via chip-specific configuration bits, supported memory sizes and packing options.
Collectively, these configuration bits define a reset configuration value (RCON).

Once the core has fetched the reset vector(s), core and system configuration information is read from a globally-accessible slave
peripheral that properly converts the information into more appropriate values. More specifically, the core accesses configuration
information from a common set of peripheral addresses and the chip configuration logic properly evaluates based on the
requesting processor and returns the appropriate value for the given processor, including core identification.
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As an example, there is a single 32-bit read-only location for the core identification. A 32-bit read from this location returns a
4-character ASCII string: 0x4D333301 .

The programming model associated with the core configuration information is included as part of the Miscellaneous System
Control Module (MSCM). It specifically includes multiple views of the processor configuration; one view that is available generically
to the core, and other views that are available to any bus masters in the system.

11.4 MSCM Memory Map/Register Definition

11.4.1 CPU Configuration Memory Map and Registers

The CPU configuration portion of the MSCM module provides a set of memory-mapped read-only addresses defining the
processor set-up. This portion of the MSCM programming model can only be accessed with 32-bit read references; any other
size is terminated with an error. If the processor is logically not included in the chip configuration, then reads of its configuration
registers return zeroes.

The CPU Configuration registers are organized based on the logical processor number (not any type of physical port number) and
partitioned into the following equal sections:

Table 48. CPU Configuration Register Sections

Offset addresses Function

0x000 - 0x01F Defines the generic processor "x" configuration. This region is only accessible to the processor
core; reads by non-core bus masters are treated as read-as-zero (RAZ) accesses.

0x020 - 0x03F Defines the configuration information for processor 0 (CPO0). This region is accessible to any bus
master.

11.4.2 MSCM register descriptions

11.4.2.1 MSCM memory map
MSCM base address: 4001_4000h

Offset Register Width | Access | Reset value
(In bits)
Oh Processor X Type Register (CPxTYPE) 32 R See section
4h Processor X Number Register (CPxNUM) 32 R See section
8h Processor X Master Register (CPXMASTER) 32 R See section
Ch Processor X Count Register (CPxCOUNT) 32 R 0000_0000h
10h Processor X Configuration Register 0 (CPxCFGO) 32 R See section
14h Processor X Configuration Register 1 (CPxCFG1) 32 R See section
18h Processor X Configuration Register 2 (CPxCFG2) 32 R See section
1Ch Processor X Configuration Register 3 (CPxCFG3) 32 R See section
20h Processor 0 Type Register (CPOTYPE) 32 R 4D33_3301h
24h Processor 0 Number Register (CPONUM) 32 R 0000_0000h
28h Processor 0 Master Register (CPOMASTER) 32 R 0000_0000h

Table continues on the next page...
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Table continued from the previous page...

Offset Register Width | Access | Reset value
(In bits)
2Ch Processor 0 Count Register (CPOCOUNT) 32 R 0000_0000h
30h Processor 0 Configuration Register 0 (CPOCFGO0) 32 R 0408_0000h
34h Processor 0 Configuration Register 1 (CPOCFG1) 32 R 0000_0000h
38h Processor 0 Configuration Register 2 (CPOCFG2) 32 R 0001_0001h
3Ch Processor 0 Configuration Register 3 (CPOCFG3) 32 R 0000_0231h
400h On-Chip Memory Descriptor Register (OCMDRO) 32 R EB08_9000h
404h On-Chip Memory Descriptor Register (OCMDR1) 32 R D804_7000h
408h On-Chip Memory Descriptor Register (OCMDR?2) 32 R E504_1000h
40Ch On-Chip Memory Descriptor Register (OCMDR3) 32 R E704_1000h
410h On-Chip Memory Descriptor Register (OCMDR4) 32 R D704_1000h
414h On-Chip Memory Descriptor Register (OCMDRS5) 32 R E404_1000h
800h Secure Interrupt Request (SECURE_IRQ) 32 RW 0000_0000h
810h Unique ID 0 (UIDO) 32 R See section
814h Unique ID 1 (UID1) 32 R See section
818h Unique ID 2 (UID2) 32 R See section
81Ch Unique ID 3 (UID3) 32 R See section
820h System ID (SID) 32 R See section

11.4.2.2 Processor X Type Register (CPXTYPE)

Offset
Register Offset
CPxTYPE Oh
Function

The register provides a CPU-specific response indicating the personality of the core making the access. The 32-bit response
includes 3 ASCII characters that define the CPU type, along with a byte that defines the logical revision number. The logical
revision number follows Arm’s rYpZ nomenclature.

NOTE
CPxTYPE value(s) for this device:
+ If CPUO is making the access, then the value read is 0x4D333301

« If the read access is not from a CPU, then the value read is 0x00000000
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R PERSONALITY
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R PERSONALITY RYPZ
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31-8 Processor x Personality

PERSONALITY | This read-only field defines the processor personality for CPUx

7-0 Processor x Revision
RYPZ This read-only field defines the processor revision for CPUx:
0x00 corresponds to the rOp0 core release.

0x01 corresponds to the rOp1 core release.

11.4.2.3 Processor X Number Register (CPxNUM)

Offset
Register Offset
CPxNUM 4h
Function

The register provides a CPU-specific response indicating the logical processor number of the core making the access. The logical
processor number is always O.

If the read access is not from a CPU, then the value read is 0x00000000.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 CPN
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 u
Fields
Field Function
31-1 Reserved
0 Processor x Number
CPN This zero-filled word defines the logical processor number for CPUx
If single core configuration, then CPN =0

11.4.2.4 Processor X Master Register (CPxXMASTER)

Offset
Register Offset
CPxMASTER 8h
Function

The register provides a CPU-specific response indicating the physical bus master number of the core that is making the access.
The 32-bit response defines the physical master number for processor x.

+ CPxMASTER = 0x00000000
NOTE

A read from a CPU returns the appropriate processor information. Reads from a non-CPU bus master returns all
zeroes. Write accesses are terminated with an error.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 PPMN
w
Reset 0 0 0 0 0 0 0 0 0 0 u u u u u u
Fields
Field Function
31-6 Reserved
5-0 Processor x Physical Master Number
PPMN This read-only field defines the physical bus master number for CPUx.
PPMN = 0x00

11.4.2.5 Processor X Count Register (CPxCOUNT)

Offset

Register Offset
CPxCOUNT Ch
Function

The register indicates the total number of processor cores in the chip configuration.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 PCNT
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information 262 / 2967



NXP Semiconductors

Miscellaneous System Control Module (MSCM)

Fields
Field Function
31-2 Reserved
1-0 Processor Count
PCNT This read-only field defines the processor count for the chip configuration:
PCNT = 00 (Single Core)

11.4.2.6 Processor X Configuration Register 0 (CPxCFGO0)

Offset
Register Offset
CPxCFGO0 10h
Function

The CPxCFGO register provides a CPU-specific response detailing configuration information, in this case, information on the Level
1 caches (if present).

NOTE
Reset values for the Processor X Configuration Register 0:
» For CPUO, the CPxCFGO value read is 0x04080000

« If the read access is not from a CPU, then the value read is 0x00000000

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R ICSZ ICWY
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R DCSZ DCWY
w
Reset u u u u u u u u u u u u u u u u
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Fields
Field Function
31-24 Level 1 Instruction Cache Size
ICSZ This read-only field provides an encoded value of the Instruction Cache size. The capacity of the memory
is expressed as Size [bytes] = 29*1CS2) where ICSZ is non-zero; a ICSZ = 0 indicates the memory is
not present.
« if no Instruction Cache, then ICSZ = 0x00
« if a 1 Kbyte Instruction Cache, then ICSZ = 0x01
« if a 2 Kbyte Instruction Cache, then ICSZ = 0x02
« if a 4 Kbyte Instruction Cache, then ICSZ = 0x03
« if an 8 Kbyte Instruction Cache, then ICSZ = 0x04
« if a 16 Kbyte Instruction Cache, then ICSZ = 0x05
« if a 32 Kbyte Instruction Cache, then ICSZ = 0x06
« if a 64 Kbyte Instruction Cache, then ICSZ = 0x07
« if a 128 Kbyte Instruction Cache, then ICSZ = 0x08
23-16 Level 1 Instruction Cache Ways
ICWY This read-only field provides the number of cache ways for the Instruction Cache. ICWY=0x00 indicates
not present.
15-8 Level 1 Data Cache Size
DCSz This read-only field provides an encoded value of the Data Cache size. The capacity of the memory is

expressed as Size [bytes] = 2(9+DCS2) \where DCSZ is non-zero; a DCSZ = 0 indicates the memory is
not present.

« if no Data Cache, then DCSZ = 0x00

« if a 1 Kbyte Data Cache, then DCSZ = 0x01

« if a 2 Kbyte Data Cache, then DCSZ = 0x02

« if a 4 Kbyte Data Cache, then DCSZ = 0x03

« if an 8 Kbyte Data Cache, then DCSZ = 0x04
« if a 16 Kbyte Data Cache, then DCSZ = 0x05
« if a 32 Kbyte Data Cache, then DCSZ = 0x06
« if a 64 Kbyte Data Cache, then DCSZ = 0x07
+ if a 128 Kbyte Data Cache, then DCSZ = 0x08

7-0 Level 1 Data Cache Ways

DCWY This read-only field provides the number of cache ways for the Data Cache. DCWY=0x00 indicates
not present.
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11.4.2.7 Processor X Configuration Register 1 (CPxCFG1)

Offset

Register Offset
CPxCFG1 14h
Function

The CPxCFG1 register provides a CPU-specific response detailing configuration information, in this case, information on a Level
2 cache (if present).

NOTE
Reset values for the Processor X Configuration Register 1:
» For CPUO, the CPxCFG1 value read is 0x00000000

« If the read access is not from a CPU, then the value read is 0x00000000

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R L2sz L2wy
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-24 Level 2 Instruction Cache Size
L2Sz This read-only field provides an encoded value of the Instruction Cache size. The capacity of the memory

is expressed as Size [bytes] = 2(9+L252) \here L2SZ is non-zero; a L2SZ = 0 indicates the memory is
not present.

+ if no Level 2 Cache, then L2SZ = 0x00

+ ifa 1 Kbyte Level 2 Cache, then L2SZ = 0x01
« if a 2 Kbyte Level 2 Cache, then L2SZ = 0x02
« if a 4 Kbyte Level 2 Cache, then L2SZ = 0x03
« if an 8 Kbyte Level 2 Cache, then L2SZ = 0x04
+ if a 16 Kbyte Level 2 Cache, then L2SZ = 0x05

Table continues on the next page...
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Field Function

« if a 32 Kbyte Level 2 Cache, then L2SZ = 0x06
« if a 64 Kbyte Level 2 Cache, then L2SZ = 0x07
« if a 128 Kbyte Level 2 Cache, then L2SZ = 0x08

23-16 Level 2 Instruction Cache Ways

L2wy This read-only field provides the number of cache ways for the Instruction Cache. L2WY=0x00 indicates
not present.

15-0 Reserved

11.4.2.8 Processor X Configuration Register 2 (CPxCFG2)

Offset
Register Offset
CPxCFG2 18h
Function

The CPxCFG2 register provides a CPU-specific response detailing configuration information, in this case, information on
tightly-coupled local memories (if present).

NOTE
Reset values for the Processor X Configuration Register 2:
+ For CPUO, the CPxCFG2 value read is 0x00010001

« If the read access is not from a CPU, then the value read is 0x00000000

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R TMLSZ Reserved
w
Reset u u u u u u u u 0 0 0 0 0 0 0 1
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R TMUSZ Reserved
w
Reset u u u u u u u u 0 0 0 0 0 0 0 1
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Fields
Field Function
31-24 Tightly-coupled Memory Lower Size
TMLSZ This field provides an encoded value of the tightly-coupled local memory lower size. The capacity of the
memory is expressed as Size [bytes] = 2(9*TMLSZ) \where TMLSZ is non-zero; a TMLSZ = 0 indicates the
memory is not present.
+ if no TCML, then TMLSZ = 0x00
« if a 1 Kbyte TCML, then TMLSZ = 0x01
+ if a 2 Kbyte TCML, then TMLSZ = 0x02
« if a 4 Kbyte TCML, then TMLSZ = 0x03
+ if an 8 Kbyte TCML, then TMLSZ = 0x04
+ if a 16 Kbyte TCML, then TMLSZ = 0x05
« if a 32 Kbyte TCML, then TMLSZ = 0x06
+ if a 64 Kbyte TCML, then TMLSZ = 0x07
+ if a 128 Kbyte TCML, then TMLSZ = 0x08
- if a 256 Kbyte TCML, then TMLSZ = 0x09
23-16 Reserved
15-8 Tightly-coupled Memory Upper Size
TMUSZ This field provides an encoded value of the tightly-coupled local memory upper size. The capacity of the
memory is expressed as Size [bytes] = 2(9*TMUSZ) \yhere TMUSZ is non-zero; a TMUSZ = 0 indicates the
memory is not present.
+ if no TCMU, then TMUSZ = 0x00
+ ifa 1 Kbyte TCMU, then TMUSZ = 0x01
+ if a 2 Kbyte TCMU, then TMUSZ = 0x02
+ if a 4 Kbyte TCMU, then TMUSZ = 0x03
« if an 8 Kbyte TCMU, then TMUSZ = 0x04
« if a 16 Kbyte TCMU, then TMUSZ = 0x05
+ if a 32 Kbyte TCMU, then TMUSZ = 0x06
« if a 64 Kbyte TCMU, then TMUSZ = 0x07
« if a 128 Kbyte TCMU, then TMUSZ = 0x08
- if a 256 Kbyte TCMU, then TMUSZ = 0x09
7-0 Reserved
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11.4.2.9 Processor X Configuration Register 3 (CPxCFG3)

Offset
Register Offset
CPxCFG3 1Ch
Function

The CPxCFG3 register provides a CPU-specific response detailing configuration information, in this case, information on
processor options.

Details regarding Arm core features, such as Trust Zone, Jazelle, SIMD/NEON, can be found in Arm documentation.

NOTE
Reset values for the Processor X Configuration Register 3:

» For CPUO, the CPxCFG3 value read is 0x00000231

« If the read access is not from a CPU, then the value read is 0x00000000

Diagram
Bits 31 30 29 28 | 27 26 25 24 | 23 22 21 20 | 19 18 17 16
R 0
w
Reset 0 0 0 0 | 0 0 0 0 | 0 0 0 0 | 0 0 0 0
Bits 15 14 13 12 | 11 10 9 8 7 6 5 4 3 2 1 0
R 0 SBP 0 BB CMP TZ MMU | JAZ | SIMD | FPU
w
Reset 0 0 0 0 | 0 0 u u 0 u u u u u u u
Fields
Field Function
31-10 Reserved
9-8 System Bus Ports
SBP This field defines the number of physical connections to the system bus fabric for this processor.
7 Reserved
6 Bit Banding
BB This field defines if the processor supports "bit banding".
Table continues on the next page...
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Table continued from the previous page...

Field Function
Ob - Bit Banding is not supported.
1b - Bit Banding is supported.

5 Core Memory Protection unit

CMP This field indicates if the core memory protection hardware is included in the processor.
Ob - Core Memory Protection is not included.
1b - Core Memory Protection is included.

4 Trust Zone
TZ This field indicates if the Trust Zone capabilities are supported in the processor.
0b - Trust Zone support is not included.
1b - Trust Zone support is included.
3 Memory Management Unit
MMU Memory Management Unit. This field indicates if the virtual memory management capabilities are supported
in the processor.
0b - MMU support is not included.
1b - MMU support is included.
2 Jazelle support

JAZ This field indicates if Jazelle hardware is supported in the processor.
0b - Jazelle support is not included.
1b - Jazelle support is included.

1 SIMD/NEON instruction support
SIMD This field indicates if the instruction set extensions supporting SIMD and/or NEON capabilities are
supported in the processor.
0b - SIMD/NEON support is not included.
1b - SIMD/NEON support is included.
0 Floating Point Unit
FPU This field indicates if hardware support for floating point capabilities are supported in the processor.

0b - FPU support is not included.
1b - FPU support is included.
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11.4.2.10 Processor 0 Type Register (CPOTYPE)

Miscellaneous System Control Module (MSCM)

Offset
Register Offset
CPOTYPE 20h
Function

The register provides the personality of Processor 0. The 32-bit response includes 3 ASCII characters defining the CPU type,
along with a byte defining the logical revision number. The logical revision number follows Arm’s rYpZ nomenclature.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R PERSONALITY
w
Reset 0 1 0 0 1 1 0 1 0 0 1 1 0 0 1 1
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R PERSONALITY RYPZ
w
Reset 0 0 1 1 0 0 1 1 0 0 0 0 0 0 0 1
Fields
Field Function
31-8 Processor 0 Personality
PERSONALITY | This read-only field defines the processor personality for CP0
7-0 Processor 0 Revision
RYPZ This read-only field defines the processor revision for CPUO:

0x00 corresponds to the rOp0 core release.

0x01 corresponds to the rOp1 core release.

11.4.2.11 Processor 0 Number Register (CPONUM)

Offset
Register Offset
CPONUM 24h
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Function

The register provides the logical processor number of Processor 0. The logical processor number is always 0.

Miscellaneous System Control Module (MSCM)

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 CPN
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-1 Reserved
0 Processor 0 Number
CPN This zero-filled word defines the logical processor number for CPUO
If single core configuration, then CPN =0
11.4.2.12 Processor 0 Master Register (CPOMASTER)
Offset
Register Offset
CPOMASTER 28h
Function
The register provides the physical bus master number of Processor 0.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 PPMN
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-6 Reserved
5-0 Processor 0 Physical Master Number
PPMN This read-only field defines the physical bus master number for CPUO
11.4.2.13 Processor 0 Count Register (CPOCOUNT)
Offset
Register Offset
CPOCOUNT 2Ch
Function
The register indicates the total number of processor cores in the chip configuration.
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0 PCNT
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields
Field Function
31-2 Reserved
1-0 Processor Count
PCNT This read-only field defines the processor count for the chip configuration:
PCNT = 00 (Single Core)

11.4.2.14 Processor 0 Configuration Register 0 (CPOCFGO0)

Offset
Register Offset
CPOCFGO 30h
Function

The CPOCFGO register provides information on the CPUO Level 1 caches (if present).

NOTE
Reset values for the Processor 0 Configuration Register 0:

» CPOCFGO = 0x04080000

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R IcSz ICWY
w
Reset 0 0 0 0 0 1 0 0 0 0 0 0 1 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R DCSZ DCWY
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-24 Level 1 Instruction Cache Size
ICSZ

Table continues on the next page...
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Table continued from the previous page...

Field Function

This read-only field provides an encoded value of the Instruction Cache size. The capacity of the memory
is expressed as Size [bytes] = 2(9+ICS2) where ICSZ is non-zero; a ICSZ = 0 indicates the memory is
not present.

« if no Instruction Cache, then ICSZ = 0x00

« if a 1 Kbyte Instruction Cache, then ICSZ = 0x01

« if a 2 Kbyte Instruction Cache, then ICSZ = 0x02

« if a 4 Kbyte Instruction Cache, then ICSZ = 0x03

« if an 8 Kbyte Instruction Cache, then ICSZ = 0x04
« if a 16 Kbyte Instruction Cache, then ICSZ = 0x05
« if a 32 Kbyte Instruction Cache, then ICSZ = 0x06
« if a 64 Kbyte Instruction Cache, then ICSZ = 0x07
« if a 128 Kbyte Instruction Cache, then ICSZ = 0x08

23-16 Level 1 Instruction Cache Ways

ICWY This read-only field provides the number of cache ways for the Instruction Cache. ICWY=0x00 indicates
not present.

15-8 Level 1 Data Cache Size

DCSz This read-only field provides an encoded value of the Data Cache size. The capacity of the memory is
expressed as Size [bytes] = 2(9+DCS2) \where DCSZ is non-zero; a DCSZ = 0 indicates the memory is
not present.

« if no Data Cache, then DCSZ = 0x00

+ if a 1 Kbyte Data Cache, then DCSZ = 0x01

« if a 2 Kbyte Data Cache, then DCSZ = 0x02

+ if a 4 Kbyte Data Cache, then DCSZ = 0x03

« if an 8 Kbyte Data Cache, then DCSZ = 0x04
+ if a 16 Kbyte Data Cache, then DCSZ = 0x05
« if a 32 Kbyte Data Cache, then DCSZ = 0x06
+ if a 64 Kbyte Data Cache, then DCSZ = 0x07
« if a 128 Kbyte Data Cache, then DCSZ = 0x08

7-0 Level 1 Data Cache Ways

DCWY This read-only field provides the number of cache ways for the Data Cache. DCWY=0x00 indicates
not present.
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11.4.2.15 Processor 0 Configuration Register 1 (CPOCFG1)

Offset

Register Offset
CPOCFG1 34h
Function

The CPOCFGH1 register provides information on CPUO Level 2 cache (if present).

NOTE
Reset values for the Processor 0 Configuration Register 1:

« CPOCFG1 = 0x00000000

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R L2sz L2wy
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-24 Level 2 Instruction Cache Size
L2Sz This read-only field provides an encoded value of the Instruction Cache size. The capacity of the memory

is expressed as Size [bytes] = 2(9+L252) where L2SZ is non-zero; a L2SZ = 0 indicates the memory is
not present.

+ if no Level 2 Cache, then L2SZ = 0x00

« ifa 1 Kbyte Level 2 Cache, then L2SZ = 0x01

« if a 2 Kbyte Level 2 Cache, then L2SZ = 0x02
« if a 4 Kbyte Level 2 Cache, then L2SZ = 0x03
« if an 8 Kbyte Level 2 Cache, then L2SZ = 0x04
+ if a 16 Kbyte Level 2 Cache, then L2SZ = 0x05
« if a 32 Kbyte Level 2 Cache, then L2SZ = 0x06

Table continues on the next page...
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Field Function

« if a 64 Kbyte Level 2 Cache, then L2SZ = 0x07
« if a 128 Kbyte Level 2 Cache, then L2SZ = 0x08

23-16 Level 2 Instruction Cache Ways

L2wYy This read-only field provides the number of cache ways for the Instruction Cache. L2WY=0x00 indicates
not present.

15-0 Reserved

11.4.2.16 Processor 0 Configuration Register 2 (CPOCFG2)

Offset
Register Offset
CPOCFG2 38h
Function

The CPOCFG2 register provides information on CPUO tightly-coupled local memories (if present).

NOTE
Reset values for the Processor 0 Configuration Register 2:

+ CPOCFG2 = 0x00010001

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R TMLSZ Reserved
W
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R TMUSZ Reserved
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 276 [ 2967




NXP Semiconductors

Miscellaneous System Control Module (MSCM)

Fields
Field Function
31-24 Tightly-coupled Memory Lower Size
TMLSZ This field provides an encoded value of the tightly-coupled local memory lower size. The capacity of the
memory is expressed as Size [bytes] = 2(9*TMLSZ) \where TMLSZ is non-zero; a TMLSZ = 0 indicates the
memory is not present.
+ if no TCML, then TMLSZ = 0x00
« if a 1 Kbyte TCML, then TMLSZ = 0x01
+ if a 2 Kbyte TCML, then TMLSZ = 0x02
« if a 4 Kbyte TCML, then TMLSZ = 0x03
+ if an 8 Kbyte TCML, then TMLSZ = 0x04
+ if a 16 Kbyte TCML, then TMLSZ = 0x05
« if a 32 Kbyte TCML, then TMLSZ = 0x06
+ if a 64 Kbyte TCML, then TMLSZ = 0x07
+ if a 128 Kbyte TCML, then TMLSZ = 0x08
- if a 256 Kbyte TCML, then TMLSZ = 0x09
23-16 Reserved
15-8 Tightly-coupled Memory Upper Size
TMUSZ This field provides an encoded value of the tightly-coupled local memory upper size. The capacity of the
memory is expressed as Size [bytes] = 2(9*TMUSZ) \yhere TMUSZ is non-zero; a TMUSZ = 0 indicates the
memory is not present.
+ if no TCMU, then TMUSZ = 0x00
+ ifa 1 Kbyte TCMU, then TMUSZ = 0x01
+ if a 2 Kbyte TCMU, then TMUSZ = 0x02
+ if a 4 Kbyte TCMU, then TMUSZ = 0x03
« if an 8 Kbyte TCMU, then TMUSZ = 0x04
« if a 16 Kbyte TCMU, then TMUSZ = 0x05
+ if a 32 Kbyte TCMU, then TMUSZ = 0x06
« if a 64 Kbyte TCMU, then TMUSZ = 0x07
« if a 128 Kbyte TCMU, then TMUSZ = 0x08
- if a 256 Kbyte TCMU, then TMUSZ = 0x09
7-0 Reserved
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11.4.2.17 Processor 0 Configuration Register 3 (CPOCFG3)

Offset
Register Offset
CPOCFG3 3Ch
Function

The CPOCFG3 register provides information on Processor 0 options.

Details regarding Arm core features, such as Trust Zone, Jazelle, SIMD/NEON, can be found in Arm documentation.

NOTE
Reset values for the Processor 0 Configuration Register 3:

+ CPOCFG3 = 0x00000231

Diagram
Bits 31 30 29 28 | 27 26 25 24 | 23 22 21 20 | 19 18 17 16
R 0
w
Reset 0 0 0 0 | 0 0 0 0 | 0 0 0 0 | 0 0 0 0
Bits 15 14 13 12 | 11 10 9 8 7 6 5 4 3 2 1 0
R 0 SBP 0 BB CMP TZ MMU | JAZ | SIMD | FPU
w
Reset 0 0 0 0 | 0 0 1 0 0 0 1 1 0 0 0 1
Fields
Field Function
31-10 Reserved
9-8 System Bus Ports
SBP This field defines the number of physical connections to the system bus fabric for this processor.
7 Reserved
6 Bit Banding
BB This field defines if the processor supports "bit banding".
0b - Bit Banding is not supported.
Table continues on the next page...
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Field Function

1b - Bit Banding is supported.

5 Core Memory Protection unit
CMP This field indicates if the core memory protection hardware is included in the processor.
0b - Core Memory Protection is not included.

1b - Core Memory Protection is included.

4 Trust Zone
TZ This field indicates if the Trust Zone capabilities are supported in the processor.
Ob - Trust Zone support is not included.

1b - Trust Zone support is included.

3 Memory Management Unit

MMU Memory Management Unit. This field indicates if the virtual memory management capabilities are supported
in the processor.

0b - MMU support is not included.
1b - MMU support is included.

2 Jazelle support
JAZ This field indicates if Jazelle hardware is supported in the processor.
0b - Jazelle support is not included.

1b - Jazelle support is included.

1 SIMD/NEON instruction support

SIMD This field indicates if the instruction set extensions supporting SIMD and/or NEON capabilities are
supported in the processor.

0b - SIMD/NEON support is not included.
1b - SIMD/NEON support is included.

0 Floating Point Unit
FPU This field indicates if hardware support for floating point capabilities are supported in the processor.
0b - FPU support is not included.
1b - FPU support is included.

11.4.2.18 On-Chip Memory Descriptor Register (OCMDRO)

Offset
Register Offset
OCMDRO 400h
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Function

Miscellaneous System Control Module (MSCM)

This section of the programming model is an array of 32-bit generic on-chip memory descriptor registers that provide static
information about the attached memories, as well as configurable controls (where appropriate).

» The access permissions for this module are set in the TRDC.

» 32-bit reads from a processor core or the debugger return the appropriate processor information.

» Reads from any other bus master return all zeroes.

» Writes from a processor core or the debugger to writeable registers update the appropriate fields.

» Writes from other bus masters are ignored.

* Any access with a size other than 32 bits are terminated with an error.

The following table describes the OCMDRNn reset values and the associated memory type:

OCMDRnN Reset Value On-Chip Memory Type
OCMDRO 0xEB089000 Program Flash
OCMDR1 0xD8047000 ROM
OCMDR2 0xE5041000 System RAM
OCMDR3 0xE7041000 System RAM
OCMDR4 0xD7041000 System RAM
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R v Reserv | OCME | OCMS oCMSZ oMW
ed cC ZH Reserved Reserv
ed
w
Reset 1 1 1 0 1 0 1 1 0 0 0 0 1 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OCMP
R OCMT
u Reserved
w
Reset 1 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 Y,
\Y, OCMEM Valid bit. This read-only field defines the validity (presence) of the on-chip memory

Table continues on the next page...
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Miscellaneous System Control Module (MSCM)

Field

Function

Ob - OCMEMn is not present.
1b - OCMEMN is present.

30

FMT

This Reserved field always has the value of 1.

29
OCMECC

OCMECC

OCMEM has support for ECC.
Ob - OCMEMN does not have ECC support.
1b - OCMEMN has ECC support.

28
OCMSZH

OCMSzH

OCMEM Size “Hole”. For on-chip memories that are not fully populated, that is, include a memory “hole” in

the upper 25% of the address range, this bit is used.
Ob - OCMEMn is a power-of-2 capacity.

1b - OCMEMn is not a power-of-2, with a capacity is 0.75 * OCMSZ.

27-24
OCMSZz

OCMmsZz

OCMEM Size. This read-only field provides an encoded value of the on-chip memory size.

0000b - no OCMEMn
0001b - 1KB OCMEMn
0010b - 2KB OCMEMn
0011b - 4KB OCMEMn
0100b - 8KB OCMEMn
0101b - 16KB OCMEMn
0110b - 32KB OCMEMn
0111b - 64KB OCMEMn
1000b - 128KB OCMEMnN
1001b - 256KB OCMEMn
1010b - 512KB OCMEMnN
1011b - 1IMB OCMEMn
1100b - 2MB OCMEMn
1101b - 4MB OCMEMn
1110b - 8MB OCMEMn
1111b - 16MB OCMEMn

23-20

Reserved

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information

281 /2967



NXP Semiconductors

Miscellaneous System Control Module (MSCM)

Table continued from the previous page...

Field Function

19-17 OoCcMwW
OCMW OCMEM datapath Width. This read-only field defines the width of the on-chip memory:
000b-001b - Reserved
010b - OCMEMn 32-bits wide
011b - OCMEMnN 64-bits wide
100b - OCMEMn 128-bits wide
101b - OCMEMn 256-bits wide
110b-111b - Reserved

16 Reserved
15-13 OoCMT
OCMT OCMEM Type. This field defines the type of the on-chip memory:

000b - OCMEMn is a System RAM.
001b - Reserved

010b - Reserved

011b - OCMEMn is a ROM.

100b - OCMEMn is a Program Flash.
101b - Reserved

110b - Reserved

111b - Reserved

12 OCMPU
OCMPU OCMEM Memory Protection Unit. This field is reserved for this device.

11-0 Reserved

11.4.2.19 On-Chip Memory Descriptor Register (OCMDR1)

Offset
Register Offset
OCMDR1 404h
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Function

Miscellaneous System Control Module (MSCM)

This section of the programming model is an array of 32-bit generic on-chip memory descriptor registers that provide static

information about the attached memories, as well as configurable controls (where appropriate).

» The access permissions for this module are set in the TRDC.

» 32-bit reads from a processor core or the debugger return the appropriate processor information.

» Reads from any other bus master return all zeroes.

» Writes from a processor core or the debugger to writeable registers update the appropriate fields.

» Writes from other bus masters are ignored.

* Any access with a size other than 32 bits are terminated with an error.

The following table describes the OCMDRNn reset values and the associated memory type:

OCMDRnN Reset Value On-Chip Memory Type
OCMDRO 0xEB089000 Program Flash
OCMDR1 0xD8047000 ROM
OCMDR2 0xE5041000 System RAM
OCMDR3 0xE7041000 System RAM
OCMDR4 0xD7041000 System RAM
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R v Reserv | OCME | OCMS OCMSZ OCMW
ed cC ZH Reserved Reserv
ed
w
Reset 1 1 0 1 1 0 0 0 0 0 0 0 0 1 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OCMP
R OCMT
u Reserved
w
Reset 0 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 \%
\Y, OCMEM Valid bit. This read-only field defines the validity (presence) of the on-chip memory
Table continues on the next page...
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Miscellaneous System Control Module (MSCM)

Field

Function

Ob - OCMEMn is not present.
1b - OCMEMN is present.

30

FMT

This Reserved field always has the value of 1.

29
OCMECC

OCMECC

OCMEM has support for ECC.
Ob - OCMEMN does not have ECC support.
1b - OCMEMN has ECC support.

28
OCMSZH

OCMSzH

OCMEM Size “Hole”. For on-chip memories that are not fully populated, that is, include a memory “hole” in

the upper 25% of the address range, this bit is used.
Ob - OCMEMn is a power-of-2 capacity.

1b - OCMEMn is not a power-of-2, with a capacity is 0.75 * OCMSZ.

27-24
OCMSZz

OCMmsZz

OCMEM Size. This read-only field provides an encoded value of the on-chip memory size.

0000b - no OCMEMn
0001b - 1KB OCMEMn
0010b - 2KB OCMEMn
0011b - 4KB OCMEMn
0100b - 8KB OCMEMn
0101b - 16KB OCMEMn
0110b - 32KB OCMEMn
0111b - 64KB OCMEMn
1000b - 128KB OCMEMnN
1001b - 256KB OCMEMn
1010b - 512KB OCMEMnN
1011b - 1IMB OCMEMn
1100b - 2MB OCMEMn
1101b - 4MB OCMEMn
1110b - 8MB OCMEMn
1111b - 16MB OCMEMn

23-20

Reserved

Table continues on the next page...
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Field Function

19-17 OoCcMwW
OCMW OCMEM datapath Width. This read-only field defines the width of the on-chip memory:
000b-001b - Reserved
010b - OCMEMn 32-bits wide
011b - OCMEMnN 64-bits wide
100b - OCMEMn 128-bits wide
101b - OCMEMn 256-bits wide
110b-111b - Reserved

16 Reserved
15-13 OoCMT
OCMT OCMEM Type. This field defines the type of the on-chip memory:

000b - OCMEMn is a System RAM.
001b - Reserved

010b - Reserved

011b - OCMEMn is a ROM.

100b - OCMEMn is a Program Flash.
101b - Reserved

110b - Reserved

111b - Reserved

12 OCMPU
OCMPU OCMEM Memory Protection Unit. This field is reserved for this device.

11-0 Reserved

11.4.2.20 On-Chip Memory Descriptor Register (OCMDR2)

Offset
Register Offset
OCMDR2 408h
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Function

Miscellaneous System Control Module (MSCM)

This section of the programming model is an array of 32-bit generic on-chip memory descriptor registers that provide static
information about the attached memories, as well as configurable controls (where appropriate).

» The access permissions for this module are set in the TRDC.

» 32-bit reads from a processor core or the debugger return the appropriate processor information.

» Reads from any other bus master return all zeroes.

» Writes from a processor core or the debugger to writeable registers update the appropriate fields.

» Writes from other bus masters are ignored.

* Any access with a size other than 32 bits are terminated with an error.

The following table describes the OCMDRNn reset values and the associated memory type:

OCMDRnN Reset Value On-Chip Memory Type
OCMDRO 0xEB089000 Program Flash
OCMDR1 0xD8047000 ROM
OCMDR2 0xE5041000 System RAM
OCMDR3 0xE7041000 System RAM
OCMDR4 0xD7041000 System RAM
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R v Reserv | OCME | OCMS OCMSZ OCMW
ed cC ZH Reserved Reserv
ed
w
Reset 1 1 1 0 0 1 0 1 0 0 0 0 0 1 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OCMP
R OCMT
u Reserved
w
Reset 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 \%
\Y, OCMEM Valid bit. This read-only field defines the validity (presence) of the on-chip memory
Table continues on the next page...
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Miscellaneous System Control Module (MSCM)

Field

Function

Ob - OCMEMn is not present.
1b - OCMEMN is present.

30

FMT

This Reserved field always has the value of 1.

29
OCMECC

OCMECC

OCMEM has support for ECC.
Ob - OCMEMN does not have ECC support.
1b - OCMEMN has ECC support.

28
OCMSZH

OCMSzH

OCMEM Size “Hole”. For on-chip memories that are not fully populated, that is, include a memory “hole” in

the upper 25% of the address range, this bit is used.
Ob - OCMEMn is a power-of-2 capacity.

1b - OCMEMn is not a power-of-2, with a capacity is 0.75 * OCMSZ.

27-24
OCMSZz

OCMmsZz

OCMEM Size. This read-only field provides an encoded value of the on-chip memory size.

0000b - no OCMEMn
0001b - 1KB OCMEMn
0010b - 2KB OCMEMn
0011b - 4KB OCMEMn
0100b - 8KB OCMEMn
0101b - 16KB OCMEMn
0110b - 32KB OCMEMn
0111b - 64KB OCMEMn
1000b - 128KB OCMEMnN
1001b - 256KB OCMEMn
1010b - 512KB OCMEMnN
1011b - 1IMB OCMEMn
1100b - 2MB OCMEMn
1101b - 4MB OCMEMn
1110b - 8MB OCMEMn
1111b - 16MB OCMEMn

23-20

Reserved

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information

287 / 2967



NXP Semiconductors

Miscellaneous System Control Module (MSCM)

Table continued from the previous page...

Field Function

19-17 OoCcMwW
OCMW OCMEM datapath Width. This read-only field defines the width of the on-chip memory:
000b-001b - Reserved
010b - OCMEMn 32-bits wide
011b - OCMEMnN 64-bits wide
100b - OCMEMn 128-bits wide
101b - OCMEMn 256-bits wide
110b-111b - Reserved

16 Reserved
15-13 OoCMT
OCMT OCMEM Type. This field defines the type of the on-chip memory:

000b - OCMEMn is a System RAM.
001b - Reserved

010b - Reserved

011b - OCMEMn is a ROM.

100b - OCMEMn is a Program Flash.
101b - Reserved

110b - Reserved

111b - Reserved

12 OCMPU
OCMPU OCMEM Memory Protection Unit. This field is reserved for this device.

11-0 Reserved

11.4.2.21 On-Chip Memory Descriptor Register (OCMDR3)

Offset
Register Offset
OCMDR3 40Ch
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Function

Miscellaneous System Control Module (MSCM)

This section of the programming model is an array of 32-bit generic on-chip memory descriptor registers that provide static
information about the attached memories, as well as configurable controls (where appropriate).

» The access permissions for this module are set in the TRDC.

» 32-bit reads from a processor core or the debugger return the appropriate processor information.

» Reads from any other bus master return all zeroes.

» Writes from a processor core or the debugger to writeable registers update the appropriate fields.

» Writes from other bus masters are ignored.

* Any access with a size other than 32 bits are terminated with an error.

The following table describes the OCMDRNn reset values and the associated memory type:

OCMDRnN Reset Value On-Chip Memory Type
OCMDRO 0xEB089000 Program Flash
OCMDR1 0xD8047000 ROM
OCMDR2 0xE5041000 System RAM
OCMDR3 0xE7041000 System RAM
OCMDR4 0xD7041000 System RAM
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R v Reserv | OCME | OCMS OCMSZ OCMW
ed cC ZH Reserved Reserv
ed
w
Reset 1 1 1 0 0 1 1 1 0 0 0 0 0 1 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OCMP
R OCMT
u Reserved
w
Reset 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 \%
\Y, OCMEM Valid bit. This read-only field defines the validity (presence) of the on-chip memory
Table continues on the next page...
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Table continued from the previous page...

Miscellaneous System Control Module (MSCM)

Field

Function

Ob - OCMEMn is not present.
1b - OCMEMN is present.

30

FMT

This Reserved field always has the value of 1.

29
OCMECC

OCMECC

OCMEM has support for ECC.
Ob - OCMEMN does not have ECC support.
1b - OCMEMN has ECC support.

28
OCMSZH

OCMSzH

OCMEM Size “Hole”. For on-chip memories that are not fully populated, that is, include a memory “hole” in

the upper 25% of the address range, this bit is used.
Ob - OCMEMn is a power-of-2 capacity.

1b - OCMEMn is not a power-of-2, with a capacity is 0.75 * OCMSZ.

27-24
OCMSZz

OCMmsZz

OCMEM Size. This read-only field provides an encoded value of the on-chip memory size.

0000b - no OCMEMn
0001b - 1KB OCMEMn
0010b - 2KB OCMEMn
0011b - 4KB OCMEMn
0100b - 8KB OCMEMn
0101b - 16KB OCMEMn
0110b - 32KB OCMEMn
0111b - 64KB OCMEMn
1000b - 128KB OCMEMnN
1001b - 256KB OCMEMn
1010b - 512KB OCMEMnN
1011b - 1IMB OCMEMn
1100b - 2MB OCMEMn
1101b - 4MB OCMEMn
1110b - 8MB OCMEMn
1111b - 16MB OCMEMn

23-20

Reserved

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information

290/ 2967



NXP Semiconductors

Miscellaneous System Control Module (MSCM)

Table continued from the previous page...

Field Function

19-17 OoCcMwW
OCMW OCMEM datapath Width. This read-only field defines the width of the on-chip memory:
000b-001b - Reserved
010b - OCMEMn 32-bits wide
011b - OCMEMnN 64-bits wide
100b - OCMEMn 128-bits wide
101b - OCMEMn 256-bits wide
110b-111b - Reserved

16 Reserved
15-13 OoCMT
OCMT OCMEM Type. This field defines the type of the on-chip memory:

000b - OCMEMn is a System RAM.
001b - Reserved

010b - Reserved

011b - OCMEMn is a ROM.

100b - OCMEMn is a Program Flash.
101b - Reserved

110b - Reserved

111b - Reserved

12 OCMPU
OCMPU OCMEM Memory Protection Unit. This field is reserved for this device.

11-0 Reserved

11.4.2.22 On-Chip Memory Descriptor Register (OCMDR4)

Offset
Register Offset
OCMDR4 410h
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Function

Miscellaneous System Control Module (MSCM)

This section of the programming model is an array of 32-bit generic on-chip memory descriptor registers that provide static
information about the attached memories, as well as configurable controls (where appropriate).

» The access permissions for this module are set in the TRDC.

» 32-bit reads from a processor core or the debugger return the appropriate processor information.

» Reads from any other bus master return all zeroes.

» Writes from a processor core or the debugger to writeable registers update the appropriate fields.

» Writes from other bus masters are ignored.

* Any access with a size other than 32 bits are terminated with an error.

The following table describes the OCMDRNn reset values and the associated memory type:

OCMDRnN Reset Value On-Chip Memory Type
OCMDRO 0xEB089000 Program Flash
OCMDR1 0xD8047000 ROM
OCMDR2 0xE5041000 System RAM
OCMDR3 0xE7041000 System RAM
OCMDR4 0xD7041000 System RAM
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R v Reserv | OCME | OCMS OCMSZ OCMW
ed cC ZH Reserved Reserv
ed
w
Reset 1 1 0 1 0 1 1 1 0 0 0 0 0 1 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OCMP
R OCMT
u Reserved
w
Reset 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 \%
\Y, OCMEM Valid bit. This read-only field defines the validity (presence) of the on-chip memory
Table continues on the next page...
MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 292/ 2967



NXP Semiconductors

Table continued from the previous page...

Miscellaneous System Control Module (MSCM)

Field

Function

Ob - OCMEMn is not present.
1b - OCMEMN is present.

30

FMT

This Reserved field always has the value of 1.

29
OCMECC

OCMECC

OCMEM has support for ECC.
Ob - OCMEMN does not have ECC support.
1b - OCMEMN has ECC support.

28
OCMSZH

OCMSzH

OCMEM Size “Hole”. For on-chip memories that are not fully populated, that is, include a memory “hole” in

the upper 25% of the address range, this bit is used.
Ob - OCMEMn is a power-of-2 capacity.

1b - OCMEMn is not a power-of-2, with a capacity is 0.75 * OCMSZ.

27-24
OCMSZz

OCMmsZz

OCMEM Size. This read-only field provides an encoded value of the on-chip memory size.

0000b - no OCMEMn
0001b - 1KB OCMEMn
0010b - 2KB OCMEMn
0011b - 4KB OCMEMn
0100b - 8KB OCMEMn
0101b - 16KB OCMEMn
0110b - 32KB OCMEMn
0111b - 64KB OCMEMn
1000b - 128KB OCMEMnN
1001b - 256KB OCMEMn
1010b - 512KB OCMEMnN
1011b - 1IMB OCMEMn
1100b - 2MB OCMEMn
1101b - 4MB OCMEMn
1110b - 8MB OCMEMn
1111b - 16MB OCMEMn

23-20

Reserved

Table continues on the next page...

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information

293 / 2967



NXP Semiconductors

Miscellaneous System Control Module (MSCM)

Table continued from the previous page...

Field Function

19-17 OoCcMwW
OCMW OCMEM datapath Width. This read-only field defines the width of the on-chip memory:
000b-001b - Reserved
010b - OCMEMn 32-bits wide
011b - OCMEMnN 64-bits wide
100b - OCMEMn 128-bits wide
101b - OCMEMn 256-bits wide
110b-111b - Reserved

16 Reserved
15-13 OoCMT
OCMT OCMEM Type. This field defines the type of the on-chip memory:

000b - OCMEMn is a System RAM.
001b - Reserved

010b - Reserved

011b - OCMEMn is a ROM.

100b - OCMEMn is a Program Flash.
101b - Reserved

110b - Reserved

111b - Reserved

12 OCMPU
OCMPU OCMEM Memory Protection Unit. This field is reserved for this device.

11-0 Reserved

11.4.2.23 On-Chip Memory Descriptor Register (OCMDRS5)

Offset
Register Offset
OCMDR5 414h
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Function

Miscellaneous System Control Module (MSCM)

This section of the programming model is an array of 32-bit generic on-chip memory descriptor registers that provide static
information about the attached memories, as well as configurable controls (where appropriate).

» The access permissions for this module are set in the TRDC.

» 32-bit reads from a processor core or the debugger return the appropriate processor information.

» Reads from any other bus master return all zeroes.

» Writes from a processor core or the debugger to writeable registers update the appropriate fields.

» Writes from other bus masters are ignored.

* Any access with a size other than 32 bits are terminated with an error.

The following table describes the OCMDRNn reset values and the associated memory type:

OCMDRnN Reset Value On-Chip Memory Type
OCMDRO 0xEB089000 Program Flash
OCMDR1 0xD8047000 ROM
OCMDR2 0xE5041000 System RAM
OCMDR3 0xE7041000 System RAM
OCMDR4 0xD7041000 System RAM
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R v Reserv | OCME | OCMS OCMSZ OCMW
ed cC ZH Reserved Reserv
ed
w
Reset 1 1 1 0 0 1 0 0 0 0 0 0 0 1 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OCMP
R OCMT
u Reserved
w
Reset 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 \%
\Y, OCMEM Valid bit. This read-only field defines the validity (presence) of the on-chip memory
Table continues on the next page...
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Table continued from the previous page...

Miscellaneous System Control Module (MSCM)

Field

Function

Ob - OCMEMn is not present.
1b - OCMEMN is present.

30

FMT

This Reserved field always has the value of 1.

29
OCMECC

OCMECC

OCMEM has support for ECC.
Ob - OCMEMN does not have ECC support.
1b - OCMEMN has ECC support.

28
OCMSZH

OCMSzH

OCMEM Size “Hole”. For on-chip memories that are not fully populated, that is, include a memory “hole” in

the upper 25% of the address range, this bit is used.
Ob - OCMEMn is a power-of-2 capacity.

1b - OCMEMn is not a power-of-2, with a capacity is 0.75 * OCMSZ.

27-24
OCMSZz

OCMmsZz

OCMEM Size. This read-only field provides an encoded value of the on-chip memory size.

0000b - no OCMEMn
0001b - 1KB OCMEMn
0010b - 2KB OCMEMn
0011b - 4KB OCMEMn
0100b - 8KB OCMEMn
0101b - 16KB OCMEMn
0110b - 32KB OCMEMn
0111b - 64KB OCMEMn
1000b - 128KB OCMEMnN
1001b - 256KB OCMEMn
1010b - 512KB OCMEMnN
1011b - 1IMB OCMEMn
1100b - 2MB OCMEMn
1101b - 4MB OCMEMn
1110b - 8MB OCMEMn
1111b - 16MB OCMEMn

23-20

Reserved

Table continues on the next page...
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Table continued from the previous page...

Field Function

19-17 OoCcMwW
OCMW OCMEM datapath Width. This read-only field defines the width of the on-chip memory:
000b-001b - Reserved
010b - OCMEMn 32-bits wide
011b - OCMEMnN 64-bits wide
100b - OCMEMn 128-bits wide
101b - OCMEMn 256-bits wide
110b-111b - Reserved

16 Reserved
15-13 OoCMT
OCMT OCMEM Type. This field defines the type of the on-chip memory:

000b - OCMEMn is a System RAM.
001b - Reserved

010b - Reserved

011b - OCMEMn is a ROM.

100b - OCMEMn is a Program Flash.
101b - Reserved

110b - Reserved

111b - Reserved

12 OCMPU
OCMPU OCMEM Memory Protection Unit. This field is reserved for this device.

11-0 Reserved

11.4.2.24 Secure Interrupt Request (SECURE_IRQ)

Offset
Register Offset
SECURE_IRQ 800h
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Function

The SECURE_IRQ register provides a mechanism for non-secure code to generate a low latency pulsed exception into the secure
privileged domain. This register is accessible in a non-secure peripheral address slot that non-secure code can write a specific
value that forces an interrrupt that executes as a secure exception and enters the secure domain.

This register can only be written in nonsecure mode.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
SEC_IRQ_ARG
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R
SEC_IRQ_ARG
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Secure Interrupt Argument
SEC_IRQ_ARG | 32-bit secure interrupt argument. Any 32-bit write triggers a pulsed secure interrupt request.

11.4.2.25 Unique ID 0 (UIDO)

Offset
Register Offset
uiDO 810h
Function

UID[31:0] of the 128-bit UID. The UID is loaded directly from UUID fuse words.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R uIDO
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R uIDO
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31-0 Unique ID 0
uiDo UID[31:0] of the 128-bit UID.
11.4.2.26 Unique ID 1 (UID1)
Offset
Register Offset
UID1 814h
Function
UID[63:32] of the 128-bit UID. The UID is loaded directly from UUID fuse words.
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R uID1
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R uID1
w
Reset u u u u u u u u u u u u u u u u
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Fields
Field Function
31-0 Unique ID 1
uiD1 UID[63:32] of the 128-bit UID.

11.4.2.27 Unique ID 2 (UID2)

Offset
Register Offset
uiD2 818h
Function

UID[95:64] of the 128-bit UID. The UID is loaded directly from UUID fuse words.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R uID2
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R uID2
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31-0 Unique ID 2
uiD2 UID[95:64] of the 128-bit UID.

11.4.2.28 Unique ID 3 (UID3)

Offset
Register Offset
uiD3 81Ch
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Function

UID[127:96] of the 128-bit UID.

Miscellaneous System Control Module (MSCM)

The UID is loaded directly from UUID fuse words.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R uID3
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R uID3
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31-0 Unique ID 3
uiD3 UID[127:96] of the 128-bit UID.
11.4.2.29 System ID (SID)
Offset
Register Offset
SID 820h
Function
Loaded from IFR
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R FAMID RADIOF BLEF FLSZ
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R RAMSZ SEC | CAN I3C | VREF |FLXIO | CMP PINID SIREV Ql
w
Reset u u u u u u u u u u u u u u u u
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Fields
Field Function
31-28 Family ID
FAMID See the chip-specific information for details.
27-24 Radio Feature
RADIOF 0000b - 802.15.4
0001b - Bluetooth LE
0010b - Bluetooth LE + 15.4
23-20 Bluetooth LE Feature
BLEF 0000b - No Bluetooth LE present
1111b - Bluetooth LE Upgrade
19-16 Flash Size
FLSZ 1101b - 512 KB
1111b -1 MB
15-13 RAM Size
RAMSZ 000b - 96 KB
111b - 128 KB
12 Secure Enclave Presence
SEC Ob - No Secure Enclave
1b - Secure Enclave present
11 CAN Presence
CAN Ob - No CAN
1b - CAN present
10 I3C Presence
13C Ob - No I3C
1b - I3C present
9 VREF Presence
VREF Ob - No VREF
1b - VREF present
8 FlexlO Presence
FLXIO Ob - No FlexIO
1b - FlexIO present
7 CMP Presence

Table continues on the next page...
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Table continued from the previous page...

Miscellaneous System Control Module (MSCM)

Field

Function

CMP

Ob - No CMP
1b - CMP present

6-4
PINID

Pin Identification
010b - 40HVQFN
011b - 48HVQFN
100b - 56HVQFN

3-2
SIREV

Silicon Revision
00b - Reserved
01b - 2nd Major Spin
10b - 1st Major Spin

11b - Initial mask set

1-0
Ql

Qual Info
00b - Reserved
01b - Industrial
10b - Reserved
11b - Auto
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Chapter 12
Secure Miscellaneous System Control Module (SMSCM)

12.1 Chip-specific SMSCM information

Table 49. Reference links to related information

Topic Related module Reference
Full description SMSCM SMSCM
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing

12.1.1 Module instances

This device has one instance of the SMSCM module.

12.1.2 On-chip memory control

The SMSCM can control the following on-chip memory (OCRAM) with registers, See TCM arrays for more details about the TCM
SRAM assignment.

Table 50. On-chip memory (OCRAM) control

OCRAM SRAM instance ECC
OCRAMO Program Flash —
OCRAM2 CTCMO-CTCM1 Yes
OCRAM3 STCMO-STCM2 Yes
OCRAM5 STCM5 Yes
Others Reserved —

12.2 Overview

The Secure Miscellaneous System Control Module (SMSCM) contains secure CPU configuration registers and secure on-chip
memory controller registers.

The SMSCM has two 32-bit registers to allow software to read the values of the LIFECYCLE and LIFECYCLE_B fuses. The
SMSCM inputs these fuses, which can change during POR or warm reset. The fuse are stable as reset is negated. After reset
is deasserted, if the LIFECYCLE and LIFECYCLE_B values are not complements, a security violation is asserted. The security
violation is sent to the security subsystem.

12.3 SMSCM Memory Map/Register Definition

12.3.1 Replicated Control Registers
For certain critical control and configuration functions, a special three D flip-flop (DFF3) register implementation is used.

This design uses a pole, anti-pole implementation where the 101b state represents the negated register state and 010b is the

asserted state. In the following register descriptions, the replicated function is shown as a single read data bit plus a 3-bit write
data field. The register read data bit is aligned as the "middle bit" within the 3-bit field and the 3-bit write data field is defined as
"W2S, W5C". This nomenclature defines a 3-bit write data field of value 2 (010b) is needed to set the asserted state of the three
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Secure Miscellaneous System Control Module (SMSCM)

DFFs, while a 3-bit write data field of value 5 (101b) is required to clear the combined DFF3 state. All other write data values do
not affect the register state. For reads, the 3-bit field returns {0,register_state,0}b, that is, the register state in the middle bit and
zeroes for both adjacent bits.

To change the control state, the user must write BOTH pole and anti-pole registers. The order of the register writes, pole then
anti-pole versus anti-pole then pole does not matter. The programming model is updated after the first register is written, however
the control state in the hardware doesn't change until the second register is written.

The control state is asserted when the pole register is written with 010b and the anti-pole register is written with 101b. The control
state is deasserted when the pole register is written with 101b and the antipole register is written with 010b. If both pole and
anti-pole registers are written with the same legal value (010b or 101b), a security violation is asserted. The security violation
remains asserted until system reset asserts.

12.3.2 SMSCM register descriptions

12.3.2.1 SMSCM memory map

Writes to the SMSCM programming model must be 32-bits. Non 32-bit writes are terminated with a bus error.
Reads of 8-bit, 16-bit and 32-bit size are allowed.

Writes to read-only registers and reads of write-only registers are terminated with a bus error.

The access permissions for this module are set in the TRDC.

SMSCM base address: 4001_5000h

Offset Register Width | Access | Reset value
(In bits)
Oh Debug Enable (DBGEN) 32 RW 0000_0000h
4h Debug Enable Complement (DBGEN_B) 32 RW 0022_2222h
8h Debug Enable Lock (DBGEN_LOCK) 32 RW 0000_0000h
20h Debug Authentication Beacon (DBG_AUTH_BEACON) 32 RW See section
30h Lifecycle Fuse Word (LIFECYCLE) 32 R See section
34h Lifecycle Fuse Word Complement (LIFECYCLE_B) 32 R See section
40h ROM Lockout Register (ROM_LOCKOUT) 32 RwW 0000_0000h
100h Security Counter Register (SCTR) 32 RW 0000_0000h
104h Security Counter Plus 1 Register (SCTRP1) 32 W 0000_0000h
10Ch Security Counter Minus 1 Register (SCTRM1) 32 w 0000_0000h
114h Security Counter Plus X Register (SCTRPX) 32 w 0000_0000h
11Ch Security Counter Minus X Register (SCTRMX) 32 w 0000_0000h
400h On-Chip Memory Descriptor Register (OCMDRO) 32 RW 0000_0000h
408h On-Chip Memory Descriptor Register (OCMDR?2) 32 RW 0000_0003h
40Ch On-Chip Memory Descriptor Register (OCMDR3) 32 RW 0000_0003h
414h On-Chip Memory Descriptor Register (OCMDRS5) 32 RW 0000_0003h

Table continues on the next page...
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Table continued from the previous page...

Offset Register Width | Access | Reset value
(In bits)
480h On-Chip Memory ECC Control Register (OCMECR) 32 RW 0000_0000h
488h On-Chip Memory ECC Interrupt Register (OCMEIR) 32 RW 0000_0000h
490h On-Chip Memory Fault Address Register (OCMFAR) 32 R 0000_0000h
494h On-Chip Memory Fault Attribute Register (OCMFTR) 32 R 0000_0000h
498h On-Chip Memory ECC Fault Data High Register (OCMFDRH) 32 R 0000_0000h
49Ch On-Chip Memory ECC Fault Data Low Register (OCMFDRL) 32 R 0000_0000h
CO00h Core Platform Control Register (CPCR) 32 RW 0000_0001h

12.3.2.2 Debug Enable (DBGEN)

Offset
Register Offset
DBGEN Oh
Function

This register implements debug access control in six 3-bit pole, anti-pole states (DFF3) while the DBGEN_B register implements
independent complement versions of the same debug access control states. This register only resets on POR. For warm resets,
the value remains in the register and updated when the fuses are valid.

The DBGEN/SPIDEN/NIDEN/SPNIDEN register fields can be updated when DBGEN_LOCK[LOCK] = 000b. The ALTDBGEN
register field can be updated when DBGEN_LOCK[ALT_DBGEN_LOCK] = 000b. The ALTEN register field can be updated when
DBGEN_LOCKI[ALT_EN_LOCK] = 000b. The register is fields are unlocked at reset.

Writes to locked register fields are simply ignored and are not error terminated. Therefore, software must read the DBGEN register
after each write to ensure the write completed.

As power-on reset is negated and the fuse initialization is complete, the DBGEN and DBGEN_B are loaded with values determined
by the encoded converged lifecycle fuses.

The pole/anti-pole updating sequence works independently for ALTEN, ALTDBGEN, SPNIDEN, NIDEN, SPIDEN,
DBGEN bitfields.

For reads, each of the DFF3 3-bit fields return {0,register_state,0}b.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 0
ALTEN ALTDBGEN
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R| o 0 0 0
SPNIDEN NIDEN SPIDEN DBGEN
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-23 Reserved
22-20 Alternate Enable (DFF3 bitfield)
ALTEN This DFF3 control provides an alternate enable.
This field can only be written when DBGEN_LOCKJALT_EN_LOCK] = 000b
NOTE
This field behaves differently for register reads and writes.
When reading
000b - Alternate Disabled.
010b - Alternate Enabled.
When writing
010b - W2S - Enable Alternate.
101b - W5C - Disable Alternate.
19 Reserved
18-16 Alternate Invasive Debug Enable (DFF3 bitfield)
ALTDBGEN | This DFF3 control provides the ability to enable invasive debug in an Alternate CPU.
This field can only be written when DBGEN_LOCK[ALT_DBGEN_LOCK] = 000b
NOTE
This field behaves differently for register reads and writes.
When reading

Table continues on the next page...
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Field

Function

000b - Alternate Invasive Debug Disabled.

010b - Alternate Invasive Debug Enabled.
When writing

010b - W2S - Enable Alternate Invasive Debug.

101b - W5C - Disable Alternate Invasive Debug.

15

Reserved

14-12
SPNIDEN

Secure Non-Invasive Debug Enable (DFF3 bitfield)
This DFF3 control provides the ability to enable secure non-invasive debug.

This field can only be written when DBGEN_LOCK[LOCK] = 000b

NOTE

This field behaves differently for register reads and writes.

When reading
000b - Secure Non-Invasive Debug Disabled.
010b - Secure Non-Invasive Debug Enabled.
When writing
010b - W2S - Enable Secure Non-Invasive Debug.
101b - W5C - Disable Secure Non-Invasive Debug.

11

Reserved

10-8
NIDEN

Non-Invasive Debug Enable (DFF3 bitfield)
This DFF3 control provides the ability to enable non-invasive debug.

This field can only be written when DBGEN_LOCK[LOCK] = 000b

NOTE

This field behaves differently for register reads and writes.

When reading
000b - Non-Invasive Debug Disabled.
010b - Non-Invasive Debug Enabled.
When writing
010b - W2S - Enable Non-Invasive Debug.
101b - W5C - Disable Non-Invasive Debug.

Reserved

Table continues on the next page...
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Field Function
6-4 Secure Invasive Debug Enable (DFF3 bitfield)
SPIDEN This DFF3 control provides the ability to enable secure invasive debug.
This field can only be written when DBGEN_LOCK[LOCK] = 000b
NOTE
This field behaves differently for register reads and writes.
When reading
000b - Secure Invasive Debug Disabled.
010b - Secure Invasive Debug Enabled.
When writing
010b - W2S - Enable Secure Invasive Debug.
101b - W5C - Disable Secure Invasive Debug.
3 Reserved
2-0 Invasive Debug Enable (DFF3 bitfield)
DBGEN This DFF3 control provides the ability to enable invasive debug.

This field can only be written when DBGEN_LOCK[LOCK] = 000b

NOTE

This field behaves differently for register reads and writes.

When reading
000b - Invasive Debug Disabled.
010b - Invasive Debug Enabled.
When writing
010b - W2S - Enable Invasive Debug.
101b - W5C - Disable Invasive Debug.

12.3.2.3 Debug Enable Complement (DBGEN_B)

Offset
Register Offset
DBGEN_B 4h
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Function

This register implements debug access control in six 3-bit pole, anti-pole states (DFF3) while the DBGEN_B register implements
independent complement versions of the same debug access control states. This register only resets on POR. For warm resets,
the value remains in the register and updated when the fuses are valid.

The DBGEN_B/SPIDEN_B/NIDEN_B/SPNIDEN_B register fields can be updated when DBGEN_LOCK[LOCK] = 000b. The
ALTDBGEN_B register field can be updated when DBGEN_LOCK[ALT_DBGEN_LOCK] = 000b. The ALTEN_B register field can
be updated when DBGEN_LOCKJALT_EN_LOCK] = 000b. The register is fields are unlocked at reset.

Writes to locked register fields are simply ignored and are not error terminated. Therefore, software must read the DBGEN_B
register after each write to ensure the write completed.

As power-on reset is negated and the fuse initialization is complete, the DBGEN and DBGEN_B are loaded with values determined
by the encoded converged lifecycle fuses.

The pole/anti-pole updating sequence works independently for ALTDBGEN, SPNIDEN, NIDEN, SPIDEN, DBGEN bitfields.
For reads, each of the DFF3 3-bit fields return {0,register_state,0}b.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 0
ALTEN_B ALTDBGEN_B
w
Reset 0 0 0 0 0 0 0 0 0 0 1 0 0 0 1 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R| o0 0 0 0
SPNIDEN_B NIDEN_B SPIDEN_B DBGEN_B
w
Reset 0 0 1 0 0 0 1 0 0 0 1 0 0 0 1 0
Fields
Field Function
31-23 Reserved
22-20 Alternate Enable Complement (DFF3 bitfield)

ALTEN_B This DFF3 control provides the complement version of ALT_EN.
This field can only be written when DBGEN_LOCK[ALT_EN_LOCK] = 000b

NOTE
This field behaves differently for register reads and writes.
When reading
000b - Alternrate Enabled.
010b - Alternate Disabled.
When writing

Table continues on the next page...
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Field

Function

010b - W2S - Disable Alternate.
101b - W5C - Enable Alternate.

19

Reserved

18-16
ALTDBGEN_B

Alternate Invasive Debug Enable Complement (DFF3 bitfield)
This DFF3 control provides the complement version of ALT_DBGEN.

This field can only be written when DBGEN_LOCK[ALT_DBGEN_LOCK] = 000b

NOTE

This field behaves differently for register reads and writes.

When reading
000b - Alternate Invasive Debug Enabled.
010b - Alternate Invasive Debug Disabled.
When writing
010b - W2S - Alternate Disable Invasive Debug.
101b - W5C - Alternate Enable Invasive Debug.

15

Reserved

14-12
SPNIDEN_B

Secure Non-Invasive Debug Enable Complement (DFF3 bitfield)
This DFF3 control provides the complement version of SPNIDEN.

NOTE

This field behaves differently for register reads and writes.

When reading
000b - Secure Non-Invasive Debug Enabled.
010b - Secure Non-Invasive Debug Disabled.
When writing
010b - W2S - Disable Secure Non-Invasive Debug.
101b - W5C - Enable Secure Non-Invasive Debug.

11

Reserved

10-8
NIDEN_B

Non-Invasive Debug Enable Complement (DFF3 bitfield)

This DFF3 control provides the complement version of NIDEN.

Table continues on the next page...
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Field

Function

This field can only be written when DBGEN_LOCK[LOCK] = 000b

NOTE

This field behaves differently for register reads and writes.

When reading
000b - Non-Invasive Debug Enabled.
010b - Non-Invasive Debug Disabled.
When writing
010b - W2S - Disable Non-Invasive Debug.
101b - W5C - Enable Non-Invasive Debug.

Reserved

6-4
SPIDEN_B

Secure Invasive Debug Enable - Complement (DFF3 bitfield)
This DFF3 control provides the complement version of SPIDEN.

This field can only be written when DBGEN_LOCK[LOCK] = 000b

NOTE

This field behaves differently for register reads and writes.

When reading
000b - Secure Invasive Debug Enabled.
010b - Secure Invasive Debug Disabled.
When writing
010b - W2S - Disable Secure Invasive Debug.
101b - W5C - Enable Secure Invasive Debug.

Reserved

2-0
DBGEN_B

Invasive Debug Enable Complement (DFF3 bitfield)
This DFF3 control provides the complement version of DBGEN.

This field can only be written when DBGEN_LOCK[LOCK] = 000b

NOTE

This field behaves differently for register reads and writes.

When reading
000b - Invasive Debug Enabled.

Table continues on the next page...
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Field Function

010b - Invasive Debug Disabled.
When writing

010b - W2S - Disable Invasive Debug.

101b - W5C - Enable Invasive Debug.

12.3.2.4 Debug Enable Lock (DBGEN_LOCK)

Offset
Register Offset
DBGEN_LOCK 8h
Function

DBG_EN_LOCK fuse is used by ROM to control whether this lock is set prior to executing customer code.

Writes to locked register fields are simply ignored and are not error terminated. Therefore, software must read the DBGEN_LOCK
register after each write to ensure the write completed.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 0
ALT_EN_LOCK ALT_DBGEN_LOCK
W
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0
LOCK
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-23 Reserved
22-20 Alternate Lock (DFF3 bitfield)
ALT_EN_LOCK | This DFF3 control provides the ability to prevent write accesses to the DBGEN[ALT_EN],
DBGEN[ALT_EN_B] and DBGEN_LOCKJALT_EN_LOCK] registers.

Table continues on the next page...
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Field Function

NOTE
This field behaves differently for register reads and writes.

When reading

000b - ALTEN, ALTEN_B, ALT_EN_LOCK unlocked.

010b - ALTEN, ALTEN_B, ALT_EN_LOCK locked. ALTEN, ALTEN_B, ALT_EN_LOCK locked and
cannot be written until the next system reset. They remain readable.

When writing

010b,000b,001b,011b,100b,111b - Lock DBGEN[ALTEN], DBGEN_B[ALTEN_B, and
DBGEN_LOCKJALT_EN_LOCK]. Writing any value other than 101b locks the DBGEN[ALTEN],
DBGEN_B[ALTEN_B], and DBGEN_LOCK[ALT_EN_LOCK] fields.

101b - f When ALT_EN_LOCK is locked, ALT_EN_LOCK cannot be unlocked with a write of
101b to this field. When ALT_EN_LOCK is unlocked, a write of 101b to this field, ALT_EN_LOCK
remains unlocked and ALTEN/ALTEN_B remains writeable.

19 Reserved
18-16 Alternate Lock (DFF3 bitfield)
ALT_DBGEN_L | This DFF3 control provides the ability to prevent write accesses to the DBGEN[ALT_DBGEN],
OCK DBGEN[ALT_DBGEN_B] and DBGEN_LOCK[ALT_DBGEN_LOCK] registers.

NOTE
This field behaves differently for register reads and writes.

When reading
000b - ALT_DBGEN, ALT_DBGEN_B, ALT_DBGEN_LOCK unlocked.

010b - ALT_DBGEN, ALT_DBGEN_B, ALT_DBGEN_LOCK locked. ALT_DBGEN,
ALT_DBGEN_B, ALT_DBGEN_LOCK locked and cannot be written until the next system reset.
They remain readable.

When writing

010b,000b,001b,011b,100b,111b - Lock DBGEN[ALTDBGEN], DBGEN_B[ALTDBGEN_B,
and DBGEN_LOCK[ALT_DBGEN_LOCK]. Writing any value other than 101b locks the
DBGEN[ALTDBGEN], DBGEN_B[ALTDBGEN_B], and DBGEN_LOCK[ALT_DBGEN_LOCK]
fields.

101b - When ALT_DBGEN_LOCK is locked, ALT_DBGEN_LOCK cannot be unlocked with a
write of 101b to this field. When ALT_DBGEN_LOCK is unlocked, a write of 101b to this field,
ALT_DBGEN_LOCK remains unlocked and DBGEN/DBGEN_B remains writeable.

15-3 Reserved

2-0 Lock (DFF3 bitfield)

Table continues on the next page...
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Field Function

When reading

000b - DBGEN[SPNIDEN,NIDEN,SPIDEN,DBGEN],
DBGEN_B[SPNIDEN_B,NIDEN_B,SPIDEN_B,DBGEN_B], and DBGEN_LOCK[LOCK] unlocked.

010b - DBGEN[SPNIDEN,NIDEN,SPIDEN,DBGEN],
DBGEN_B[SPNIDEN_B,NIDEN_B,SPIDEN_B,DBGEN_B], and
DBGEN_LOCKILOCK] locked. DBGEN[SPNIDEN,NIDEN,SPIDEN,DBGEN],
DBGEN_B[SPNIDEN_B,NIDEN_B,SPIDEN_B,DBGEN_B], and DBGEN_LOCKI[LOCK] are locked
and cannot be written until the next system reset. They remain readable.

When writing

010b,000b,001b,011b,100b,111b - Lock DBGEN[SPNIDEN,NIDEN,SPIDEN,DBGEN],
DBGEN_B[SPNIDEN_B,NIDEN_B,SPIDEN_B,DBGEN_B], and DBGEN_LOCK[LOCK]. Writing
any value other than 101b locks DBGEN[SPNIDEN,NIDEN,SPIDEN,DBGEN],

DBGEN_B[SPNIDEN_B,NIDEN_B,SPIDEN_B,DBGEN_B], and DBGEN_LOCK[LOCK].

101b - When DBGEN_LOCKI[LOCK] is locked, DBGEN_LOCK[LOCK] cannot be unlocked with
a write of 101b to this field. When DBGEN_LOCKILOCK] is unlocked, a write of 101b to

this field, DBGEN_LOCK[LOCK] remains unlocked and the DBGEN[DBGEN, SPIDEN, NIDEN,
SPNIDEN],DBGEN_B[DBGEN_B, SPIDEN_B, NIDEN_B, SPNIDEN_B] fields remain writeable.

LOCK This DFF3 control provides the ability to prevent write accesses to the DBGEN[DBGEN,
SPIDEN, NIDEN, SPNIDEN], DBGEN_B[DBGEN_B, SPIDEN_B, NIDEN_B, SPNIDEN_B] and
DBGEN_LOCKI[LOCK] register fields.

NOTE
This field behaves differently for register reads and writes.

12.3.2.5 Debug Authentication Beacon (DBG_AUTH_BEACON)

Offset
Register Offset
DBG_AUTH_BEACON | 20h

Function

This register only resets on POR, and is not locked by DBGEN_LOCK.

It does not control any logic, written by debug authentication and used only by customer code.

NOTE
The reset value of this register is user defined.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
CREDENTIAL_BEACON
w
Reset u u u u u u u u u u u u u u u u
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R
AUTH_BEACON
w
Reset u u u u u u u u u u u u u u u u
Fields
Field Function
31-16 Credential Beacon
CREDENTIAL_
BEACON
15-0 Authentication Beacon
AUTH_BEACO
N

12.3.2.6 Lifecycle Fuse Word (LIFECYCLE)

Offset
Register Offset
LIFECYCLE 30h
Function

The LIFECYCLE register is cleared with POR and loaded directly from the fuses when the fuses are ready.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R SWD_ID 0 CTRK_REVOKE
w
Reset u u u u 0 0 0 0 0 0 0 0 u u u u
Bits 15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
WAKE | SERIA DICE_ | TZM_ | DBG_ | DBG_
R 0 cLC
UP_.. | L_.. EN EN | AUT.. | EN_..
w
Reset u u 0 0 u u u u 0 0 0 0 0 0 0 0
Fields
Field Function
31-28 Serial Wire Debug Instance ID
SWD_ID
27-20 Reserved
19-16 Revocation indicator from OEM Firmware Authentication Public Key
CTRK_REVOK
E
15 Wakeup Disabled
WAKEUP_DIS 0b - Boot-ROM LP wakup is enabled.
1b - Boot-ROM LP wakup is disabled.
14 Serial Download Disabled
SERIAL DIS 0b - Serial download path is enabled.
1b - Serial download path is disabled.
13-12 Reserved
11 DICE Enable
DICE_EN 0b - DICE is disabled by default.
1b - DICE is enabled.
10 Trust Zone Mode Enable
TZM_EN Ob - TZ-M is disabled by default, can be enabled by software.
1b - TZ-M is enabled.

Table continues on the next page...
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Field Function
9 Debug Authentication Disabled
DBG_AUTH_DI Ob - Debug Authentication enabled.
S 1b - Debug Authentication disabled.
8 Debug Enable Lock
DBG_EN_LOC Ob - The debug access control registers remain open when jumping to customer code.
K 1b - The debug access control registers are write-locked before jumping to customer code.
7-0 Converged Lifecycle
CcLC 0000_0000b - BLANK

0000_0001b - NXP Fab

0000_0011b - NXP Provisioned
0000_0111b - OEM Open

0000_1111b - OEM Secure World Closed
0001_1111b - OEM Closed

0011_1111b - OEM Return

0111_1111b - NXP Return

1001_1111b - OEM Locked

11xx_xxxxb - BRICK

12.3.2.7 Lifecycle Fuse Word Complement (LIFECYCLE_B)

Offset
Register Offset
LIFECYCLE_B 34h
Function

The LIFECYCLE_B register is cleared with POR and loaded directly from the fuses when the fuses are ready.

This register is the

complement of the LIFECYCLE register.

MCX W71 Reference Manual, Rev. 3, September 2024

Reference Manual

General Business Information

318 /2967



NXP Semiconductors

Secure Miscellaneous System Control Module (SMSCM)

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R SWD_ID_B 0 CTRK_REVOKE_B
w
Reset u u u u 0 0 0 0 0 0 0 0 u u u u
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
WAKE | SERIA DICE_ | TzM_ | DBG_ | DBG_
R 0 CLC.B
UP_.. | L. EN.. | EN.B [AUT.. | EN_..
w
Reset u u 0 0 u u u u 0 0 0 0 0 0 0 0
Fields
Field Function
31-28 Serial Wire Debug Instance ID Complement
SWD_ID_B
27-20 Reserved
19-16 Revocation indicator from OEM Firmware Authentication Public Key Complement
CTRK_REVOK
E_B
15 Wakeup Disabled Complement
WAKEUP_DIS_ 0Ob - Boot-ROM LP wakup is disabled.
B 1b - Boot-ROM LP wakup is enabled.
14 Serial Download Disabled Complement
SERIAL DIS B 0b - Serial download path is disabled.
1b - Serial download path is enabled.
13-12 Reserved
11 DICE Enable Complement
DICE_EN B Ob - DICE is enabled.
1b - DICE is disabled by default.
10 Trust Zone Mode Enable Complement
TZM_EN_B Ob - TZ-M is enabled.
1b - TZ-M is disabled by default, can be enabled by software.
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Field Function
9 Debug Authentication Disabled Complement
DBG_AUTH_DI Ob - Debug Authentication disabled.
S_B 1b - Debug Authentication enabled.
8 Debug Enable Lock Complement
DBG_EN _LOC Ob - The debug access control registers are write-locked before jumping to customer code.
KB 1b - The debug access control registers remain open when jumping to customer code.
7-0 Converged Lifecycle Complement
CLC B 00xx_xxxxb - BRICK

0110_0000b - OEM Locked

1000_0000b - NXP Return

1100_0000b - OEM Return

1110_0000b - OEM Closed

1111_0000b - OEM Secure World Closed
1111_1000b - OEM Open

1111_1100b - NXP Provisioned
1111_1110b - NXP Fab

1111_1111b - BLANK

12.3.2.8 ROM Lockout Register (ROM_LOCKOUT)

Offset
Register Offset
ROM_LOCKOUT 40h
Function

This register provides the ability to set a watermark address in the ROM. Once enabled, accesses below the watermark
address are not allowed and result in a bus error.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
REGLOCK ROMWA
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0
ROMWA
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-29 ROM_LOCKOUT Register Lock (DFF3 bitfield)

REGLOCK | This DFF3 control provides the ability to prevent write accesses to the ROM_LOCKOUT register and enable
the ROM watermark feature.

NOTE
This field behaves differently for register reads and writes.

When reading

000b - ROM_LOCKOUT unlocked. ROM_LOCKOUT is writable, and ROM array is fully
accessible.

010b - ROM_LOCKOUT locked. ROM_LOCKOUT register cannot be written until next reset.
Accesses to addresses below the ROM_LOCKOUT[ROMWA] result in an error response.

When writing

010b,000b,001b,011b,100b,111b - Lock ROM_LOCKOUT register. Writing any value other than
101b locks the ROM_LOCKOUT register.

101b - Writing this value has no effect.

28-22 Reserved

21-4 ROM Watermark Address

ROMWA The first accessible address (0-mod-16) after the lockout region. When ROM_LOCKOUT[REGLOCK] =
010b, reads to addresses below this watermark value result in an error response.

3-0 Reserved
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12.3.2.9 Security Counter Register (SCTR)

Offset
Register Offset
SCTR 100h
Function

This register provides a security counter function, which is intended to validate the control flow integrity of CPU code execution.
This register is the actual counter register; there are four additional virtual registers that support a set of arithmetic operations
including {+1, -1, +x, -x} where x is any 32-bit operand.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
DATA32
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R
DATA32
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Data, 32 bits

DATA32 This is the 32-bit value contained as the security counter.

12.3.2.10 Security Counter Plus 1 Register (SCTRP1)

Offset

Register Offset
SCTRP1 104h
Function

This virtual write-only register provides a security counter arithmetic function - register writes to this address increment the security
counter by 1 (+1). The security counter provides a mechanism to validate the control flow integrity of CPU code execution. This
is one of four virtual registers that support a set of arithmetic operations including {+1, -1, +x, -x} where x is any 32-bit operand.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
w DONTCARE32
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
w DONTCARE32
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Don't Care Data, 32 bits
DONTCARE32 | The entire contents of the write data word are ignored as register writes to this location increment the
security counter by 1, that, is, next-state SCTR = current-state SCTR + 1.

12.3.2.11 Security Counter Minus 1 Register (SCTRM1)

Offset
Register Offset
SCTRM1 10Ch
Function

This virtual write-only register provides a security counter arithmetic function - register writes to this address decrement the
security counter by 1 (-1). The security counter provides a mechanism to validate the control flow integrity of CPU code execution.
This is one of four virtual registers that support a set of arithmetic operations including {+1, -1, +x, -x} where x is any 32-bit operand.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
w DONTCARE32
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
w DONTCARE32
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields

Field Function

31-0 Don't Care Data, 32 bits

DONTCARE32 | The entire contents of the write data word are ignored as register writes to this location decrement the
security counter by 1, that, is, next-state SCTR = current-state SCTR - 1.

12.3.2.12 Security Counter Plus X Register (SCTRPX)

Offset
Register Offset
SCTRPX 114h
Function

This virtual write-only register provides a security counter arithmetic function - register writes to this address increment the security
counter by "x" (+x). The security counter provides a mechanism to validate the control flow integrity of CPU code execution. This
is one of four virtual registers that support a set of arithmetic operations including {+1, -1, +x, -x} where x is any 32-bit operand.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
w DATA32
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
w DATA32
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Data, 32 bits
DATA32 The entire contents of the write data word are added to the security counter, that, is, next-state SCTR =
current-state SCTR + DATA32.
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12.3.2.13 Security Counter Minus X Register (SCTRMX)

Offset
Register Offset
SCTRMX 11Ch
Function

This virtual write-only register provides a security counter arithmetic function - register writes to this address decrement the
security counter by "x" (-x). The security counter provides a mechanism to validate the control flow integrity of CPU code execution.
This is one of four virtual registers that support a set of arithmetic operations including {+1, -1, +x, -x} where x is any 32-bit operand.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R
w DATA32
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
w DATA32
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 Data, 32 bits
DATA32 The entire contents of the write data word are subtracted to the security counter, that, is, next-state
SCTR = current-state SCTR - DATA32.

12.3.2.14 On-Chip Memory Descriptor Register (OCMDRO)

Offset

Register Offset
OCMDRO 400h
Function

This section of the programming model is an array of 32-bit generic on-chip memory descriptor registers that provides configurable
controls (where appropriate).

» Any access with a size other than 32 bits are terminated with an error.

An on-chip memory has a corresponding SMSCM OCMDRn register when one of the following is true:
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» The memory type is data flash
» The memory type is program flash
* The memory type is system RAM and ECC = true

The following table describes each on-chip memory type:

On-chip memory n On-Chip Memory Type

On-chip memory 0 Program Flash

On-chip memory 2 System RAM
On-chip memory 3 System RAM
On-chip memory 5 System RAM
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
RO
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0
OCMCF2 OCMCF1 OCMCFO0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-17 Reserved
16 Read-Only
RO This register bit provides a mechanism to “lock” the configuration state defined by OCMDRN[11:0]. Once

asserted, attempted writes to the OCMDRnN[11:0] register are ignored until the next reset clears the flag.
0b - Writes to the OCMDRN[11:0] are allowed
1b - Writes to the OCMDRN[11:0] are ignored

15-12 Reserved

11-8 OCMEM Control Field 2

Table continues on the next page...
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Field Function

OCMCF2 The flash controller needs to be idle when writing to an OCMDRn register associated with Flash memory.
Changing controller configuration while active can cause undesired results.

The flash cache on this device is a small, read-only cache to help accelerate flash accesses. The 4 bits in
CF2 configure and maintain this cache.

CF2 = Control Field 2 - for flash cache
» CF2[3] - disable flash cache
« CF2[2] - disable instruction caching
» CF2[1] - disable flash data caching
« CF2[0] - clear flash cache
CF2[3:1]
+ 000b - the flash cache is enabled and will cache both flash instruction and flash data fetches
+ 001b - the flash cache is enabled and will cache flash instruction fetches but not flash data fetches
» 010b - the flash cache is enabled and will cache flash data fetches but not flash instruction fetches
* 011b - the flash cache is enabled but will not be used (basically disabled)
* 1xxb - the flash cache is diabled
CF2[0]
* Ob - do not clear the flash cache

* 1b - clear the flash cache (negate all valid bits in the cache)

7-4 OCMEM Control Field 1

OCMCF1 The flash controller needs to be idle when writing to an OCMDRn register associated with Flash memory.
This means no read/erase/execute/etc operations from the Flash memory should be made while writing
to the OCMDRn register associated with that memory. Changing controller configuration while active can
cause undesired results.

CF1 = Control Field 1 - for flash controller
CF1[3] LKIFR1 - Lock IFR1

* 0Ob = IFR1 space can be accessed.

* 1b = IFR1 space cannot be accessed. This bit is sticky. Once set, it is cleared with reset.
CF1[2] Reserved
CF1[1] DFS - Disable Flash Speculate

* Ob = Enable Flash Speculate

* 1b = Disable Flash Speculate
CF1[0] DDP - Disable Data Prefetch

* Ob = Enable Data Prefetch

+ 1b = Disable Data Prefetch

Table continues on the next page...
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Field Function
CF1[1:0] bits controls whether prefetches (or speculative accesses) are initiated in response to instruction
fetches or data references.
On new flash accesses, the flash controller reads 128-bit aligned data and stores it in a normal read buffer
while bypassing the desired 32-bit to the input AHB bus. Subsequent accesses to the same 128-bits of flash
data can be serviced from this buffer without re-reading the flash arrays and has buffers to hold a flash
access. The flash controller also has a 128-bit speculation buffer. During idle cycles or cycles where the
flash controller accesses are being serviced from the flash cache or the normal buffer, the flash controller
will read the next sequential 128-bits of flash data and store it in the speculation buffer. Then, subsequent
sequential accesses can hit this speculation buffer without accessing the flash. The following CF1[1:0] bits
configure and maintain this speculation buffer.
CF1[1] CF1[0] Result
Flash Speculate Disable Data Prefetch Disable
Disabled (1b) Disabled (1b) All speculation disabled and speculation
buffer is cl d
Disabled (1b) Enabled (Ob) dtierts cleare
Enabled (Ob) Disabled (1b) Speculation for Instruction enabled and
Speculation for Data disabled
Enabled (0Ob) Enabled (0Ob) Speculation for both Instruction and
Data enabled
The reset state for CF1[1:0] is 00b - the speculation buffer is enabled and speculation will occur for both flash
instruction accesses and flash data accesses.
Note, whenever the speculation buffer is disabled (CF1[1:0] = 1xb, the speculation buffer is cleared (its valid
bit is negated). This provides a way to clear the speculation buffer. The speculation buffer is also cleared
when the flash controller is reset.
3-0 OCMEM Control Field 0
OCMCFO0 OCMCFO is used to Program or Data Flash and System RAM ECC.

The flash controller needs to be idle when writing to an OCMDRn register associated with Flash memory.
This means no read/erase/execute/etc operations from the Flash memory should be made while writing
to the OCMDRn register associated with that memory. Changing controller configuration while active can
cause undesired results.

CFO0 = Control Field 0 - for ECC control functions.
CFO0[3] DNCBED - Disable non-correctable bus errors on flash data fetches

+ 0Ob = Bus error for non-correctable error on data fetch from flash

» 1b = Disable bus error response for non-correctable error on data fetch from flash
CFO0[2] DNCBEI - Disable non-correctable bus errors on flash instruction fetches

* Ob = Bus error for non-correctable error on instruction fetch from flash

Table continues on the next page...
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Field Function

* 1b = Disable bus error response for non-correctable error on instruction fetch from flash

CFO0[1:0] - Reserved

12.3.2.15 On-Chip Memory Descriptor Register (OCMDR2 - OCMDRS)

Offset
Register Offset
OCMDR2 408h
OCMDR3 40Ch
OCMDR5 414h
Function

This section of the programming model is an array of 32-bit generic on-chip memory descriptor registers that provides configurable
controls (where appropriate).

» Any access with a size other than 32 bits are terminated with an error.

An on-chip memory has a corresponding SMSCM OCMDRn register when one of the following is true:

» The memory type is data flash

» The memory type is program flash

* The memory type is system RAM and ECC = true

The following table describes each on-chip memory type:

On-chip memory n

On-Chip Memory Type

On-chip memory 0

Program Flash

On-chip memory 2 System RAM
On-chip memory 3 System RAM
On-chip memory 5 System RAM
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
RO
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R 0 0 0
OCMCFO0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
Fields
Field Function
31-17 Reserved
16 Read-Only
RO This register bit provides a mechanism to “lock” the configuration state defined by OCMDRnN[11:0]. Once
asserted, attempted writes to the OCMDRN[11:0] register are ignored until the next reset clears the flag.
0b - Writes to the OCMDRN[11:0] are allowed
1b - Writes to the OCMDRN[11:0] are ignored
15-12 Reserved
11-8 Reserved
7-4 Reserved
3-0 OCMEM Control Field 0
OCMCFO0 OCMCEFO is used Program or Data Flash and System RAM ECC.
The flash controller needs to be idle when writing to an OCMDRn register associated with Flash memory.
This means no read/erase/execute/etc operations from the Flash memory should be made while writing
to the OCMDRn register associated with that memory. Changing controller configuration while active can
cause undesired results.
CFO = Control Field 0 - for ECC control functions.
CFO0[3:2] - Reserved
CFO[1] EERC - Enable ECC read check

Table continues on the next page...
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Field

Function

* Ob = Disable ECC on reads
* 1b = Enable ECC on reads
CFO[0] EERW - Enable ECC write generation
+ Ob = Disable ECC on writes
* 1b = Enable ECC on writes

12.3.2.16 On-Chip Memory ECC Control Register (OCMECR)

Offset
Register Offset
OCMECR 480h
Function

The On-Chip Memory ECC Control Register is an 32-bit control register for specifying which types of memory errors are reported.
In systems with ECC, the occurrence of a non-correctable error causes the current access to be terminated with an error condition.
In many cases, this error termination is reported directly by the initiating bus master. However, there are certain situations where
the occurrence of this type of non-correctable error is nofreported by the master. Examples include speculative instruction fetches
which are discarded due to a change-of-flow operation, and buffered operand writes. The ECC reporting logic in MSCM provides
an optional error interrupt mechanism to signal all non-correctable memory errors. In addition to the interrupt generation, the
MSCM captures specific information (memory address, attributes and data, bus master number, etc.) which may be useful for
subsequent failure analysis.

Single bit memory corrections are performed on-the-fly, returning the corrected read data to the requesting bus master. For these
single bit corrections, another configuration bit allows reporting of these events.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 0
E1BR ENCR
W
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields
Field Function
31-9 Reserved
8 Enable RAM ECC 1 Bit Reporting
E1BR 0Ob - 1-bit reporting disabled
1b - 1-bit reporting enabled
7-1 Reserved
0 Enable RAM ECC Non-correctable Reporting
ENCR Ob - Non-correctable reporting disabled

1b - Non-correctable reporting enabled

12.3.2.17 On-Chip Memory ECC Interrupt Register (OCMEIR)

Offset
Register Offset
OCMEIR 488h
Function

The On-Chip Memory ECC Interrupt Register is a 32-bit control register for signaling which types of properly-enabled ECC events
have occurred. The OCMEIR includes two bit maps to record the occurrence of individual ECC events, both 1-bit correctable and
multi-bit non-correctable events.

Diagram

Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R | VALID 0 EELOC 0
w

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R E1BERRN ENCERRN
W w1cC w1C

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

MCX W71 Reference Manual, Rev. 3, September 2024
Reference Manual General Business Information 332 /2967



NXP Semiconductors

Fields

Secure Miscellaneous System Control Module (SMSCM)

Field

Function

31
VALID

Valid ECC Error Location field

The VALID bit is set whenever a bit in [15:0] is set. When all of the errors are cleared, the VALID bit is
cleared.

Ob - ECC Error Location field is not valid
1b - ECC Error Location field is valid

30-28

Reserved

27-24
EELOC

ECC Error Location
0000b - non-correctable on OCRAMO
0001b - non-correctable on OCRAM1
0010b - non-correctable on OCRAM2
0011b - non-correctable on OCRAM3
0100b - non-correctable on OCRAM4
0101b - non-correctable on OCRAMS5
0110b - non-correctable on OCRAM6
0111b - non-correctable on OCRAM7
1000b - 1-bit correctable on OCRAMO
1001b - 1-bit correctable on OCRAM1
1010b - 1-bit correctable on OCRAM2
1011b - 1-bit correctable on OCRAM3
1100b - 1-bit correctable on OCRAM4
1101b - 1-bit correctable on OCRAMS
1110b - 1-bit correctable on OCRAM®6
1111b - 1-bit correctable on OCRAM7

23-16

Reserved

15-8
E1BERRN

ECC 1-bit Error OCRAMnN
This field is the bit map of 1-bit correctable errors.
NOTE
An E1BERRN]n] bit is set when a non-correctable error has occured, the corresponding
OCMDRN[1:0] = 11b, and the corresponding OCRAMn has the ECC feature.
+ E1BERRNI0] - OCRAMO has a 1-bit correctable error

Table continues on the next page...
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Field Function

« E1BERRNI[1] - OCRAM1 has a 1-bit correctable error
+ E1BERRN][2] - OCRAM2 has a 1-bit correctable error
+ E1BERRNI3] - OCRAMS has a 1-bit correctable error
+ E1BERRNI[4] - OCRAM4 has a 1-bit correctable error
« E1BERRNI5] - OCRAMS has a 1-bit correctable error
+ E1BERRNI[6] - OCRAMSG has a 1-bit correctable error
« E1BERRNI7] - OCRAMY has a 1-bit correctable error

W1C - Write-1-Clear individually clear each 1-bit correctable error.

7-0 ECC Non-correctable Error OCRAMnN
ENCERRN This field is the bit map of non-correctable errors.

An ENCERRN[N] bit is set when a non-co:((e)c-lt-aEble error has occured, the corresponding
OCMDRN[1:0] = 11b, and the corresponding OCRAMn has the ECC feature.

 ENCERRN]J0] - OCRAMO has a non-correctable error

+ ENCERRN[1] - OCRAM1 has a non-correctable error

« ENCERRN]J2] - OCRAM2 has a non-correctable error

+ ENCERRN[3] - OCRAMS has a non-correctable error

 ENCERRN]J4] - OCRAM4 has a non-correctable error

+ ENCERRN[5] - OCRAMS5 has a non-correctable error

 ENCERRN]J6] - OCRAMG6 has a non-correctable error

+ ENCERRN[7] - OCRAM?Y has a non-correctable error

W1C - Write-1-Clear individually clear each non-correctable error.

12.3.2.18 On-Chip Memory Fault Address Register (OCMFAR)

Offset

Register Offset
OCMFAR 490h
Function

The OCMFAR is a 32-bit read-only register for capturing the address of the last, properly-enabled ECC event in the on-chip
memory. Depending on the state of the On-Chip Memory ECC Control Register, an ECC event in the on-chip memory causes the
address, attributes and read data associated with the access to be loaded into the OCMFAR, OCMFTR and OCMFDR registers,
and the appropriate flag in the On-Chip Memory ECC Interrupt Register to be asserted. Attempted writes are ignored.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R EFADD
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R EFADD
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 ECC Fault Address
EFADD

12.3.2.19 On-Chip Memory Fault Attribute Register (OCMFTR)

Offset

Register Offset
OCMFTR 494h
Function

The OCMFTR is a 32-bit read-only register for capturing the attributes of the last, properly-enabled ECC event in the on-chip
memory. Depending on the state of the On-Chip Memory ECC Control Register, an ECC event in the on-chip memory causes the
address, attributes and read data associated with the access to be loaded into the OCMFAR, OCMFTR and OCMFDR registers,
and the appropriate flag in the On-Chip Memory ECC Interrupt Register to be asserted. Attempted writes are ignored.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 EFSYN
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R EFMST EFW EFMS EFPRT
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields
Field Function
31-24 Reserved
23-16 On-Chip Memory ECC Fault Syndrome
EFSYN This read-only field specifies the checkbit syndrome from the last captured ECC event. For 32-bit memories,

the syndrome is 7-bits, and EFSYN([7] ==

The following describes the syndrome for a single-bit correctable error for a 32-bit RAM. For example, if
there is a single-bit error in ram_rdata[21], then EFSYNI[6:0] = 16h. If the EFSYN value is not found in the
list below, a multi-bit, non-correctable error has been detected.

EFSYN[6:0] =
EFSYN[6:0] =
EFSYN[6:0] =
EFSYN[6:0] =

EFSYN[6:0] ==
EFSYNI[6:0] ==
EFSYN[6:0] ==
EFSYNI[6:0] ==

EFSYN[6:0] =

(
(
(
(
(
(
(
(
(
(EFSYN[6:0] ==
(EFSYNI[6:0] ==
(EFSYN[6:0] ==
(EFSYNI[6:0] ==
(EFSYN[6:0] ==
(EFSYNI[6:0] ==
(EFSYN[6:0] ==
(EFSYNI[6:0] ==
(EFSYN[6:0] ==
(EFSYNI[6:0] ==
(EFSYN[6:0] ==
(EFSYNI[6:0] ==
(EFSYN[6:0] ==
(
(
(
(

EFSYN[6:0] =
EFSYN[6:0] =

EFSYN[6:0] ==

EFSYN[6:0] =

= 00h) -
=61h) -
=51h) -
= 19h) -

45h) -

43h) -

31h) -

29h) -
= 13h) -
62h) -
52h) -
4ah) -
46h) -
32h) -
2ah) -
23h) -
1ah) -

2ch) -
64h) -
26h) -
25h) -
34h) -
= 16h) -
= 15h) -

54h) -
= Obh) -

no errors ram_rdata[31:0]
1-bit error on ram_rdata[0]
1-bit error on ram_rdata[1]
1-bit error on ram_rdata[2]
1-bit error on ram_rdata[3]
1-bit error on ram_rdata[4]
1-bit error on ram_rdata[5]
1-bit error on ram_rdata[6]
1-bit error on ram_rdata[7]
1-bit error on ram_rdata[8]
1-bit error on ram_rdata[9]
1-bit error on ram_rdata[10]
1-bit error on ram_rdata[11]
1-bit error on ram_rdata[12]
1-bit error on ram_rdata[13]
1-bit error on ram_rdata[14]
1-bit error on ram_rdata[15]
1-bit error on ram_rdata[16]
1-bit error on ram_rdata[17]
1-bit error on ram_rdata[18]
1-bit error on ram_rdata[19]
1-bit error on ram_rdata[20]
1-bit error on ram_rdata[21]
1-bit error on ram_rdata[22]
1-bit error on ram_rdata[23]

1-bit error on ram_rdata[24]

Ob. For 64-bit memories, the syndrome is 8-bits.

Table continues on the next page...
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Field Function
+ (EFSYNI[6:0] == 58h) - 1-bit error on ram_rdata[25]
» (EFSYNI[6:0] == 1ch) - 1-bit error on ram_rdata[26]
* (EFSYNI[6:0] == 4ch) - 1-bit error on ram_rdata[27]
» (EFSYNI[6:0] == 38h) - 1-bit error on ram_rdata[28]
+ (EFSYNI[6:0] == Oeh) - 1-bit error on ram_rdata[29]
» (EFSYNI[6:0] == 0dh) - 1-bit error on ram_rdata[30]
+ (EFSYNI[6:0] == 49h) - 1-bit error on ram_rdata[31]

15-8 On-Chip Memory ECC Fault Master Number

EFMST This read-only field specifies the bus master responsible for initiating the last captured ECC event.
7 On-Chip Memory ECC Fault Write
EFW This read-only field specifies if the last captured ECC event was a write bus cycle.

Since the ECC check only occurs on read operations, if the EFW bit is asserted, the captured ECC
event was associated with the read-modify-write needed to generate the required check bits. This type of
read-modify-write sequence only occurs on writes of less than 64 bits; for 64-bit writes, the destination check
bits are calculated directly from the write data without the need for any read-modify-write sequence.

Ob - Last captured ECC event was not a write bus cycle

1b - Last captured ECC event was a write bus cycle

6-4 On-Chip Memory ECC Fault Master Size

EFMS This read-only field specifies the access size of the last captured ECC event. The size encodings are:
000b - 8-bit size

001b - 16-bit size

010b - 32-bit size

011b - 64-bit size

100b - Reserved

101b - Reserved

110b - Reserved

111b - Reserved

3-0 On-Chip Memory ECC Fault Protection

EFPRT This read-only field specifies the protection field of the last captured ECC event. The protection
encodings are:

EFPRT[3] : Cacheable
* 0 = non-cacheable

* 1 = cacheable

Table continues on the next page...
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Field Function

EFPRT[2] : Bufferable

+ 0 = non-bufferable

* 1 = bufferable
EFPRT[1] : Mode 0

* 0 = user mode

* 1 = supervisor mode
EFPRTIO] : Type O

+ 0=I-Fetch

« 1=Data

12.3.2.20 On-Chip Memory ECC Fault Data High Register (OCMFDRH)

Offset
Register Offset
OCMFDRH 498h
Function

The OCMFDR is a 64-bit read-only register for capturing the read data of the last, properly-enabled ECC event in the on-chip
memory. OCMFDRH is the upper 32 bits. Depending on the state of the On-Chip Memory ECC Control Register (OCMECR),
an ECC event in the on-chip memory causes the address, attributes and read data associated with the access to be loaded into
the OCMFAR, OCMFTR and OCMFDR registers, and the appropriate flag in the On-Chip Memory ECC Interrupt Register to be
asserted. The read data is captured after it has been processed by the ECC logic, that is, in the case of a correctable single-bit
ECC event, the read data is the corrected value. The contents of OCMFTR[EFSYN] can be used to locate the original faulted data
bit. Attempted writes are ignored.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R EFDH
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R EFDH
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Fields
Field Function
31-0 On-Chip Memory ECC Fault Data High
EFDH This read-only field specifies the upper 32-bit read data word (data[63:32]) from the last captured ECC
event. For ECC events that occur in 32-bit RAMs, this 32-bit field will return 32'h0.

12.3.2.21 On-Chip Memory ECC Fault Data Low Register (OCMFDRL)

Offset
Register Offset
OCMFDRL 49Ch
Function

The OCMFDR is a 64-bit read-only register for capturing the read data of the last, properly-enabled ECC event in the on-chip
memory. OCMFDRL is the lower 32 bits. Depending on the state of the On-Chip Memory ECC Control Register (OCMECR), an
ECC event in the on-chip memory causes the address, attributes and read data associated with the access to be loaded into
the OCMFAR, OCMFTR and OCMFDR registers, and the appropriate flag in the On-Chip Memory ECC Interrupt Register to be
asserted. The read data is captured after it has been processed by the ECC logic, that is, in the case of a correctable single-bit
ECC event, the read data is the corrected value. The contents of OCMFTR[EFSYN] can be used to locate the original faulted data
bit. Attempted writes are ignored.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R EFDL
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
R EFDL
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31-0 On-Chip Memory ECC Fault Data Low
EFDL This read-only field specifies the lower 32-bit read data word (data[31:0]) from the last captured ECC event.
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12.3.2.22 Core Platform Control Register (CPCR)

Offset
Register Offset
CPCR CO00h
Function

This register provides the ability to control the round robin arbitration mode in the various bus crossbars in the system.

Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R 0 AXBS0
W R...
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
Fields
Field Function
31-1 Reserved
0 AXBSO0 Round Robin Enable
AXBSO0_RREN | When set, this forces the AXBSO0 to round robin arbitration mode out of reset. To change the arbitration mode

Enabled at reset.

after reset is negated, the AXBSO programming model must be used.

0b - AXBSO in fixed priority arbitration mode at reset.

1b - AXBSO0 in round robin arbitration mode at reset.
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Chapter 13
Miscellaneous Control Module (MCM)

13.1 Chip-specific MCM information

Table 51. Reference links to related information

Topic Related module Reference
Full description MCM MCM
System memory map System memory map
Clocking Clock distribution
Signal multiplexing Port control Signal multiplexing
Cache LPCAC Low Power Cache Controller (LPCAC)

13.1.1 Module instances

This device has one instance of the MCM module.

13.1.2 LMFATR[PEFSYN]

LMFATR[PEFSYN] field indicates the master that accesses the cache when the LMEM fault is detected.
* 0x0 - Core
* 0x1 - Debug tool

¢ Others - Reserved

13.1.3 ISCR[CWBEE]
In this device, the ISCR[CWBEE] must be configured as 0.

13.2 Overview

The Miscellaneous Control Module (MCM) provides a myriad of miscellaneous control functions.

13.2.1 Features

The MCM includes the following features:
» Program-visible information on the platform configuration and revision
» Error status and interrupts for the cache write buffer

« Error status and interrupts for the core's floating-point unit (FPU)

13.3 Functional description

This section describes the functions of the MCM module.

13.3.1 Interrupts

The MCM's interrupt is generated if any of the following is true:
* FPU input denormal interrupt is enabled (FIDCE) and an input is denormalized (FIDC)
» FPU inexact interrupt is enabled (FIXCE) and a number is inexact (FIXC)
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» FPU underflow interrupt is enabled (FUFCE) and an underflow occurs (FUFC)

» FPU overflow interrupt is enabled (FOFCE) and an overflow occurs (FOFC)

» FPU divide-by-zero interrupt is enabled (FDZCE) and a divide-by-zero occurs (FDZC)
» FPU invalid operation interrupt is enabled (FIOCE) and an invalid occurs (FIOC)

» PC data parity error

» PC tag parity error

« Cache write buffer error

13.3.2 Determining source of the interrupt
To determine the exact source of the interrupt, check the interrupt status flags with the corresponding interrupt enable bits.
1. From MCM_ISCR[31:16] and MCM_ISCR[15:0]

2. Search the result for asserted flags, which indicate the exact interrupt sources

NOTE
Parity interrupts are determined by LMEPECR (interrupt enable) and LMPEIR (interrupt source).

13.4 Memory map/register descriptions

The memory map and register descriptions below describe the registers using byte addresses. The programming model for the
Miscellaneous Control Module is accessed via the core's Private Peripheral Bus (PPB).

13.4.1 MCM register descriptions

13.4.1.1 MCM memory map
MCM base address: E008_0000h

Offset Register Width | Access | Resetvalue
(In bits)
Ch Core Platform Control (CPCR) 32 RW See section
10h Interrupt Status and Control (ISCR) 32 RW 0000_0000h
20h Write Buffer Fault Address (FADR) 32 R See section
24h Store Buffer Fault Attributes (FATR) 32 R See section
28h Store Buffer Fault Data (FDR) 32 R See section
34h Core Platform Control 2 (CPCR2) 32 RW 0001_0040h
408h Local Memory Descriptor 2 (LMDR2) 32 RwW 8484_4000h
480h LMEM Parity Control (LMPECR) 32 RW 0000_0000h
488h LMEM Parity Interrupt (LMPEIR) 32 RW 0000_0000h
490h LMEM Fault Address (LMFAR) 32 R 0000_0000h
494h LMEM Fault Attribute (LMFATR) 32 R 0000_0000h
4A0h LMEM Fault Data High (LMFDHR) 32 R 0000_0000h

Table continues on the next page...
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Table continued from the previous page...

Offset Register Width Access | Reset value
(In bits)
4A4h LMEM Fault Data Low (LMFDLR) 32 R 0000_0000h
13.4.1.2 Core Platform Control (CPCR)
Offset
Register Offset
CPCR Ch
Function
The Core Platform Control Register (CPCR) configures the arbitration.
NOTE
Bits 8-0 are undefined after reset.
Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 PFLEX
Reserved
W ST...
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R Reserv
Reserved CBRR Reserved
W ed
Reset 0 0 0 0 0 0 0 u u u u u u u u u
Fields
Field Function
31-24 Reserved
23-17 Reserved
16 Flash Stall Enable
PFLEXSTALL | This field configures whether to enable flash stall when the flash is busy.

Table continues on the next page...
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Table continued from the previous page...

Field Function

Ob - Flash stall is disabled when flash is busy.

1b - Flash stall is enabled when flash is busy.

15-11 Reserved
10 Reserved
9 Crossbar Round-robin Arbitration Enable
CBRR This field configures the crossbar slave ports to fixed-priority or round-robin arbitration.

0b - Fixed-priority arbitration

1b - Round-robin arbitration

8-0 Reserved

13.4.1.3 Interrupt Status and Control (ISCR)

Offset
Register Offset
ISCR 10h
Function

The Interrupt Status and Control Register (ISCR) configures and reports status of core-related interrupt exception conditions. The
individual event indicators are first checked with their exception enables and then logically summed to form an interrupt request
sent to the core's NVIC.

Bits 15-8 are read-only indicator flags based on the processor's FPSCR register. Attempted writes to these bits are ignored. Once
set, the flags remain asserted until software clears the corresponding FPSCR bit.

Bits 31-24 controls interrupt enablement. If an interrupt enablement control bit is set as 1, the MCM will generate an interrupt when
the corresponding status bit is 1.
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Diagram
Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0 FUFC | FOFC | FDzC 0 CWBE
FIDCE FIXCE FIOCE CPEE
W E E E E
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bits 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CWBE
R | FIDC 0 FIXC | FUFC | FOFC | FDZC | FIOC 0 CPES R 0 0
w wi1c
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Fields
Field Function
31 FPU Input Denormal Interrupt Enable
FIDCE Ob - Disable interrupt
1b - Enable interrupt
30-29 Reserved
28 FPU Inexact Interrupt Enable
FIXCE 0Ob - Disable interrupt
1b - Enable interrupt
27 FPU Underflow Interrupt Enable
FUFCE 0b - Disable interrupt
1b - Enable interrupt
26 FPU Overflow Interrupt Enable
FOFCE 0b - Disable interrupt
1b - Enable interrupt
25 FPU Divide-by-zero Interrupt Enable
FDZCE Ob - Disable interrupt
1b - Enable interrupt
24 FPU Invalid Operation Interrupt Enable
FIOCE Ob - Disable interrupt
1b - Enable interrupt
23-22 Reserved
Table continues on the next page...
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Table continued from the previous page...

Field Function
21 Cache Parity Error Enable
CPEE This field enables the generation of an interrupt in response to the cache parity error.

Ob - Disable error interrupt.

1b - Enable error interrupt.

20 Cache Write Buffer Error Enable

CWBEE This field enables the generation of an interrupt in response to a bus error termination reported on a
system bus transfer initiated from the cache's write buffer.

Ob - Disable error interrupt

1b - Enable error interrupt

19-16 Reserved
15 FPU Input Denormal Interrupt Status
FIDC This read-only field is a copy of the core's FPSCR[IDC] bit and indicates input denormalized number

has been detected in the processor's FPU. Once set, this bit remains set until software clears the
FPSCR[IDC] bit.

0Ob - No interrupt

1b - Interrupt occurred

14-13 Reserved
12 FPU Inexact Interrupt Status
FIXC This read-only field is a copy of the core's FPSCR[IXC] bit and indicates an inexact number has been

detected in the processor's FPU. Once set, this bit remains set until software clears the FPSCR[IXC] bit.
0b - No interrupt

1b - Interrupt occurred

11 FPU Underflow Interrupt status

FUFC This read-only field is a copy of the core's FPSCR[UFC] bit and indicates an underflow has been
detected in the processor's FPU. Once set, this bit remains set until software clears the FPSCR[UFC] bit.

0b - No interrupt

1b - Interrupt occurred

10 FPU Overflow Interrupt Status

FOFC This read-only field is a copy of the core's FPSCR[OFC] bit and indicates an overflow has been detected
in the processor's FPU. Once set, this bit remains set until software clears the FPSCR[OFC] bit.

Table continues on the next page...
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Table continued from the previous page...

Field Function
Ob - No interrupt
1b - Interrupt occurred
9 FPU Divide-b